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Abstract—In user-centric computing, people have multiple 

computing devices in different locations and their data and 
services are distributed on those devices. People need to access 
those data and services anytime, anywhere. Mobile phones are 
playing an increasingly significant role in user-centric computing 
due to their fast proliferation, increasing capabilities, and the 
intimate relationship with their owners. We envision a 
phone-augmented user-centric computing (PAUCC) paradigm 
where mobile phone is the center enabling piece. It will connect, 
control and coordinate all those devices and the applications 
running on them, regardless of their locations, distance, or means 
of communications. In this paper, we propose a general 
framework to enable PAUCC. The architecture and key 
components of the framework are described. We build the 
system in an incremental way. In particular, we use MSN 
Messenger service as an overlay for NAT/Firewall traversal. We 
encapsulate MSN Messenger protocol with Winsock-liked APIs 
and evaluate its performance under various network conditions. 
We also implement several applications based on the framework 
to validate our architecture and our system design.  
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I. INTRODUCTION 

oday we are surrounded by multiple computing devices in 
our daily work and life. We often have servers and 
desktop PCs at work, and home PCs at home. Many 

homes also have entertainment PCs and game boxes. When we 
are on the road, we often carry laptops, PDAs, and mobile 
phones. All these devices have heterogeneous capabilities. As 
our data and services are distributed on these devices in 
different locations, and as we need to access our data and 
services anytime anywhere, the desired computing should be 
user-centric [15]. 

Among the many portable devices, mobile phone is 
experiencing a fast proliferation. There are more than 1.7 
billion mobile phone subscribers in the world by 2005 and 
65.4% US population own mobile phones. In 2005 more than 
770 million mobile phones were sold world wide (Source: 
InfoTech Trends 05Q3, Yankee Group). 

Furthermore, mobile phones are becoming increasingly 
powerful. More and more mobile phones will run a general 
purpose operating system such as Windows Mobile, Symbian, 
or Linux.  Besides making voice calls, they are capable of 
playing music, taking photos, checking e-mail, and accessing 

the Internet. They have already become a viable computing 
platform. 
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Compared with traditional mobile computing devices such 
as laptop PCs or PDAs, mobile phones have several unique 
characteristics and provide great opportunities to play a 
significant role in user-centric computing. 

Always on. Mobile phones are almost always turned on. 
Compared with laptop, mobile phone is a good form factor for 
people to carry around. In many cases it may not be convenient 
for people to use laptops, such as walking, mobile phones are 
the most likely smart devices that people may use to access 
their data.  

Rich wireless connectivity. With the proliferation of 2.5G 
(e.g., GPRS, CDMA1x) and upcoming 3G services, mobile 
phones can have always-connected Internet access. More and 
more mobile phones also have wireless LAN/PAN capabilities, 
such as Wi-Fi and Bluetooth, which allow them to interact 
directly with other nearby devices. 

Intimate relationship with user. Mobile phones are often 
considered more personal than other computing devices such 
as desktop PCs and laptops. People usually store private 
information such as personal contacts and e-mail on their 
mobile phones, and personalize their mobile phones in 
appearance, ring tones etc. The phone numbers provided by 
operators are unique and relatively secure; they can often be 
used as an ID to identify each individual user and are able to 
assist various respects of security such as authentication and 
access control [10]. 

All the above features make mobile phones the center piece 
of user-centric computing. We envision that people will 
always carry a mobile phone which augments people to access 
any information anywhere, on public websites or in private 
storages, to control local or remote devices, and to coordinate 
them in an information processing task. We call this 
phone-augmented user-centric computing (see Figure 1).  

For example, John can check his e-mail any time any where 
with his mobile phone. When he receives a message from his 
colleague requesting a document, using his mobile phone he 
can search his desktop PC at work and construct a reply with 
the document attached. When he does a presentation, he can 
use his mobile phone to control the projector, to retrieve the 
PowerPoint file from the server, and to control the 
presentation flow. 

The interaction between a mobile phone and other devices 
can be divided into two categories: interaction with nearby 
devices through near distance connection such as Bluetooth, 
and interaction with remote devices through long distance 
connection such as GPRS. As the former category (a typical 
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scenario is to use mobile phone to control PowerPoint 
presentation) has been well studied [1, 8, 10], in this paper we 
mainly focus on how a mobile phone interacts and collaborates 
with remote devices such as a home PC. 

 
Fig. 1.  Phone-Augmented User-Centric Computing 

 
To access a remote device using a mobile phone, the first 

issue has to be solved is connectivity. Mobile phones and most 
other personal devices including home PC and office PC are 
often behind Network Address Translator (NAT) and firewall. 
When a mobile phone and a remote device are both behind 
NAT and firewall, they can not communication with each 
other directly. Traditional solutions for NAT/firewall traversal 
are to deploying relay servers [11-14]. Rather than building 
new server, our solution is to use existing MSN Messenger 
service [2] as an overlay to traverse NAT and firewall. We 
encapsulate MSN Messenger protocol as a transport layer with 
Winsock-liked APIs so that other people can easily use these 
APIs. We also evaluate the performance of the MSN 
Messenger transport under various network conditions. 

The rest of the paper is organized as follows. Section II 
describes the related work. Section III introduces the 
architecture and key components of our general framework. In 
section IV, we illustrate our implementation of the MSN 
Messenger transport and evaluate its performance in section V. 
Section VI shows the applications we build to validate our 
architecture and system design. Section VII concludes the 
paper. 

II. RELATED WORK 
Some researchers have worked on using mobile phone to 

access remote PCs. Rajicon [16] is a mobile phone based 
remote desktop client, where the small screen of a mobile 
phone is used as a viewport to the much larger PC desktop, and 
three navigation modes are provided for desktop browsing. R. 
Wakikawa, et. al. propose “Roomotes” [3] to use web phones 
to control various appliance remotely through a remote PC at 
home.  Both Rajicon and Roomotes assume that the remote PC 
has a public IP address to be accessed remotely and Roomotes 
also requires that the remote PC runs a Web server and has 
interfaces to control various appliances. 

Another application model is to use mobile phone as a 
controller to control and interact with other nearby computing 
devices or appliances. The Pebbles project at CMU has built a 
“personal universal controller” on various hand-held devices 
including mobile phones [1, 8], where the researchers have 
investigated how these devices can be used to control all kinds 

of home, office, and factory equipment. FReCon [10] is 
another example, where mobile phone is used as a fluid remote 
controller for multiple appliances through Bluetooth and 
Infrared. In addition, Hodes, et. al. proposed a “universal 
interactor” [5], which allows a device to adapt its functionality 
to exploit services discovered when moving into a new 
environment.   

S. Aurell [6] proposed using instant messaging to realize 
remote controlling. They use instant messaging server 
Ejabberd [7] to build intelligent gateway for translation of 
diverse protocols of devices.  

In this paper, we investigate how mobile phone can help 
users to access their data and control their devices from a 
user-centric point of view. We propose a general framework 
and build the system in an incremental way. In particular, we 
use MSN Messenger service as an overlay to traverse 
NAT/firewall as many devices are often behind NAT/firewall. 

III. ARCHITECTURE 
Figure 2 illustrates our proposed software architecture for 

phone-augmented user-centric computing. Logically, an 
application is partitioned into two parts, one running on the 
mobile phone and the other on the remote computing devices. 
The two parts work together to provide rich user experience. 
For a specific class of applications where the mobile phone 
needs to control and access an existing application on the 
remote device, a corresponding program is added as an agent 
to pair and work with the application. To facilitate application 
development, a middleware layer is placed on both mobile 
phone and the computing devices. It hides the details of 
managing device and communication diversity and provides 
rich mobile computing primitives. 
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Fig. 2. Software Architecture 

 
To support any possible mean of physical connections such 

as Bluetooth, WiFi, and GPRS between mobile phones and 
other computing devices, middleware has a lower sub-layer 
called Connectivity Layer (Figure 3). It manages and chooses 
the best physical connection to provide seamless connectivity 
plus additional services such as firewall traversal. The upper 
sub-layer is Services Layer and it provides common services to 
form a software foundation for various applications.  

 



 3

Heterogeneous Physical Connections 

Connectivity Layer

Connection ManagerDevice Discovery

NAT/Firewall Traversal

Services Layer

Service Discovery

Data AdaptationUI Adaptation

Rich Applications

M
id

dl
ew

ar
e

Virtual Channel 1 ...Virtual Channel 2

Naming

Service Management

 
Fig. 3. The middleware 

A. Connectivity Layer 
There are many possible physical connections in PAUCC 

because the devices are located in different places and connect 
in different ways (see Figure 1). The goals of connectivity 
layer are connecting all these devices together and shielding 
users from managing the physical connections. It consists of 
five components: connection manager, device discovery, 
NAT/firewall traversal, naming, and virtual channels. 

The connection manager component manages various 
network connections. Connection manager has updated 
information on which connections are available and which 
devices are reachable through a connection. Based on this 
information, connection manager selects the proper 
connection for upper layer to communicate with a device. 
When multiple connections are available to the destination 
device, connection manager selects the best one based on 
pre-defined precedence where Wi-Fi is used first, then 
Bluetooth, and finally GPRS.  

The device discovery component is used to discover which 
devices are available for communication, including both 
nearby device discovery and remote device discovery. Nearby 
device discovery can use the existing mechanisms provided in 
physical connection, such as the Bluetooth device discovery 
mechanism. Remote device discovery, such as finding if a 
home PC is online, will require new mechanisms and new 
protocols. 

The NAT/firewall traversal component is necessary in the 
current world of NAT (network address translator) and 
firewall proliferation. If two devices are both behind a NAT or 
firewall, they can not communicate with each other directly. 
The typical approach for NAT/firewall traversal is to deploy 
relay servers outside of any private subnet [11-14], but it is 
also possible to traverse NAT/firewall through peer-to-peer 
networking such as Skype. 

The naming component provides a consistent name for each 
device no matter which kind of connection is used for 
communication. Usually, a device is assigned different names 
in different network domains. For example, a PC may have an 
Internet host name but will use a different name in Bluetooth 
communication. Furthermore, not every computing device 
will have a fully qualified DNS name or even a static IP 
address (they are more likely to have a dynamic DHCP 

address). All these factors bring challenges on how to naming 
a device globally. 

Finally, the connectivity layer provides a convenient 
intra-application communication abstraction called Virtual 
Channel to connect the multiple parts of a mobile application 
distributed among different devices. Similarly to a transport 
protocol, a virtual channel hides the connectivity details from 
application development, and allows different applications to 
multiplex on the same physical connections chosen by the 
connection manager.  

B. Services Layer 
The goals of the service layer are providing a set of software 

foundation for a mobile phone to easily access and control 
remote data and applications, and thus providing a flexible 
architecture for future extension. It consists of four 
components: service discovery, service management, UI 
adaptation, and data adaptation. 

The service discovery component automatically finds all the 
available applications after a mobile phone connects to the 
other computing devices. Since existing service discovery 
approaches such as Jini are too complex to fit into mobile 
phones, we implemented a new lightweight service discovery 
mechanism. 

The service management component manages all the 
services on a remote device. When a new service is added on a 
remote device, it registers itself to the service management 
component which makes the service available when a mobile 
phone connects to the device next time. With service 
discovery component and service management component, to 
add a new service, we need to change only the software on the 
remote device side. 

As mobile phones still have a relatively small screen, the 
User interfaces (UI) adaptation component is to enable various 
existing applications to display on a mobile phone. Protocol 
and specification tools are provided so that it is possible to 
generate mobile phone UI automatically or 
semi-automatically. 

The data adaptation component provides functionalities to 
transform the complex data, especially the multimedia data, 
into proper formats to be displayed on a mobile phone screen. 
For example, transcoding technique is required to convert 
video stream based on the screen size and available bandwidth 
of the mobile phone. 

IV. NAT/FIREWALL TRANSVERSAL USING MSN MESSENGER 
SERVICE AS AN OVERLAY  

 As aforementioned, mobile phones and other devices are 
often behind NAT and firewall. For example, our mobile 
phones use the GPRS network provided by China Mobile 
Corporation, which applies NAT technology. Office PCs are 
typically protected by corporation firewalls and home PCs are 
also often behind NATs depending on which Internet Service 
Provider (ISP) is used. If a mobile phone and a remote device 
are both behind NAT/firewall, they can not directly 
communicate with each other. Furthermore, very few personal 
devices have a DNS name, or even a static IP address. Instead, 
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DHCP servers are heavily used to dynamically assign IP 
addresses. Therefore, how to name a device is also a challenge.  

Rather deploying relay servers, our solution for 
NAT/firewall traversal is to leverage existing MSN Messenger 
service. We studied MSN Messenger protocol and built our 
own MSN Messenger clients for both mobile phones and PCs. 
By signing in MSN Messenger service, we can ask MSN 
Messenger servers to relay packets for us. Thus, we use MSN 
Messenger service as an overlay to traverse NAT/firewall (see 
Figure 4), which provides a low cost, personalized 
NAT/firewall traversal solution. 

To solve the naming issue, we apply dedicated MSN 
Messenger accounts like MyPhone@hotmail.com and 
MyHomePC@hotmail.com, and use them to identify our 
devices. The idea here is to use MSN Messenger accounts to 
name devices rather than users. As MSN Messenger accounts 
are unique, this provides a good solution for device naming. 

In addition, we encapsulate MSN Messenger protocol as a 
transport layer, called MSN Socket, with Winsock-liked APIs. 
Other developers familiar to Winsock programming can easily 
use these APIs to solve their NAT/ firewall and device naming 
issues. 

 
Fig. 4. NAT/firewall traversal using MSN Messenger service as an overlay 

 

A. MSN Messenger Protocol Overview 
The protocol used by MSN Messenger clients to 

communicate with MSN Messenger servers is called MSNP . 
In 1999 the protocol was published as an IETF draft [2], but 
later Microsoft decided not to publish details of newer 
versions. Currently the versions 8, 9, 10 of the protocol are 
used. Individual versions are often written as “MSNP8”, 
“MSNP9” and “MSNP10”. Though Microsoft didn’t make 
MSNP public available, it is well documented on the Internet 
[9] and so far Microsoft doesn’t explicitly forbid third parties 
to develop their own clients based on MSNP. 

MSNP is a text-based protocol, and contains a series of 
commands. Usually a command is first sent from the client to 
the server, and the server replies using a response command, 
but in some cases the server also actively sends command to 
the client. Each command consists of a three-letter command 
name, zero or more arguments, and optional payload. 

There are two kinds of servers in MSN Messenger service. 
One is Notification Server (NS), which is responsible for the 
log-on, presence, and contact management process. The other 
is Switch Board Server (SB), which is responsible for the 
instant messaging process. The client first log-in the 
Notification Server to set presence and retrieve contact 
information, after that it can initiate a chat session or accept a 

chat invitation, then send and receive chat message through 
Switch Board Server. 

B. MSN Socket Interfaces 
MSN Socket provides a set of APIs which are very similar to 

Winsock APIs. A server application calls MSNBind() and 
MSNListen() to wait incoming connections. A client 
application calls MSNConnect() to connect to a server which 
uses MSNAccept() to accept a connection. Once a connection 
was established, the client and server can use MSNSend() and 
MSNRecv() to send and receive data. After communication 
finished, they call MSNCloseSocket() to release the related 
resource. Different from Winsock APIs, MSN Socket APIs 
use MSN Messenger accounts rather IP addresses or DNS 
names to identify the client and server. 

C. MSN Socket Implementation 
MSN Socket provides unreliable, message-based data 

communication. It’s up to applications to ensure successful 
message delivery. However, as MSNP uses TCP to send data, 
the message transmission is quite reliable though not 
guaranteed. MSN Socket communication is connection 
oriented. A client must call MSNConnect() before it can send 
or receive data. Multiple server applications can 
simultaneously listen on a same MSN Messenger account and 
provide different services. MSN Socket uses port numbers, 
which have the same meaning to the ones of Winsock, to 
distinct different services. Before a server application listen 
for incoming connections, it must bind to a MSN Messenger 
account and a port number.  

Figure 5 shows the architecture of our MSN Socket 
implementation. The MSNP protocol is implemented in the 
MSN Messenger layer which consists of three components. 
NSMessageProcessor handles the messages sent to and 
received from NS server while SBMessageProcessor handles 
the messages sent to and received from SB server. 
MessengerNet calls underlying Windsock APIs to 
communicate with NS server and SB server by doing the real 
data sending and receiving work. As MSNP is a text-based 
protocol, all the data are encoded using based64 encoding 
scheme before they are sent out. 

On the top of the MSN Messenger layer, the MSN Socket 
Interface layer provides Winsock-liked interfaces for 
applications to transmit their data through MSN Messenger 
channels. The interface layer hides the details of MSNP 
protocol and maintains the data structure of MSN Socket.  

 

 
Fig. 5. Architecture of MSN Socket implementation 
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Figure 6 shows what will happen when a client uses MSN 

Socket to communicate with a server. When MSNBind() is 
called, the client and the server login MSN Messenger service 
using the given MSN Messenger account to establish a TCP 
connection with the NS server. The server calls MSNListen() 
to put itself into listening state. When the client calls 
MSNConnect() to try to establish a connection to the server, 
the client requests the NS for a SB chatting session and invites 
the server to join the chatting session. Then, through the NS 
server, the client and the server connect to a SB server and 
establish a chatting session where the client and the server can 
call MSNSend() and MSNReceive() to communicate with each 
other. Once the communication is done, the client calls 
MSNCloseSocket() to disconnect from the server and thus 
dismisses the underlying MSN chatting session.  

 

 
 Fig. 6 Establishment and Termination illustration 

 

V. PERFORMANCE EVALUATION 
To evaluate the performance of MSN Socket, we did 

experiments with the following configuration.  
We use two Dell desktop PCs with Windows XP OS, Intel 

3.0GHz CPU, 1GB RAM, and 100Mbps Ethernet; Two HTC 
Tornado smart phones with Windows mobile 5.0 OS, 204MHz 
ARM CPU, 64MB RAM, and GPRS Class 10 network. 

First, we measured the time of logging in MSN Messenger 
service from PC and smart phone, and the time for a client to 
establish a connection to a server after the login procedure. 
Figure 7 shows the average results of 1000 times experiments. 
PC2PC means both the client and the server are running on a 
PC; SP2PC means the client is running on a smart phone while 
the server is running on a PC; SP2SP means both the client and 
the server are running on a smart phone. We can see the times 
are quite long, from several seconds to tens of seconds. 
However, as we experience only one login and connection 

establishing procedures during the client and the server start 
up, it is acceptable. 

Second, we measured the available bandwidth we can get 
from MSN Messenger channel. In the experiment, a client 
continuously sends 10KB data to a server which calculated the 
bandwidth based on the received data. Figure 8 shows the 
average results of 1000 times experiments (totally 10MB data 
are transmitted for each case). We can see that the available 
bandwidth is rather low, especially in the case of GPRS 
network. However, a typical class of applications is to use a 
mobile phone control a remote PC where the mobile phone 
sends out only several commands and receives the result from 
the remote PC. Those applications have low network traffic 
requirement and can work well over GPRS (see section VI). 
When 3G service is available, we will have more bandwidth. 

 

 
Fig. 7. Left: Login time     Right: Connection establishing time 

 

 
Fig.8. Available bandwidth 

 

 
Fig. 9. Round trip time 

 
We also measured the Round Trip Time (RTT) of MSN 

Messenger channel and Figure 9 shows the result of the 
average results of 1000 times experiments using various 
packet sizes. When GPRS is used, the RTT increases if the 
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packet size is large than about 50 bytes (payload only. 84 bytes 
for the headers in each packet.) because packet fragments 
happened. 

VI. EXAMPLE APPLICATIONS 
To validate our system design, we built three example 

applications based on our general framework and MSN Socket. 
File Browser (Figure 10) enables a mobile phone user to 
browse files stored on a remote device and perform various 
operations on selected file or folder. Remote Desktop Search 
(Figure 11) allows users to do a desktop or file search on a 
remote device. The user can use the mobile phone to send 
keywords to the remote device, which will then launch a 
desktop search and return results to the mobile phone screen. 
Smart Email (Figure 12) is designed to access e-mails on a 
remote PC. It implements the scenario mentioned in section I 
with built-in intelligence. When a user reads an e-mail on a 
mobile phone, Smart email analyses the content of the e-mail, 
extracts the keywords, and automatically launch remote 
desktop search to try to find matched documents. When the 
user replies the e-mail, the search results automatically occur 
on the mobile phone for selection.  

 

     
Fig. 10. Remote File Browser  

 

    
Fig. 11. Remote Desktop Search – (left: search results, right: Meta data of 

individual items) 
 

   
      Fig. 12. Remote E-mail Access (left: e-mail list, middle: read e-mail, 

right: reply e-mail with user intention prediction) 
 

All these applications put the user in the center. The user is 
able to use a mobile phone to access and control remote 
devices no matter where the user is. We tried the applications 
using GPRS networks. The performance is not good (we often 
have to wait several seconds to go to next step) but acceptable.  

VII. CONCLUSION 
With their fast proliferation, increasing capabilities, and 

intimate relationship with their owners, mobile phones are 
playing an increasingly significant role in user-centric 
computing. We envision a phone-augmented user-centric 
computing (PAUCC) paradigm where mobile phone is the 
center enabling piece. In this paper, we proposed a general 
framework to enable PAUCC. We introduced the architecture 
and the key components of the framework. Particularly, we 
leverage MSN Messenger service as an overlay for 
NAT/firewall traversal and use MSN Messenger accounts for 
device naming. We encapsulated MSNP protocol with 
Winsock-liked APIs and evaluated the performance of MSN 
Messenger channel under various network conditions. We also 
built several example applications to validate our system 
design. 
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