
Transport Layer Adaptable Rate Control (TARC): Analysis of a Transport Layer Flow Control 
Mechanism for High Speed Networks 

Rei Y. C. Brockett (brockett@com21.com) and Izhak Rubin (rubin@ee.ucla.cdu) 

Correspondence in care of: Dr. Izhak Rubin, Room 56-1258 Eng. IV, Department of Electrical Engineering, 
University of California, Los Angeles, CA 90095-1594. Tel: 310-825-2326 

Abstract -- The rapid growth of today's emerging high-speed 
networks has made currently implemented transport layer flow 
control techniques inadequate for the performance levels required 
now and in the future. Throughput at the upper layers is 
throttled due to architectural designs tailored to "last-genemtion" 
technologies. We define and analyze a transport layer flow 
control algorithm featuring hybrid open-loop/feedback-based rate 
control with burst detection for a connection-oriented transport 
layer protocol. TARC can be used alone or in conjunction with 
a window flow control mechanism. It can provide support for 
QoS guarantees, and can take advantageof lower layer congestion 
control or bandwidth underutilization information. We analyze 
our model under multiple transport connections with bursty 
traffic and present an iterative method for computing system state 
distributions and performance measures. Using this iterative 
analysis, we explore the behavior of TARC and compare its 
performance to other transport layer flow control algorithms. 

1 Introduction 
Currently deployed transport layer protocols were designed for 

networks with small bandwidth-delay products. We are now 
faced with "Long Fat Networks" (LFNs)--networks with very 
large bandwidth-delay products [27]. Under these new conditions, 
the old transport protocols will no longer perform with the same 
utilization efficiency. Multi-gigabit data rates are already 
available at the link and network levels, but throughput at the 
upper layers is limited due to architectural designs tailored to 
"last-generation" technologies. In addition, future network haffic 
will have quality-of-service (QoS) demands that cannot currently 
be guaranteed, as well as new usage patterns such as 
multicasting. In order to keep pace with the advances in 
intemetworking hardware, emerging transport protocols must 
take into account the new processor-as-bottleneck phenomenon, 
and also be able to accommodate new applications spawned by 
the increasing availability of cheap bandwidth. 

One of the most pressing inefficiencies in currently 
implemented transport layer protocols is caused by the 
inadequacyof their flow control algorithms, which were tailored 
to network conditions of the 1970's. A dramatic example of this 
fact can be found in the abundance of TCP-over-ATM studies 
which show that poor throughput and loss performance is 
primarily due to inefficient use of bandwidth, and that loss 
performance can be grossly inadequate without substantial 
buffering requirements, which in turn results in poor packet delay 
performance [7J[40][42]. Clearly, new mechanisms for efficient 
transport layer flow control are needed. 

1.1 
The earliest of recent transport layer flow control research has 

concentmted on modifications of the byte-oriented 16-bit 
window-basedalgoriths used in TP4 andTCP [26][27j[29][38]. 
(A 16-bit window only allows for 64KB of outstanding data). 
XTP [12] uses a byte-oriented 32-bit window in conjunction 
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with a ratdburst-specified open-loop rate control scheme for 
coupled error recovery and flow control. NETBLT [13] employs 
a block-oriented window with a ratdburst-specified open-loop 
rate control scheme for efficient bulk data transfers. SNR [35l 
uses a packet/block-oriented window flow control with periodic 
state information exchanges, rather than standard asynchronous 
acknowledgements. See Table 1 for a comparison of some of the 
transport layer flow control algorithms discussed here. 

More recent flow control research at the transport layer has 
focused on rate-based control. Danthine [15] shows that rate- 
based flow control responds betler to QoS requirements than 
window-based flow control does. V M T P  [ 1 I] (streamlined for 
request-response transactions) and HeiTP [ 161 (designed to work 
with the ST-I1 multimedia network protocol) use an interpacket 
gap specification. Jacquet and Muhlethaler [28] suggest a 
multilayer flow control scheme based on bandwidth reservation. 
Tenet [3] contains a lightweight transport layer protocol, which 
defersall flow control to the network layer, trusting that end-user 
resources will be protected by the admission control procedure. 

A great deal of recent rate control research has been done at 
the Data LinMNetwork Layer, primarily in conjunction with 
studying ATM. See Table 2 for a comparison of network layer 
rate control versus transport layer tate control. A well-known 
open-loop rate control algorithm i s  the "leaky bucket," in which 
network access is controlled by a quota of tokens which 
accumulate at a fixed rate, up to the bucket capacity [2][32]. 
Konstantopoulos et. al. [30] prow that the classic leaky bucket 
controller provides optimal cell loss performance under finite 
buffer constraints. An enhancement to the leaky bucket is a 
marking algorithm, which allows traffic with insufficient &t 
to still enter the network with a violation tag, at the risk of 
being dropped first if it later encounters congestion [2][10][41]. 
Berger [4] examines an implementation in which traffic arriving 
at a queue with no tokens is dropped. Rubin and Lin [41] 
analyze a credit manager algorithm with feedback at the user- 
network access point, using a zerodelay assumption Another 
popular network layer flow control algorithm is the "choke 
packet" [3[36] in which a single bit is used to return congestion 
information to the sender, indicating whether the queue-size at a 
bottleneck node is above or below a given threshold. 
Congestion causes a proportional decrease in the sender 
transmission rate, and absence of congestion causes an increase. 
Variations of this, EFCI' and EFCI-NI, have been proposed by 
the ATM Forum [l] for ABR traffic. Additional research 
explores the effects of variable thresholds, proper selection of 
gain and damping parameters, the cffect of multiple connections 
on a single link, and long propagation delays [24][2s][36][23][6]. 
Yin and Hluchyj [44] analyze a 2-rate server whose serving mk 
depends on bottleneck node queue-size. Threshold-based 
algorithms naturally result in periodic queue-size and rate 
behavior, meaning that congested ntdes cycle through periods of 
over- and under-utilization. 
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quality-of-service (QoS) 
parlance, a transport layei 
ATM layer can obtain 
equivalent to the CBR 
with VBR traffic can 
between the ATM layer 
able to adapt to a higher 
available. Finally, TAliC 
UBR traffic to compete 
Call admission control 

whether connections which requirc guaranteed resources can be 
accommodated; the performance of best-effort connections can be 
determinedby the amount of the receiver's bandwidth capability 
remaining. TARC merges an opcn-lcxjp rate increase phase with 
a dynamic closed-loop phase, and results in superior performance 
to alternative transport layer flow control algorithms, including 
window flow control and open-loop rate control. 

guarantees. For example, in ATM 
connection carrying CBR traffic at the 
a guaranteed bandwidth assignment 

peak cell rate. A transport connection 
recuire a guaranteed bandwidth at a level 

riean cell rate and peak cell rate, but be 
bandwidth if excess bandwidth is 
allows a connection with ABR or 

-or the remaining available bandwidth. 
curing connection set-up will determine 

1.3 Organization 
In Section 1, we have introduced the shortcomings of current 

transport layer flow control algorithms, described c m n t  
research, and introduced the goals of TARC. In Section 2, we 
describe the system model and the features of TARC. In Section 
3, we provide a delay-throughput analysis of TARC. In Section 
4, we present the results of our performance evaluation, and 
show that TARC results in considerableadvantages, compared to 
other transport layer flow control methods. In Section 5 we draw 
our conclusions. 

2 System Model 
TARC is a hybrid open-kx)p/closed-loop rate-based flow 

control algorithm for transport laycr connections which is able to 
handle QoS bandwidth guarantees and is able to reapportion 
underutilized bandwidth to necdier senders. Our system 
comprises M senders, each with a transport layer connection to a 
single receiver. See Figure 1. The senders and receiver are 
connected via a network which causes packets to experience 
delays. These delays consist of propagation delay as well as 
internal network queueing and transmission delays. 

We call the quantum of time used to determine rate 
measurements a frame. The duration of a frame should be long 
enough so that a non-trivial number of (transport layer) packets 
will arrive at a sender during a frame in which the sender's traffic 
source is active. For example, if the traffic anival rate at a 
sender's buffer is of the order of megabits per second, with 
packets of 500B (bytes), a reasonable frame duration would be 5 
to 10 ms. Thus, frame duration is long compared to packet 
transmission time. 

We assume that the network delay is deterministically R 
frames in both the forward and reverse directions, where R r l .  
The receiverperforms burst activity sensing on a fme-by-frame 
basis, so that receiver feedback returns to a sender between 2R 
and 2R+l frames after the packet was originally sent. We 
approximate the (RTT) as 2R+1 frames. 
Deterministic network delay assumptions are valid for networks 
in which the delay jitter is small in relation to overall delay, e.g. 
an uncongested network, or a network with a satellite link. A 
more general analysis, with random network delays, can be found 
in 181. 

The rate at which TARC allows a transport layer sender to 
submit packets to the underlying network is govemed by a creQlt 
allocation, which represents the amount of traffic the sender may 
transmit during the next frame. Every frame, each senderk credit 
allocation is updated--either in response to a feedback message 
from the receiver, or according to  the open-loop algorithm. 
Unused credit may not be carried over to subsequent frames. 
Each credit corresponds to transmission permission for a single 
"segment"; a single transport layer packet could be several 
segments long, and require several credits for transmission. For 
our analysis, we define a segment to be a maximal length packet. 
Thus, each packet requires only a single credit for submission to 
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the network. Also, in practice, there should be a timer which 
will trigger a cutback of sendercredit allocations in the event that 
network congestion causes feedback messages to be lost or 
severely delayed. 

The receiver has a finite buffer of Ymax packets and a service 
capability of H packets per frame. A portion of H, denotedhf, is 
the amount of credit to be divided among active senders for the 
feedback credit allocations. The remainder, H-hf, is processing 
power that the receiver reserves for itself to deal with unregulated 
open-loop traffic (and, when the network delay is random, with 
the uncertainties in packet flow caused by network delay jitter). 

Sender m, 
m=l..M, has a finite buffer of S"ax packets. Traffic arrives at 
senderm's buffer, m=l..M, in a modulated ordoff fashion, with 
mean on-period arrival rate k" packetdframe and off-period arrival 
rate 0. On- and off- burst period durations have mean durations 
Tmon and Tmoff frames. In addition, we assume that on- and off- 
period durations are long compared to the round-trip delay time, 
1.e. that tdfic bursts persist long enough that feedback 
regulation is of use; if bursts are short, TARC will tend to 
operate in open-loop mode. Each sender m has a guaranteed 
minimum transmission bandwidth, C"fin; when sender m has 
packets to transmit, it will always have a credit allocation of at 
least Cm,i,. Note that in order for each connection to be 

guaranteed its C,,, we need hf 1 I: C& . Senderm also has an 

open-loop increment, am For transport layer support of network 
layer CBR or VBR services, C " ~ ,  should be set to the 
bandwidth level calculated at the ATM layer, with am*. 

A sender's open-loop phase begins when no feedback eredit 
allocation message has arrived in the preceding frame but its 
buffer is non-empty. The open-loop phase ends when a feedback 
allocation is received. During an open-loop phase, credit is 
allocatedas follows: for the first frame of an open-loop phase, 
sender m is allotted Cm,in credits. Every frame thereafter, until 
the sender receives a feedback credit allocation from the receiver, 
the open-loop credit allocation is incremented by a", up to a 
maximum open-loop credit allocation level, denoted h,. This 
way, a sender is not constrained to its minimum rate while i t  
waits for feedbackallocations, but is also unlikely to surprise the 
reeeiverwith a large burst. 

The feedback credit allocation algorithm works as follows: 
every frame, the receiver checks the traffic activity from each 
sender and returns feedback allocation messages only to those it 
considers "active". The amount of feedback credit allocated to a 
sender is determined by the receiver as a function of hf, of the 
number of active senders, and of those senders' service 
guarantees. The feedback allocation function can differentiate 
between senders with guaranteed service (e.g. CBR or VBR 
service) and senders with best-effort service (ABR or UBR). 
From the pool of available feedbackallocation credits, hf, each 
active senderm is guaranteed C"h, credits; what is left of hf is 
shared out fairly (e.g. in proportion to Cmh,, or weighted by 
class of service). Note that if a sender's queue does not empty 
before a new on-period begins, the receiver continuously detects 
senderburst activity from it, As a result, the sendercontinues to 

Senders have the following characteristics: 

M 

m =1 

receive feedback credit allocations, remaining in closed-loop 
phase and not re-entering an open-loop phase. 

If a sender is subject to a ''secondary rate limit" that makes i t  
unable to fully utilize its fair share of bandwidth, the excess 
bandwidth can be shared among needy active senders. By 
"secondary rate limit", we mean any form of rate regulation a 
sendermight be subjected to, besides the credit allocations from 
TARC. For example, some transport connections may traverse 
areas of network congestion, resulting in network transmission 
rates throttled by the network layer congestion control algorithm; 
even if transmission permission at the transport layer is high, 
the rate of traffic flow over these connections will be limited by 
the network layer congestion control constraints. Other 
examples of secondary rate limits include transport layer 
multicast flow control constrained io the slowest receiver, or 
network layer service level constraints (e.g. ATM PCR). 

In summary, we dynamically allocate unused receiver 
processing power among active scnders. We take advantage of 
the fact that connections are not always active, and that interlayer 
or interconnection interactions may modify the use of transport 
layer feedbackcredit allocations. 

3 Delay-Throughput Performance Analysis 
3.1 State Definitions 

We wish to be able to study how delay, packet loss, sad 
throughput performance will be affected by the nature of the 
connection parameters and traffic loads. We model our system as 
a discrete-time Markov process of order 2R+1 (assuming Poisson 
arrivals, exponential on- and off- burst durations, and integer 
values of networkdelay R), with the time step equal to a frame. 
Recall that a frame is a unit of time. Queue sizes are measured 
in packets. The following mtdel can be used to obtain 
extremely accurate performance measures and state space 
information. With these results, it is then possible to fine-tune 
the system parameters to meet specific operating limits. 

For transport layer connection (sender) m, m = 1, 2, ... M, 
we define the following state variables: 

Xmn = System size at Sender m at the beginning of frame n. 

XmnE{ 0, 1 , 2  ... S",,). 

Fmn = Feedback or slow-start credit allotment for Sender m in 

frame n. Fmn E{ Cmmjn,. . . hf } in feedback phase. 

FmnE{ 0, Cmfin, min(Cm,in+tr , hJ, ... 

min(C"fin+2Ram, h&} in slow-start . 

m 

Gm,= Secondarycreditlimit for Senderm in fmmen. 

G", E( Cmfin, Cm,i,+ 1, .... }. 

Cmn= Credit allotment for Sender m in frame n. 

em,€{ Cm,in, ... m a (  hf, hs)}. 

Emn = The state of sender m's source stream at time n. 

Emn E (0 (idle), 1 (active)}. 
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Amn= The number of packets 
n; arrivals are ready 
Amn€ { 0, 1, 2 .... }. 

That is, with probabilit gl, the secondary rate limit for sender 
m is equal to its guarantf minimum bandwidth; in this case, i t  
will be unable to utilize a feedbackcredit allocation greater than 
Cmmin. With probabili y (1-gl), the secondary rate limit for 
sender m will be greater r than any possible feedback credit 

senderm will be able to as much of the excess bandwidth 
allocation (H is the rec iver's total processing capability), so 

arriving at Sender m during frame 
lor transmission in the next frame. 

, 
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0 
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XEzR.1 = 0; x; = 0. 

V n E  { 0, 1, 2, ..., n 

3.1 State Transition 
The definition of the 

how we define "secondary 
knowledge of that information. 
1) The receiver is inforrned 
lower-layer congestion 
returned to sender m, 
assignment may be higher 
feedbackcreditallocation 
is lower, the difference 
senders. 
2) The receiver senses 
traffic rate from an active 
that was allocated to it, 
allocation, and shares 
senders which are ut 
allocations. This double!; 
transition probabilities, : 
feedbackcredit allocations 

We will define the 
Scenario 2 is defined 
values of the feedbackallocations 
time, making (X, C) and 
4R+2. 

in( Y,,,, H)}. 

Analysis and Iterative Solution 
rtate transition probabilities depends on 

rate limit" and the receiver's 
Consider these two scenarios: 

by the network layer of an explicit 
control rate assignment, Gm, that is being 
nhich is active. This lower-layer rate 

or lower than the original fair-share 
to be sent to each active sender. If Gm 
is shared among the remaining active 

!he traffic rate of active senders. If the 
sender is less than the feedbackcredit 
the receiver sends a lower feedback 

t le  unused difference among the active 
lizing their whole feedback &t 
the computational complexity of state 

ince the receiver must keep track of its 
for a round-trip time. 

sjxtem dynamic equations for scenario 1. 
similarly to scenario 1, except that the 

must be stored for a round trip 
(X, C, Y) Markov processes of order 
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solutions exist since the state spaces for both processes are finite 
and irreducible, hence positive recurrent. 

We cany out a simulation analysis based on Equations (2)-(6) 
in order to compare TARC to other flow control algorithms and 
to gain a more thorough understanding of TARC's system 
dynamics. The performance of an end-to-end flow control system 
such as we have described necessarily depends on a great many 
factors: traffic loads, traffic burstiness, on- and off-period 
durations, slow start parameters, receiver service rates, etc. We 
will discuss the effects of these parameters on packet delay and 
packet loss tradeoffs against sender throughput rates. 

4 Results 
4.1 Comparisons with Other Mechanisms 

The advantageof a rate-basedflow control mechanism over a 
window-based one is that traffic can flow more regularly (and 
potentially at a higher volume) from sender to receiver. In 
window-basedflow control (WFC), the "window" represents the 
maximum amount of unacknowledged data that the sender can 
have outstanding. From the transport layer's point of view, the 
theoretical throughput limit is one maximally sized window of 
data per round-trip time. If the maximum window size is small 
(e.g. 64KB for TCP) and the round-trip time large, the utilization 
of a high-speedlink will be low. Figure 2 demonstrates that if 
the maximum window size is insufficient, sliding window flow 
control throughput performance will drastically underperform 
rate-basedflow control, Le. TARC with M=l and C ~ n = h f .  If 
the maximum window size is large enough (e.g. 4GB for XTP) 
to be transparent to the sender, an additional rate throttling 
mechanism is still required. Otherwise, a sender with a full 
window could send its data as fast as its processor and data link 
allow, and overwhelm the data buffers at the receiver. Thus, a 
rate-basedflow control mechanism is necessary in an LFN. 

Some window flow control algorithms with large windows 
include an open-loop pacing mechanism. TARC employs a 
closed-loop mechanism in addition to an open-loop mechanism. 
The TARC fedback rate allocation function is versatile and can 
proactively be geared to conservative or risky rate allocations, as 
conditions warrant. With the correct selection of parameters, 
TARC will always outperform an open-loop algorithm. Figures 
3 and 4 show that even without reallocating underutilized 
bandwidthdue to secondary rate limits, TARC's use of feedhck 
allows it to greatly outperform open-loop rate control, with 
lower packet delays and higher source utilization. TARC with 
reallocation of underutilized bandwidth can, depending on 
operating conditions, outperform TARC without reallocation of 
underutilized bandwidth, especially under heavy traffic loading. 

In addition to providing a higher network throughput and 
lower packet delay than standard window flow control methods, 
(assuming the processing bottleneck is at the receiver), TARC 
also provides support for multimedia and real-time traffic, 
allowing minimum bandwidth guarantees. This feature will be 
extremely important as networks increasingly carry voice, video, 
and other traffic with real-time needs. TARC can also take into 
account rate constraints due to outside factors such as lower layer 
congestion control or multicast flow control limits. 

4.2 The Efficacy of Reacting to Seco 
The benefit of having the receiver adapt the normal TARC 

feedback credit allocations to take advantage of underutilized 

bandwidth dependson several factors. (Illustrative graphs can be 
found in [8]). These factors include: 
1) Rate of change of secondary rak limits with respect to RTT. 
Reallocating feedbackcredit allocations in reaction to immediate 
knowledge of network layer congestion control information is 
beneficial. If, however, the receiver must sense traffic activity 
rates, adjusting feedback credit allocations to this information is 
useful only if the seamdaryrate limits donot vary quickly, with 
respect to round trip times. 
2) Spatial distribution of senders in the network, i.e. correlation 
between secondary rate limits. Reallocating feedback credit 
according to secondary rate limit information produces the most 
benefit if the limits are not correlated; when some limits are low, 
others may be high enough to enable their senders to absorb the 
available excesses. The amount of wasted feedback crsdlt 
allocations increases as the corrclation of the limits increases; 
packet delays and iosses increase correspondingly. When all the 
limits are high or low together, reallocation of excess bandwidth 
is not useful--when all the secondary rate limits are low, none of 
the active senders will be able to utilize the excess bandwidth, 
and when all the limits are high, there will be no excess 
bandwidth to be reallocated. As the correlation of the secondary 
rate limits increases, the advantage of reallocating excess 
bandwidth decreases. 
3) Magnitude and range of secondary rate limits. There are cases 
in which the magnitude of secondary rate limits is such that they 
do not impinge on normal operation of TARC. We have 
performed extensive analytical and numerical studies on TARC 
in this mode, including an M/M/l/N mean-value analysis for on- 
the-fly performance estimates, an algorithm for optimal selection 
of hf and a in order to minimize the maximum packet delay, and 
a discussion on the effects of random network delays. These 
results may be found in [SI and [9]. 
4) System loading. If there is insufficient traffic loading to 
make use of reallocated bandwidth, there is no need to wony 
about secondary rate limits and re-sharing underutilized 
bandwidth. For cases of low loading, the performance of TARC 
with and without reallocation of underutilized bandwidth is very 
similar. As the source loading increases, though, re-sharing 
underutilized bandwidth presents definite advantages in terms of 
processor utilization and packet delays. 
5) Source burstiness. If traffic loading levels fluctuate 
drastically during burst-on periods, the potential for performance 
gain is higher since it is more likely that there will actually be 
accumulated traffic to take advantage of higher transmission 
permission rates. Long on-period durations magnify this trend. 
6) Transport layer service guarantees. An important feature of 
TARC is its ability to accomtdate network layer service 
guarantees. Senders with guaranteed service under TARC will 
always receive at least their minimum required level of 
bandwidth. However, the more demanding these senders are, the 
less service is available for senders with besteffort service 

5 Conclusions 
TARC is a connection-oriented transport layer rate control 

algorithm which operates in a hybrid of open-loop and closed- 
loop cycles, and which guarantees a minimum throughput rate to 
each sender. TARC partitions feedback rate allocations among 
active connections only. A connection which enters into a 
period of inactivity ceases to receive feedback allocations. When 
it becomes active again, it receives transmission credit 
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limits. 

layer connections with 
transmission delays. We 
calculating state-space 
discrete time Markov process 
depending on whether the 
potential underutilization of 
such underutilization). Using 
we have obtained an 
performance of TARC in 
operating paramters, and 
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Figure 3. Simulation results comparing source throughput 
when the source buffer is non-empty for  'I'AIIC and for open-loop 
rate-based flow control algorithms, tor a scenario with 5 
connections, source service rates of 11 Mhps, receiver service rate 
of 23 Mbps, and packet size of 576 bylw (static rate allocation is 
UMbpsl.5, or 4.6 Mbps). In the open-ltx)p performance curve, 
when the load is less than 4.6 Mbps, the source throughput is greater 
than 4.6 h4bps since credit exceeds trall'ic; but, when the load is 
greater than 4.6 Mbps, the sender is limited to 4.6 Mbps. TARC, 
taking advantage of inactive senders, earily outperforms the static 
algorithm, well into the realm of source overload. For modest traffic 
loads (compared to source capacity). the server utilization 
approaches 100% when TARC is used. With the parameters used 
here, performance increases as the round-trip delay increases due 
to a greater slowstart credit build-up. 
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Figure 5 . Mean Packet Delay vs. Network Delay for TARC. Simulation 
compared to frame-based iterative solution Simulation Parameters: M=5, 
H=B.MMbps, hf=H, meanON=itM)ms, mcanOl."=600ms. Smax= lOpkt,  
Y~,,,=l00pkt, k 5 M b p s .  C,in=2pktifr, a- I pktil'r, frame=5ms, pkt size=576B. 
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