
Ma 7: Number Theory, Spring 2018 due: 2pm Friday, May 11

PROBLEM SET 5: ELLIPTIC CURVE CRYPTOGRAPHY

Rules: You may collaborate with classmates, and you are allowed to consult books while solving the homework problems.

However you should not consult any other people (except the instructor and TA) or use internet resources such as online forums.

Please cite book references if any are used. If you use results not proved in class please provide your own proof.

Elliptic Curves

Suppose that for integers a, b, the cubic polynomial

X3 + aX + b

does not have repeated roots. Then the equation

Y 2 = X3 + aX + b(1)

describes an elliptic curve. If X, Y represent real variables, the set of solutions (x, y) of

this equation indeed describes a curve on the XY -plane.

Let E be the set of solutions of the equation. There is then an “addition” function

+ : E × E −→ E

defined as follows.

If P = (x1, y1) and Q = (x2, y2) are in E, then

P +Q
def
= (x3, y3),

where

x3 = s2 − x1 − x2, y3 = −s(x3 − x1)− y1,(2)

and s is the slope of the line PQ, i.e.

s =
y2 − y1
x2 − x1

.

This “addition” function encodes the following geometric construction: draw the line PQ

and take S ′ to be its third point of intersection with the elliptic curve. Then draw a vertical

line passing through S ′ and let it intersect the curve again at S. This S is P + Q. The

addition law satisfies commutativity and associativity laws

P +Q = Q+ P, (P +Q) +R = P + (Q+R).

Therefore the points of an elliptic curve have a sort of internal arithmetic.
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But actually “+” as stated is not well-defined, because s doesn’t make sense if x1 = x2. To

fix this we have to add an artificial point O to E, representing a “point at infinity”. There

are more conceptual explanations for this, but we will simply state the end result, which are

slightly more complicated formulas. The actual addition law on E is:

P +Q
def
=


P if Q = O,

Q if P = O,

O if x1 = x2, y1 = −y2,
(x3, y3) otherwise,

where (x3, y3) are given as in (2) by

x3 = s2 − x1 − x2, y3 = −s(x3 − x1)− y1,

where now

s =


y2−y1
x2−x1

if x2 6= x1,

3x2
1+a

2y1
if x2 = x1.

With these definitions the following properties hold:

(1) (P +Q) +R = P + (Q+R)

(2) P +O = O + P = P

(3) ∀P , ∃!Q, P +Q = Q+ P = O.

(4) P +Q = Q+ P

The extra point O plays the role of zero for the addition law of the elliptic curve. If

P = (x, y), then the unique point Q such that P + Q = Q + P = O is Q = (x,−y). This

point Q is denoted −P . In other words,

P = (x, y) ⇐⇒ −P = (x,−y).

If n ∈ N, then we write nP for

P + P + · · ·+ P (n times).

We also put (−n)P = −(nP ) and set 0 · P = O.

Note that + represents “addition” on E, and − represents taking the “additive inverse” of

a point E. They are not ordinary addition and subtraction.

Elliptic Curves Modulo p

Let p be a fixed prime. Consider X, Y in (1) to be variables representing integers modulo p,

and keep the same formula for P +Q as before, replacing equality with congruence modulo

p. Although there is no geometric picture anymore, the arithmetic operations with the

coordinates (x1, y1) and (x2, y2) make sense modulo p. Note that now E has finitely many
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points, simply because modulo p there are finitely many possible coordinates (x, y). From

now on E will denote the (finite) mod p solution set of (1), plus the extra point O.

Suppose G ∈ E. Then the sequence of points

T = {kG : k ∈ N} = {G, 2G, 3G, · · · }

is a subset of E. But E has finitely many points, so by the same argument as in modular

arithmetic there must be some n ∈ N such that nG = O. The smallest such n is the order

of G.

There is then a bijection

φ : T → {0, · · · , n− 1 (mod n)},

uniquely determined by φ(G) = 1, and φ(P + Q) ≡ φ(P ) + φ(Q) (mod n). In other words,

the arithmetic of the elliptic curve modulo p restricted to the set of multiples of G resembles

the integers modulo n. This is the basis of elliptic curve cryptography.

Elliptic Curve Diffie-Hellman Key Exchange

Let p be a prime, and E the mod p points of an elliptic curve determined by (1) for some

integers a, b. Let G ∈ E be a point having order n. Let h denote the total number of

elements in E. The data (p, a, b, G, n, h) are called domain parameters.

Suppose Alice and Bob want to construct a shared secret key. First they agree on a suitable

choice of domain parameters. Then they each pick a random number k ∈ {0, · · · , n− 1} as a

private key. They each also compute and announce a public key K = kG using addition on

the elliptic curve E modulo p. Note K is a point of E, so really a pair of integer coordinates

(Kx, Ky) modulo p.

Now suppose (kA, KA) and (kB, KB) are the private-public key pairs for Alice and Bob.

Alice takes Bob’s public key KB and computes S = kAKB, which is again a point on E. Bob

takes Alice’s public key KA and computes S ′ = kBKA. In fact

S ′ = kBKA = kBkAG = kAkBG = kAKB = S.

So now Alice and Bob both have the same secret key S, which they can use to encrypt

messages.

Problem. Implement in Sage the following encryption scheme. Take for domain parame-

ters the data for the elliptic curve P–192 from this document (page 90):

https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
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Note that a = −3 for all the curves listed there and r is the order of the given point (ignore

SEED, and c).

Generate your own key pair. Then compute a shared secret key S using the public key

K = (Kx, Ky), where

Kx = 3039218670535004390605897489325146765903408688272838286547,

Ky = 4524946071414168535013331793459533896355793424379066323305.

In the highly unlikely event that S = O, or S = (Sx, Sy) with Sx ≡ 0 (mod p), generate

another key pair and try again. You will use the integer Sx, where 0 ≤ Sx < p, to apply a

simple shift cipher to the following passage:

“EXTANT ET AD CICERONEM ITEM AD FAMILIARES DOMESTICIS DE REBUS

IN QUIBUS SI QUA OCCULTIUS PERFERENDA ERANT PER NOTAS SCRIPSIT ID

EST SIC STRUCTO LITTERARUM ORDINE UT NULLUM UERBUM EFFICI POSSET

QUAE SI QUI INUESTIGARE ET PERSEQUI UELIT QUARTAM ELEMENTORUM

LITTERAM ID EST D PRO A ET PERINDE RELIQUAS COMMUTET”

Interpret A,B,C, · · · , Z, plus blank “ ” as numbers 0, · · · , 26. Convert the passage to

a sequence b1, · · · , b307 of integers modulo 27. Write Sx (where 0 ≤ Sx < p) in its base 27

representation

a1a2 · · · ar,

so that

Sx = ar + ar−127 + ar−2272 + · · ·+ a127r−1.

Then encrypt the text into c1, · · · , c307, where 0 ≤ ci ≤ 26 and

c1 ≡ b1 + a1 (mod 27),

c2 ≡ b2 + a2 (mod 27),
...

cr ≡ br + ar (mod 27),

then

cr+1 ≡ br+1 + a1 (mod 27),

cr+2 ≡ br+2 + a2 (mod 27),

and so on.

Convert c1, · · · c307 back to alphabet letters, creating a ciphertext.

Output: Your public key, and the ciphertext.
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Your code may not use Sage’s elliptic curves library. Rather it must itself implement

the elliptic curve addition law modulo p efficiently. Your grade will largely depend on the

correctness of the final output, so you may want to also implement a decryption scheme to

test it. For this assignment, please electronically submit your code, along with a text file

containing the output.


