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Preface
This is for the first time that Interops division is coming out with a testing 
dictionary which consists of terminologies which is used by a tester or a test 
manager in everyday life. We referred lot of websites to make the initial 
document. The initial document went through the hands of 18 Interopians for 
reviewing of the definitions given and also for adding new words.

This document will be updated periodically with the suggestions from users. Your 
suggestions can be addressed to the below mentioned ID. 

I thank all the people involved in getting ready this document.

Ajikumar TN
(ajikumar.narayan@wipro.com)

MAILTO:AJIKUMAR.NARAYAN@WIPRO.COM
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A
Acceptance testing
Formal testing conducted to enable a user, customer, or other authorized entity to 
determine whether to accept a system or component. [IEEE]

Actual outcome
The behavior actually produced when the object is tested under specified conditions.

Ad hoc testing
Testing carried out using no recognized test case design technique. [4]

Ad-lib test
(Also ad hoc test), a test executed without prior planning; especially if the expected test 
outcome is not predicted beforehand. An undocumented test. [5]

Alpha testing
Simulated or actual operational testing at an in-house site not otherwise involved with 
the software developers. Testing of a software product or system conducted at the 
developer’s site by the customer.

Arc testing
See branch testing.

Assertion Testing (NBS)
A dynamic analysis technique which inserts assertions about the relationship between 
program variables into the program code. The truth of the assertions is determined as 
the program executes.

Automated Testing
Software testing which is assisted with software technology that does not require 
operator (tester) input, analysis, or evaluation.

Audit
Independent review and examination of records and activities to assess the adequacy of 
system controls, to ensure compliance with established policies and operational 
procedures, and to recommend necessary changes in controls, policies, or 
procedures.

Availability of data
The state when data are in the place needed by the user, at the time the user needs 
them, and in the form needed by the user. [8]
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B
Back-to-back testing
For software subject to parallel implementation, back-to-back testing is the execution of 
a test on the similar implementations and comparing the results.

Background testing
It is the execution of normal functional testing while the SUT is exercised by a realistic 
work load. This work load is being processed “in the background” as far as the 
functional testing is concerned. [Load Testing Terminology by Scott Stirling]

Basic block
A sequence of one or more consecutive, executable statements containing no branches.

Basic Encoding Rules (BER)
Standard rules for encoding data units described in ASN.1. Sometimes incorrectly 
lumped under the term ASN.1, which properly refers only to the abstract syntax 
description language, not the encoding technique. See also: Abstract Syntax Notation 
One. [Source: NNSC] [1]

Basis path testing
A white box test case design technique that used the algorithmic flow of the program to 
design tests

Basis test set
A set of test cases derived from the code logic which ensures that 100\% branch 
coverage is achieved.

Bebugging
See error seeding.

Behavior
The combination of input values and preconditions and the required response for a 
function of a system. The full specification of a function would normally comprise one or 
more behaviors.

Benchmarks
Programs that provide performance comparison for software, hardware, and systems.

Benchmarking
It is a specific type of performance test with the purpose of determining performance 
baselines for comparison. [Load Testing Terminology by Scott Stirling]

Beta testing
Operational testing at a site not otherwise involved with the software developers.
Testing conducted at one or more customer sites by the end-user of a delivered software 
product or system.

Big-bang testing
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Integration testing where no incremental testing takes place prior to all the system’s 
components being combined to form the system.

Black-box testing
Black Box Testing is based on externally observed characteristics of the program we are 
testing. The tests are designed without regard to how the program works internally.
Functional test case design: Test case selection that is based on an analysis of the 
specification of the component without reference to its internal workings. [4]
Functional testing. Testing that ignores the internal mechanism of a system or 
component and focuses solely on the outputs generated in response to the selected 
inputs and execution conditions. [6]

Bottom-up testing
An approach to integration testing where the lowest level components are tested first 
then used to facilitate the testing of higher level components. The process is repeated 
until the component at the top of the hierarchy is tested.

Boundary value
A data value that corresponds to a minimum or maximum input, internal, or output 
value specified for a system or component. See also: stress testing. [6]
An input value or output value which is on the boundary between equivalence classes, 
or an incremental distance either side of the boundary. [4]

Boundary value analysis
(NBS) A selection technique in which test data are chosen to lie along “boundaries” 
of the input domain [or output range] classes, data structures, procedure 
parameters, etc. Choices often include maximum, minimum, and trivial values or 
parameters. This technique is often called stress testing. [10]
A test case design technique for a component in which test cases are designed which 
include representatives of boundary values. [4]
A test data selection technique in which values are chosen to lie along data extremes. 
Boundary values include maximum, minimum, just inside/outside boundaries, typical 
values, and error values. The hope is that, if a systems works correctly for these special 
values then it will work correctly for all values in between.

Boundary value coverage
The percentage of boundary values of the component’s equivalence classes which have 
been exercised by a test case suite. [4]

Boundary value testing
A testing technique using input values at, just below, and just above, the defined limits 
of an input domain; and with input values causing outputs to be at, just below, and 
just above, the defined limits of an output domain. See: boundary value analysis, stress 
testing. [10]

Bounding
Removing ambiguity from specification

Branch
A conditional transfer of control from any statement to any other statement in a 
component, or an unconditional transfer of control from any statement to any other 
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statement in the component except the next statement, or when a component has more 
than one entry point, a transfer of control to an entry point of the component.

Branch condition
See decision condition.

Branch condition combination coverage
The percentage of combinations of all branch condition outcomes in every decision that 
have been exercised by a test case suite.

Branch condition combination testing
A test case design technique in which test cases are designed to execute combinations 
of branch condition outcomes.

Branch condition coverage
The percentage of branch condition outcomes in every decision that have been 
exercised by a test case suite.

Branch condition testing
A test case design technique in which test cases are designed to execute branch 
condition outcomes.

Branch coverage
The percentage of branches that have been exercised by a test case suite

Branch Coverage Testing
A test method which aims to ensure that each possible branch from each decision point 
(e.g. "if" statement) is executed at least once, thus ensuring that all reachable code is 
executed.

Branch outcome
See decision outcome.

Branch point
See decision.

Branch testing
A test case design technique for a component in which test cases are designed to 
execute branch outcomes.

Breach
The successful defeat of security controls which could result in a penetration of the 
system. A violation of controls of a particular information system such that information 
assets or system components are unduly exposed. [7]

Breadth test
A test suite that exercises the full scope of a system from a top-down perspective, but 
does not test any aspect in detail [Dorothy Graham, 1999]

Brute force attack (I)
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A cryptanalysis technique or other kind of attack method involving an exhaustive 
procedure that tries all possibilities, one-by-one. [2]
© For example, for cipher text where the analyst already knows the decryption algorithm, 
a brute force technique to finding the original plaintext is to decrypt the message with 
every possible key. [2]

Builds
See Clusters

Buffer overflow
This happens when more data is put into a buffer or holding area, then the buffer can 
handle. This is due to a mismatch in processing rates between the producing and 
consuming processes. This can result in system crashes or the creation of a back 
door leading to system access. [7]

Bug
A fault in a program which causes the program to perform in an unintended or 
unanticipated manner. See: anomaly, defect, error, exception, and fault. [10]

Bug seeding
See error seeding.

Built-in testing
Any hardware or software device which is part of an equipment, subsystem of system 
and which is used for the purpose of testing that equipment, subsystem or system.
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C
C-use
See computation data use.

Capture/playback tool
A test tool that records test input in the sequence as it is sent to the software under test. 
The recorded sequence in the form of input cases stored can then be used to reproduce 
the test any number of times .

Capture/replay tool
See capture/playback tool.

CASE
Computer-aided software engineering – explanation, add the full expansion as another 
entry

CAST
Acronym for computer-aided software testing.  - explanation, add the full expansion as 
another entry

Cause-effect graph
A graphical representation of inputs or stimuli (causes) with their associated outputs 
(effects), which can be used to design test cases. Cause-and-effect diagrams, also 
called Ishikawa diagrams or fishbone diagrams, which illustrate how various factors 
might be linked to potential problems or effects.

Cause-effect graphing
A test case design technique in which test cases are designed by consideration of 
cause-effect graphs.
(1) Test data selection technique. The input and output domains are partitioned 
into classes and analysis is performed to determine which input classes cause which 
effect. A minimal set of inputs is chosen which will cover the entire effect set. (2) 
A systematic method of generating test cases representing combinations of 
conditions. See: testing, functional. [G. Myers]

Certification (Security)
The comprehensive evaluation of the technical and non-technical security features of an 
AIS and other safeguards, made in support of the accreditation process, that establishes 
the extent to which a particular design and implementation meet a specified set of 
security requirements. [8]

Change control
An umbrella process that enables a project team to accept, evaluate, and act on 
changes in a systematic manner. change control is concerned with a) influencing the 
factors that create changes to ensure that changes are agreed upon , b) determining 
that a change has occurred, and c) managing the actual changes when and as they 
occur.

Change report
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Provides detail on the nature of work required to make a change

Change request
Provides details like Change request ID, reason, type, etc on the type of change that is 
requested in an official change request form.

Classification
A classification is the separation or ordering of objects (or specimens) into classes 
[WEBOL 1998]. Classifications that are created non-empirically are called a priori 
classifications [...; Simpson 1961; WEBOL 1998]. Classifications that are created 
empirically by looking at the data are called a posteriori classifications [...; Simpson 
1961; WEBOL 1998]. [11]

Clean test
A test whose primary purpose is validation; that is, tests designed to demonstrate the 
software’s correct working.(syn. positive test)[B. Beizer 1995]

Clusters
A collection of program components (modules) that is tested as a group

Code coverage
An analysis method that determines which parts of the software have been executed 
(covered) by the test case suite and which parts have not been executed and therefore 
may require additional attention. [4]

Code-based testing
Designing tests based on objectives derived from the implementation (e.g., tests that 
execute specific control flow paths or use specific data items).

Code Inspection
A manual [formal] testing [error detection] technique where the programmer reads 
source code, statement by statement, to a group who ask questions analyzing the 
program logic, analyzing the code with respect to a checklist of historically common 
programming errors, and analyzing its compliance with coding standards. Contrast 
with code audit, code review, code walkthrough. This technique can also be 
applied to other software and configuration items. [G.Myers/NBS] Syn: Fagan 
Inspection

Code Walkthrough
A manual testing [error detection] technique where program [source code] logic 
[structure] is traced manually [mentally] by a group with a small set of test cases, while 
the state of program variables is manually monitored, to analyze the programmer’s 
logic and assumptions.[G.Myers/NBS] Contrast with code audit, code inspection, code 
review.

Coexistence Testing
Coexistence isn’t enough. It also depends on load order, how virtual space is mapped at 
the moment, hardware and software configurations, and the history of what took 
place hours or days before. It’s probably an exponentially hard problem rather than a 
square-law problem. [from Quality Is Not The Goal. By Boris Beizer, Ph. D.]
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Compatibility bug
A revision to the framework breaks a previously working feature: a new feature is 
inconsistent with an old feature, or a new feature breaks an unchanged application 
rebuilt with the new framework code. [R. V. Binder, 1999]

Compatibility testing
Testing whether the system is compatible with other systems with which it should 
communicate.

Complete path testing
See exhaustive testing.

Component
An object of testing. An integrated assembly of one or more units and/or associated 
data objects or one or more components and/or associated data objects. By this 
(recursive) definition, a component can be anything from a unit to a system. [5]

Component reuse
The ability to reuse a portion of a model, source code, test case, etc.

Component testing
The testing of individual software components. After [IEEE].
Component specification
A description of a component’s function in terms of its output values for specified input 
values under specified preconditions.

Composability testing
Testing the ability of the interface to let users do more complex tasks by combining 
different sequences of simpler, easy-to-learn tasks. [Timothy Dyck, ‘Easy’ and 
other lies, eWEEK April 28, 2003]

Computation data use
A data use not in a condition. Also called C-use.

Concern
It is a non-specific desire for an improvement in or the avoidance of threats to the AUT 
or work process related to it.

Condition
A Boolean expression containing no Boolean operators. For instance, A<B is a condition 
but A and B is not. [DO-B]

Condition Coverage
A test coverage criteria requiring enough test cases such that each condition in a 
decision takes on all possible outcomes at least once, and each point of entry to a 
program or subroutine is invoked at least once. Contrast with branch coverage, decision 
coverage, multiple condition coverage, path coverage, statement coverage.[G.Myers].

Condition outcome
The evaluation of a condition to TRUE or FALSE.
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Confidentiality
Assuring information will be kept secret, with access limited to appropriate persons. [7]
The concept of holding sensitive data in confidence, limited to an appropriate set of 
individuals or organizations. [8]

Configuration
The collection of programs, documents and data that must be controlled when changes 
are to be made

Configuration audit
An activity performed by an SQA group with the intent of ensuring that the change 
control process is working

Configuration control
The control of changes to programs, documents or data

Configuration items
The individual pieces of programs, documents and data that are controlled using 
SCM

Configuration status reporting (CSR)
An activity that help software developer to understand what changes have been 
made and why

Configuration Testing
The objective of Configuration testing is to determine the minimal and optimal hardware 
and software configuration requirements to have acceptable response time for a 
given load.

Conformance criterion
Some method of judging whether or not the component’s action on a particular specified 
input value conforms to the specification.

Conformance directed testing
Testing that seeks to establish conformance to requirements or specification. [R. V. 
Binder, 1999]

Conformance testing
The process of testing that an implementation conforms to the specification on which 
it is based.

Control flow
An abstract representation of all possible sequences of events in a program’s execution.

Control flow graph
The diagrammatic representation of the possible alternative control flow paths through a 
component.

Control flow path
See path.
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Conversion testing
Testing of programs or procedures used to convert data from existing systems for use in 
replacement systems.

Correctness
The degree to which a system or component is free from faults in its specification, 
design, and implementation.

Cost-risk analysis
The assessment of the costs of providing data protection for a system versus the cost of 
losing or compromising the data. [8]

COTS Software
Commercial Off the Shelf - Software acquired by government contract through a 
commercial vendor. This software is a standard product, not developed by a vendor 
for a particular government project. [7]

Coverage
Any metric of completeness with respect to a test selection criterion. Without 
qualification, usually means branch or statement coverage. [5]

Coverage item
An entity or property used as a basis for testing.

Coverage testing
Coverage testing is concerned with the degree to which test cases exercise or cover 
the logic (source code) of the software module or unit. It is also a measure of 
coverage of code lines, code branches and code branch combinations.

Crash
The sudden and complete failure of a computer system or component. [6]

CRUD Testing
Build CRUD matrix and test all object creation, reads, updates, and deletion. [William E. 
Lewis, 2000]

CUT Effort
Coding and unit testing effort.

Containment, Phase:
The percentage of errors in one phase which was prevented from moved to the following 
phase.

Configuration management
Method to baseline documents & codes and tracking further changes on them in terms 
of person, date, time and version.

Chart – Gantt, Pert, etc….
Statistical charts used for scheduling.
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Care mapping

Medical procedure for a particular diagnosis in a diagrammatic form that includes key 
decision points used to coordinate care and instruct patient.

Cause & Effect diagram

A tool used to analyze all factors (causes) that contribute to a given situation or 
occurrence (effect) by breaking down main causes into smaller and smaller sub-causes. 
It is also known as the Ishikawa or the fishbone diagram.

Check sheet

A customized form used to record data. Usually, it is used to record how often some 
activity occurs.

Checklist

A list of important steps that must take place in a process or any other activity. A list of 
things to do.

Clinical practice guidelines

A general term for statements of accepted medical procedure for a particular diagnosis.

Common causes

Inherent causes of variation in a process. They are typical of the process, not 
unexpected. That is not to say that they must be tolerated; on the contrary, once special 
causes of variation are largely removed, a focus on removing common causes of 
variation can pay big dividends.

Conformance

Meeting requirements or specifications.

Continuous improvement

On-going improvement of any and all aspects of an organization including products, 
services, communications, environment, functions, individual processes, etc.

Continuous Improvement

Continuous Improvement: Adopting new activities and eliminating those which are found 
to add little or no value. The goal is to increase effectiveness by reducing inefficiencies, 
frustrations, and waste (rework, time, effort, material, etc). The Japanese term is Kaizen, 
which is taken from the words
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Control chart

A chart that indicates upper and lower statistical control limits, and an average line, for 
samples or subgroups of a given process. If all points on the control chart are within the 
limits, variation may be ascribed to common causes and the process is deemed to be "in 
control." If points fall outside the limits, it is an indication that special causes of variation 
are occurring, and the process is said to be "out of control."

Control limit

A statistically-determined line on a control chart used to analyze variation within a 
process. If variation exceeds the control limits, then the process is being affected by 
special causes and is said to be "out of control." A control limit is not the same as a 
specification limit.

Cost of poor quality

The costs incurred by producing products or services of poor quality. These costs 
usually include the cost of inspection, rework, duplicate work, scrapping rejects, 
replacements and refunds, complaints, and loss of customers and reputation.

Cost of quality

Philip Crosby's term for the cost of poor quality.

Count chart (c chart)

An attributes data control chart that evaluates process stability by charting the counts of 
occurrences of a given event in successive samples.

Count-per-unit chart (u chart)

A control chart that evaluates process stability by charting the number of occurrences of 
a given event per unit sampled, in a series of samples.

Cp

Commonly used process capability index defined as [USL (upper spec limit) - LSL(lower 
spec limit)] / [6 x sigma], where sigma is the estimated process standard deviation.

Cpk

Commonly used process capability index defined as the lesser of USL - m / 3sigma or m 
- LSL / 3sigma, where sigma is the estimated process standard deviation.

Crosby, Philip

One of the quality guru's. Crosby founded several consulting agencies including Career 
IV, Philip Crosby Associates, and the Quality College. He has authored several books 
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including Quality Is Free and Quality Without Tears. Crosby is well-known for his theory 
of "zero defects."

Cumulative sum chart

Control chart that shows the cumulative sum of deviations from a set value in successive 
samples. Each plotted point indicates the algebraic sum of the last point and all 
deviations since. PathMaker does not support cumulative sum charts.

Customer

Any recipient of a product or service; anyone who is affected by what one produces. A 
customer can be external or outside the organization, or they can be internal to the 
organization.

Cycle Time

Cycle time is the total time from the beginning to the end of your process, as defined by 
you and your customer. Cycle time includes process time, during which a unit is acted 
upon to bring it closer to an output, and delay time, during which a unit of work is spent 
waiting to take the next action.

In a nutshell - Cycle Time is the total elapsed time to move a unit of work from the 
beginning to the end of a physical process. (Note, Cycle Time is not the same as Lead 
Time).
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D
Database testing
To check the integrity of database field values. [William E. Lewis, 2000]

Data Driven testing
An automation approach in which the navigation and functionality of the test script 
is directed through external data; this approach separates test and control data 
from the test script. [Daniel J. Mosley, 2002]

Data definition
An executable statement where a variable is assigned a value.
Data intended for use in testing

Data definition C-use coverage
The percentage of data definition C-use pairs in a component that is exercised by a test 
case suite.

Data definition C-use pair
A data definition and computation data use, where the data use uses the value defined 
in the data definition.

Data definition P-use coverage
The percentage of data definition P-use pairs in a component that is exercised by a test 
case suite.

Data definition P-use pair
A data definition and predicate data use, where the data use uses the value defined in 
the data definition.

Data definition-use coverage
The percentage of data definition-use pairs in a component that is exercised by a test 
case suite.

Data definition-use pair
A data definition and data use, where the data use uses the value defined in the data 
definition.

Data definition-use testing
A test case design technique for a component in which test cases are designed to 
execute data definition-use pairs.

Data flow coverage
Test coverage measure based on variable usage within the code. Examples are data 
definition-use coverage, data definition P-use coverage, data definition C-use coverage, 
etc.

Data flow testing
Testing in which test cases are designed based on variable usage within the code.
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Data use
An executable statement where the value of a variable is accessed.

Debugger
One who engages in the intuitive art of correctly determining the cause (e.g., bug) of a 
set of symptoms. [5]

Debugging
The process of finding and removing the causes of failures in software.

Decision
A program point at which the control flow has two or more alternative routes.

Decision condition
A condition within a decision.

Decision coverage
The percentage of decision outcomes that have been exercised by a test case suite.
Test coverage criteria requiring enough test cases such that each decision has a true 
and false result at least once, and that each statement is executed at least once. 
Synonym: branch coverage. Contrast with condition coverage, multiple condition 
coverage, path coverage, statement coverage. [G.Myers]

Decision outcome
The result of a decision (which therefore determines the control flow alternative taken).

Defect
It is a deviation from expectations that may require corrective action. Nonconformance to 
requirements. A formal Problem Report or ticket is usually raised for each defect 
uncovered.

Depth test
A test case that exercises some part of a system to a significant level of detail. [Dorothy 
Graham, 1999]

Design-based testing
Designing tests based on objectives derived from the architectural or detail design of the 
software (e.g., tests that execute specific invocation paths or probe the worst case 
behavior of algorithms).

Desk checking
The testing of software by the manual simulation of its execution or manually checking 
the logic of a program.

Denial of Service
Action(s) which prevent any part of an AIS from functioning in accordance with its 
intended purpose. [7]
Any action or series of actions that prevent any part of a system from functioning in 
accordance with its intended purpose. This includes any action that causes unauthorized 
destruction, modification, or delay of service. Synonymous with interdiction. [12]
Intentional degradation or blocking of computer or network resources. [13]
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(I)The prevention of authorized access to a system resource or the delaying of 
system operations and functions. (See: availability, critical (resource of a system), 
flooding.) [2]

Dirty testing
See negative testing. [Beizer]

Documentation testing
Testing concerned with the accuracy of documentation.

Domain
The set from which values are selected.

Domain testing
See equivalence partition testing.

Driver
A program specifically written for testing in which the functions are specifically invoked 
with certain values to conduct the testing.

Dynamic analysis
The process of evaluating a system or component based on its behavior during 
execution. [6]
(NBS) Analysis that is performed by executing the program code. Contrast with static 
analysis. See: testing. [10]
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E
Emulator
A device, computer program, or system that accepts the same inputs and produces the 
same outputs as a given system. [IEEE, do178b]

End-to-End testing
Similar to system testing; the ‘macro’ end of the test scale; involves testing of a complete 
application environment in a situation that mimics real-world use, such as interacting 
with a database, using network communications, or interacting with other 
hardware, applications, or systems if appropriate.

Enhancement
An extension of functional or performance requirements

Entry point
The first executable statement within a component.

Equivalence class
A portion of the component’s input or output domains for which the component’s 
behavior is assumed to be the same from the component’s specification.

Equivalence partition
See equivalence class. An approach where classes of inputs are categorized for product 
or function validation. This usually does not include combinations of input, but 
rather a single state value based by class. For example, with a given function there 
may be several classes of input that may be used for positive testing. If function 
expects an integer and receives an integer as input, this would be considered as 
positive test assertion. On the other hand, if a character or any other input class 
other than integer is provided, this would be considered a negative test assertion or 
condition.

Equivalence partition coverage
The percentage of equivalence classes generated for the component, which have been 
exercised by a test case suite.

Equivalence partition testing
A test case design technique for a component in which test cases are designed to 
execute representatives from equivalence classes.

Error
(1) The difference between a computed and observed, or measured value or condition. 
(2) An incorrect step, process, or data definition. Also: fault. (3) An incorrect result. 
Also: failure. (4) A human action that produces an incorrect result. Also: mistake. [6]
(ISO) A discrepancy between a computed, observed, or measured value or condition 
and the true, specified, or theoretically correct value or condition. See: anomaly, bug, 
defect, exception, fault. [10]
An error is a mistake made by a developer. It might be typographical error, a misleading 
of a specifications, a misunderstanding of what a subroutine does, and so on (IEEE 
1990). (Run-time error, semantic error, syntax error) An error might lead to one or more 
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faults. Faults are located in the text of the program. More precisely, a fault is the 
difference between incorrect program and the correct version (IEEE 1990). [11]

Error guessing
A test case design technique where the experience of the tester is used to postulate 
what faults might occur, and to design tests specifically to expose them. [4]

Error seeding
The process of intentionally adding known faults to those already in a computer program 
for the purpose of monitoring the rate of detection and removal, and estimating the 
number of faults remaining in the program. [6]
Contrast with mutation analysis. [10]

Evaluation
Evaluation is a decision about significance, value, or quality of something, based on 
careful study of its good and bad features. [3]
Assessment of a PP [Protection Profile], an ST [Security Target] or a TOE [Target of 
Evaluation], against defined criteria. [9]

Exception
An event that causes suspension of normal program execution. Types include 
addressing exception, data exception, operation exception, overflow exception, 
protection exception, underflow exception. [6]

Exception Testing
Identify error messages and exception handling processes and conditions that trigger 
them. [William E. Lewis, 2000]

Executable statement
A statement which, when compiled, is translated into object code, which will be executed 
procedurally when the program is running and may perform an action on program data.

Exercised
A program element is exercised by a test case when the input value causes the 
execution of that element, such as a statement, branch, or other structural element. [4]

Exhaustive testing
A test case design technique in which the test case suite comprises all combinations 
of input values and preconditions for component variables. [4]
(NBS) Executing the program with all possible combinations of values for program 
variables. Feasible only for small, simple programs. [10]

Exit point
The last executable statement within a component.

Expected outcome
See predicted outcome.

Exploratory Testing
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An interactive process of concurrent product exploration, test design, and test execution. 
The heart of exploratory testing can be stated simply: The outcome of this test 
influences the design of the next test. [James Bach]

Exploitation (of vulnerability)
The exploitation of access control vulnerability is whatever causes the operating 
system to perform operations that are in conflict with the security policy as defined by 
the access control matrix. [11]

External IT entity
Any IT product or system, un-trusted or trusted, outside of the TOE [Target of 
Evaluation] that interacts with the TOE. [9]

Embedded system testing
Testing of embedded components or systems
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F
Facility testing
See functional test case design.

Failure
Deviation of the software from its expected delivery or service. [4] (after Fenton)
The inability of a system or component to perform its required functions within specified 
performance requirements. [6]

Fault
An incorrect step, process, or data definition in a computer program. [6]
A manifestation of an error in software. A fault, if encountered may cause a failure. [4] 
(after do178b)
An incorrect step, process, or data definition in a computer program which causes the 
program to perform in an unintended or unanticipated manner. See: anomaly, bug, 
defect, error, exception. [10]

Fault injection
The hypothesized errors that software fault injection uses are created by either:
(1) Adding code to the code under analysis, (2) changing the code that is there, or (3) 
deleting code from the code under analysis. Code that is added to the program for the 
purpose of either simulating errors or detecting the effects of those errors is called {\it 
instrumentation code}. To perform fault injection, some amount of instrumentation is 
always necessary, and although this can be added manually, it is usually performed by a 
tool. [15]

Fault Tolerance
The ability of a system or component to continue normal operation despite the presence 
of hardware or software faults. [7]

Feasible path
A path for which there exists a set of input values and execution conditions which 
causes it to be executed.

Feature testing
See functional test case design.

Fit for purpose testing
Validation carried out to demonstrate that the delivered system can be used to carry out 
the tasks for which it was acquired.

Flaw hypothesis methodology
A systems analysis and penetration technique in which specifications and 
documentation for the system are analyzed and then flaws in the system are 
hypothesized. The list of hypothesized flaws is then prioritized on the basis of the 
estimated probability that a flaw exists and, assuming a flaw does exist, on the ease of 
exploiting it, and on the extent of control or compromise it would provide. The prioritized 
list is used to direct a penetration attack against the system. [8]
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Follow-up testing
A variation in a test that yields a less critical failure. The variation takes place in the 
operation, data, or environment, asking whether the underlying fault in the code can 
yield a more serious failure or a failure under a broader range of circumstances. 
[Measuring the Effectiveness of Software Testers, Cem Kaner, STAR East 2003]

Formal
Expressed in a restricted syntax language with defined semantics based on well 
established mathematical concepts. [9]

Formal specification
(I) A specification of hardware or software functionality in a computer-readable language; 
usually a precise mathematical description of the behavior of the system with the aim of 
providing a correctness proof. [2]

Formal Testing (IEEE)
Testing conducted in accordance with test plans and procedures that have been 
reviewed and approved by a customer, user, or designated level of management. 
Antonym: informal testing.

Free Form Testing.
Ad hoc or brainstorming using intuition to define test cases.[William E. Lewis, 2000]

Format
The organization of information according to preset specifications (usually for computer 
processing) [syn: formatting, data format, data formatting] [16]

Functional Decomposition Approach
An automation method in which the test cases are reduced to fundamental tasks, 
navigation, functional tests, data verification, and return navigation; also known as 
Framework Driven Approach. [Daniel J. Mosley, 2002]

Functional specification
The document that describes in detail the characteristics of the product with regard to its 
intended capability. [BS, Part]

Functional test case design
Test case selection that is based on an analysis of the specification of the component 
without reference to its internal workings.

Functional testing
Application of test data derived from the specified functional requirements without regard 
to the final program structure. Also known as black-box testing.
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G
Glass box testing
See structural test case design

Gray box testing
A test involving inputs and outputs, but test design is educated by information about the 
code or the program operation of a kind that would normally be out of scope of view of 
the tester. [Cem Kaner]

GUI (Graphical User Interface)
An interface system, e.g. X11 or Windows '95 that communicates between a user and an 
application.
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H
Hacker
A person who enjoys exploring the details of computers and how to stretch their 
capabilities. A malicious or inquisitive meddler who tries to discover information by 
poking around. A person who enjoys learning the details of programming systems and 
how to stretch their capabilities, as opposed to most users who prefer to learn on the 
minimum necessary. [7]

Handoff
Developers may create several formal or informal builds before issuing a handoff of the 
AUT for testing.

Hard error
Causes the AUT to terminate. Also known as an abend (abnormal ending) or a “Show 
Stopper” for the testing effort. Such defects cannot typically be reported by the program 
which contains them.

High-level tests
These tests involve testing whole, complete products [Kit, 1995]

High-order tests
Black-box tests conducted once the software has been integrated
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I
Implementation under test, IUT
The particular portion of system which is to be studied by testing. The implementation 
may include one or more protocols. [17]

Implementation vulnerability
A vulnerability resulting from an error made in the software or hardware implementation 
of a satisfactory design. [13]

Incident
Is a minor issue, occurrence, or problem which needs attention but does not justify the 
filing of a formal Problem Report. Information about incidents may be attachment to a 
Problem Report.

Incremental testing
Continuous testing of an application as new functionality is added

Incremental integration testing
Integration testing where system components are integrated into the system one at a 
time until the entire system is integrated.

Independence
Separation of responsibilities which ensures the accomplishment of objective evaluation. 
After [dob].

Infeasible path
A path which cannot be exercised by any set of possible input values.

Input
A variable (whether stored within a component or outside it) that is read by the 
component. [4]

Input domain
The set of all possible inputs.

Input value
A value given as an input.

Inspection
A group review quality improvement process for written material. It consists of two 
aspects; product (document itself) improvement and process improvement (of both 
document production and inspection). After [Graham]

Installability
The ability of a software component or system to be installed on a defined target 
platform allowing it to be run as required.  Installation includes both a new installation 
and an upgrade.
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Installability testing
Testing whether the software/system installation meets defined installation requirements.

Installation guide
Supplied instructions on any suitable media, which guides the installer through the 
installation process. This may be a manual guide, step-by-step procedure, installation 
wizard, or any other similar process description.

Installation wizard
Supplied software on any suitable media, which leads the installer through the 
installation process.  It shall normally run the installation process, provide feedback on 
installation outcomes and prompt for options.

Instrument
1. A tool or device that is used to do a particular task.
2. A device that is used for making measurements of something. [3]
In software and system testing, to install or insert devices or instructions into hardware 
or software to monitor the operation of a system or component. [6]

Instrumentation
The insertion of additional code into the program in order to collect information about 
program behavior during program execution.

Instrumenter
A software tool used to carry out instrumentation.

Integration
The process of combining components into larger assemblies.
The process of combining software components or hardware components or both into 
overall system.

Integration testing
Integration testing is performed to establish whether the components interact with each 
other according to the specification. Comes after Unit Testing.
Testing performed to expose faults in the interfaces and in the interaction between 
integrated components.
Testing of combined parts of an application to determine if they function together 
correctly. The ‘parts’ can be code modules, individual applications, client and server 
applications on a network, etc. This type of testing is especially relevant to client/server 
and distributed systems.
Testing conducted after unit and feature testing. The intent is to expose faults in the 
interactions between software modules and functions. Either top-down or bottom-up 
approaches can be used. A bottom-up method is preferred, since it leads to earlier unit 
testing (step-level integration). This method is contrary to the big-band approach where 
all source modules are combined and tested in one step. The big-band approach to 
integration should be discouraged.
Integration testing is where the interfaces between system components are tested.

Integrity
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Assuring information will not be accidentally or maliciously altered or destroyed. [7]
Sound, unimpaired or perfect condition. [8]

Interface
(1) A shared boundary across which information is passed. (2) A Hardware or software 
component that connects two or more other components for the purpose of passing 
information from one to the other. (3) To connect two or more components for the 
purpose of passing information from one to the other. (4) To serve as a connecting or 
connected component as in (2). [6]
(1) (ISO) a shared boundary between two functional units, defined by functional 
characteristics, common physical interconnection characteristics, signal characteristics, 
and other characteristics, as appropriate. The concept involves the specification of the 
connection of two devices having different functions. (2) A point of communication 
between two or more processes, persons, or other physical entities. (3) A peripheral 
device which permits two or more devices to communicate. [10]

Interface testing
Testing conducted to evaluate whether systems or components pass data and control 
correctly to each other. [6]
Integration testing where the interfaces between system components are tested. [4]

Internationalization testing (I18N)
Testing related to handling foreign text and data within the program. This would include 
sorting, importing and exporting test and data, correct handling of currency and date and 
time formats, string parsing, upper and lower case handling and so forth.

Interoperability
The degree to which one application communicates or interfaces with another

Inter-operability Testing
True inter-operability testing concerns testing for unforeseen (unexpected) interactions 
with other packages with which your software has no direct connection.

Inter-working
Systems or components, possibly from different origins, working together to perform 
some task.

Isolation testing
Component testing of individual components in isolation from surrounding components, 
with surrounding components being simulated by stubs.

Issue
Is a point of disagreement requiring clarification and discussion.
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L
Language
Any means of conveying or communicating ideas; specifically, human speech; the 
expression of ideas by the voice; sounds, expressive of thought, articulated by the 
organs of the throat and mouth. [16]

Latent bug
A bug that has been dormant (unobserved) in two or more releases. [R. V. Binder, 1999]

Lateral testing
A test design technique based on lateral thinking principals, to identify faults. [Dorothy 
Graham, 1999]

LCSAJ
A Linear Code Sequence And Jump, consisting of the following three items 
(conventionally identified by line numbers in a source code listing): the start of the linear 
sequence of executable statements, the end of the linear sequence, and the target line 
to which control flow is transferred at the end of the linear sequence.

LCSAJ coverage
The percentage of LCSAJs of a component which are exercised by a test case suite.

LCSAJ testing
A test case design technique for a component in which test cases are designed to 
execute LCSAJs.

Least privilege
Feature of a system in which operations are granted the least permission possible in 
order to perform their tasks. [18]
The principle that requires that each subject be granted the most restrictive set of 
privileges needed for the performance of authorized tasks. The application of this 
principle limits the damage that can result from accident, error, or unauthorized use. [8]

Liability
Liability for something such as debt or crime is the legal responsibility for it; a
technical term in law. [3]

Lifecycle Testing
(1) A testing approach, where the testing is evolved along side with the evolution of the 
application. The testing starts at the time the requirements specification is being 
developed.
(2) A testing technique, which recognizes that in many applications, the business data 
(business objects) have a life cycle; i.e. they are created and develop a history as 
business events occur. The history modifies the behavior of the processing at future 
business events. LCT defines a matrix of typical days (normal day, end of month, end of 
year) as its columns and a selection of typical business objects (e.g. policies) as the 
rows. The intersections contain the events. The testing verifies that the result of the 
events are processed properly and reported properly within the system
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Load testing
An application under heavy loads, such as testing of a web site under a range of loads to 
determine at what point the system’s response time degrades or fails.

Load - stress test
A test is design to determine how heavy a load the application can handle.

Load-stability test
Test design to determine whether a web application will remain serviceable over 
extended time span.

Load isolation test
The workload for this type of test is designed to contain only the subset of test cases that 
caused the problem in previous testing.

Loop testing
A white box testing technique that exercises program loops

Logic-driven testing
Test case selection that is based on an analysis of the internal structure of the 
component
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M
Maintainability
The ease with which the system/software can be modified to correct faults, modified to 
meet new requirements, modified to make future maintenance easier, or adapted to a 
changed environment.

Maintainability requirements
A specification of the required maintainability for the system/software.

Maintainability testing
Testing to determine whether the system/software meets the specified maintainability 
requirements.

Malicious code, malicious logic, malware
(I) Hardware, software, or firmware that is intentionally included or inserted in a system 
for a harmful purpose. (See: logic bomb, Trojan horse, virus, worm.) [2]
Hardware, software, or firmware that is intentionally included in a system for an 
unauthorized purpose; e.g., a Trojan horse. [8]

Manual analysis
The process of analyzing a program for conformance to in-house rules of style, format, 
and content as well as for correctly producing the anticipated output and results. This 
process is sometimes called code inspection, structured review, or formal inspection.

Manual testing
Testing that requires human intervention.

Maximum Simultaneous Connection testing
This is a test performed to determine the number of connections, which the firewall or 
web server is capable of handling.

Measurement
Collecting quantitative data about the software or the software engineering process

Metrics
A specific measurement
METRIC computes several software measures, which helps to determine the complexity 
properties of your software.

Milestones
A point in time that is used to indicate progress during a project

Modified condition/decision coverage
The percentage of all branch condition outcomes that independently affect a decision 
outcome that have been exercised by a test case suite.

Modified condition/decision testing
A test case design technique in which test cases are designed to execute branch 
condition outcomes that independently affect a decision outcome.
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Module
A module is a separately invocable element of a software system.

Monkey Testing (smart monkey testing)
Testing a system of an Application on the fly, i.e. just few tests here and there to ensure 
the system or an application does not crash out. Inputs are generated from probability 
distributions that reflect actual expected usage statistics - e.g., from user profiles. There 
are different levels of IQ in smart monkey testing. In the simplest, each input is 
considered independent of the other inputs. That is, a given test requires an input vector 
with five components. In low IQ testing, these would be generated independently. In high 
IQ monkey testing, the correlation (e.g., the covariance) between these inputs, 
distribution is taken into account. In all branches of smart monkey testing, the input is 
considered as a single event.

Multiple Condition Coverage
A test coverage criterion which requires enough test cases such that all possible 
combinations of condition outcomes in each decision, and all points of entry, are invoked 
at least once. [G.Myers] Contrast with branch coverage, condition coverage, decision 
coverage, path coverage, statement coverage.

Multi-unit test
A multi-unit test consists of a unit test of a single module in the presence of other 
modules. It includes: (1) a collection of settings for the input space of the module and all 
the other modules invoked by it and (2) precisely one invocation of the module under 
test.

Mutation analysis
A method to determine test case suite thoroughness by measuring the extent to which a 
test case suite can discriminate the program from slight variants (mutants) of the 
program. See also error seeding.

Mutation testing
A testing methodology in which two or more program mutations are executed using the 
same test cases to evaluate the ability of the test cases to detect differences in the 
mutations. [6]

Mutually suspicious
The state that exists between interacting processes (subsystems or programs) in which 
neither process can expect the other process to function securely with respect to some 
property.
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N
Node
A position in a program assigned to represent a particular state in the execution space of 
that program. (2) Group or test case in a test tree.

N-switch coverage
The percentage of sequences of N-transitions that have been exercised by a test case 
suite.

N-switch testing
A form of state transition testing in which test cases are designed to execute all valid 
sequences of N-transitions.

N-transitions
A sequence of N+ transitions.

Negative test
A test whose primary purpose is falsification; that is tests designed to break the software 
[B.Beizer1995]
Test aimed at showing that the software does not work. [Beizer]

Network protocol stack
Software package that provides general purpose networking services to application 
software, independent of the particular type of data link being used. [18]

Non-functional requirements testing
Testing of those requirements that do not relate to functionality. i.e. performance, 
usability, etc.

Non-secure test
A test that may be administered in any appropriate environment, with no requirements 
for monitoring by a test administrator or verification of the test taker's identity. Generally, 
only low-stakes tests, such as practice tests, use non-secure administration methods

Numeric-response item
An item that requests the test taker provide a number as a response. The number may 
be a complex number, for example, the result of a calculation.
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O
Object-oriented
An approach to software development that makes use of a classification approach and 
packages data and processing together

Object-oriented analysis (OOA)
A technique for defined classes of objects, their relationships and basic structure

Object-oriented design (OOD)
A technique for translating the OOA model into an implementation model

Off-line Testing
Testing process carried out while the tested circuit is not in use

On-line Testing
Concurrent testing to detect errors while circuit is in operation

On-demand testing
Testing offered anytime and anywhere, at the test taker's discretion. Generally used to 
denote testing in which test takers are allowed to schedule tests when they want to take 
them rather than having to adhere to a fixed test date and time. Promissor extends this 
to cover place of testing as well as time of testing, using it to refer to low-stakes tests 
that may be taken at the test taker's home or office rather than in a monitored session at 
a testing center.

Operational testing
Testing conducted to evaluate a system or component in its operational environment. [6]

Oracle
A mechanism to produce the predicted outcomes to compare with the actual outcomes 
of the software under test. [4] (After Adrion)
Any (often automated) means that provides information about the (correct) expected 
behavior of a component (HOWD86). Without qualification, this term is often used 
synonymously with input/outcome oracle. [5]

Orthogonal array testing
Technique can be used to reduce the number of combination and provide maximum 
coverage with a minimum number of TC. Pay attention to the fact that it is an old and 
proven technique. The OAT was introduced for the first time by Plackett and Burman in 
1946 and was implemented by G. Taguchi, 1987
Mathematical technique to determine which variations of parameters need to be
tested. [William E. Lewis, 2000]

Outcome
Actual outcome or predicted outcome. This is the outcome of a test. See also branch 
outcome, condition outcome and decision outcome.

Output
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A variable (whether stored within a component or outside it) that is written to by the 
component.

Output domain
The set of all possible outputs.

Output value
An instance of an output.



Wipro Technologies Interops Division

Testing Dictionary                                                                                            Page 36/36

P
P-use
See predicate data use.

Paradigms
The process model

Parallel Testing
Testing a new or an alternate data processing system with the same source data that is 
used in another system. The other system is considered as the standard of comparison. 
Syn: parallel run. [ISO]

Partition testing
See equivalence partition testing. [Beizer]

Path
A sequence of executable statements of a component from an entry point to an exit 
point.

Path coverage
Metric applied to all path-testing strategies: in a hierarchy by path length, where length is 
measured by the number of graph links traversed by the path or path segment; e.g. 
coverage with respect to path segments two links long, three links long, etc. Unqualified, 
this term usually means coverage with respect to the set of entry/exit paths. Often used 
erroneously as synonym for statement coverage. [5]

Path sensitizing
Choosing a set of input values to force the execution of a component to take a given 
path.

Path testing
A test case design technique in which test cases are designed to execute paths of a 
component. It Exercise every path through the code at least once.
• Require knowledge of the data structures and control flow.
• Polymorphism may increase the number of test cases.

Penetration
(I) Successful, repeatable, unauthorized access to a protected system resource. (See: 
attack, violation.) [2]
The successful unauthorized access to an automated system. [7]
The successful act of bypassing the security mechanisms of a system. [8]

Penetration Testing
The portion of security testing in which the evaluators attempt to circumvent the security 
features of a system. The evaluators may be assumed to use all system design and 
implementation documentation, which may include listings of system source code, 
manuals, and circuit diagrams. The evaluators work under the same constraints applied 
to ordinary users. [7] [8]
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© Penetration testing may be performed under various constraints and conditions. 
However, for a TCSEC evaluation, testers are assumed to have all system design 

and implementation documentation, including source code, manuals, and circuit 
diagrams, and to work under no greater constraints than those applied to ordinary users. 
[2]

Performance testing
Testing conducted to evaluate the compliance of a system or component with specified 
performance requirements. [IEEE].
Performance testing of an Application is basically the process of understanding how the 
application and its operating environment respond at various user load levels. One of the 
main objectives of performance testing is to maintain the application with low latency, 
high throughput, and low utilization. Performance Testing comprises of Load Testing, 
Stress Testing, Contention Testing and Configuration Testing.

Point of Control and Observation, PCO
A place (point) within a testing environment where the occurrence of test events is to be 
controlled and observed as defined by the particular abstract test method used. [17]

Portability
The ease with which the system/software can be transferred from one hardware or 
software environment to another.

Portability requirements
A specification of the required portability for the system/software.

Portability testing
Testing to determine whether the system/software meets the specified portability 
requirements.

Precondition
Environmental and state conditions which must be fulfilled before the component can be 
executed with a particular input value. [4]

Predicate
A logical expression which evaluates to TRUE or FALSE, normally to direct the 
execution path in code.

Predicate data use
A data use in a predicate.

Predicted outcome
The behavior predicted by the specification of an object under specified conditions.

Prior Defect History Testing
Test cases are created or rerun for every defect found in prior tests of the system. 
[William E. Lewis, 2000]

Process
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The sequence of steps that are performed in developing a software product, system, 
upgrade, etc. Software processes involve multiple stages, multiple types of activities, 
many of which may be concurrent.

Program instrumenter
See instrumenter.

Progressive testing
Testing of new features after regression testing of previous features. [Beizer]

Project Plan
A description of the management approach for a project

Project planning
The activity that creates the Project Plan

Project risks
The set of potential project problems or occurrences that may cause the project to fail

Project scope
A statement of basic requirements of the software to be built

Proprietary
(I) Refers to information (or other property) that is owned by an individual or organization 
and for which the use is restricted by that entity. [2]

Protection profile
An implementation-independent set of security requirements for a category of TOEs 
[Target of Testing] that meet specific consumer needs. [9]

Protocol
A set of conventions that govern the interaction of processes, devices, and other 
components within a system. [6]
(ISO) A set of semantic and syntactic rules that determines the behavior of functional 
units in achieving communication. [10]
(I) A set of rules (i.e., formats and procedures) to implement and control some type of 
association (e.g., communication) between systems. (E.g., see: Internet Protocol.) [2]
Agreed-upon methods of communications used by computers. A specification that 
describes the rules and procedures, those products should follow to perform activities on 
a network, such as transmitting data. If they use the same protocols, products from 
different vendors should be able to communicate on the same network. [7]
A set of rules and formats, semantic and syntactic, which permits entities to exchange 
information. [8]
Code of correct conduct: “safety protocols”; “academic protocol”. [16]
Forms of ceremony and etiquette observed by diplomats and heads of state. [16]
Protocol Data Unit, PDU
A PDU is a message of a given protocol comprising payload and protocol-specific 
control information, typically contained in a header. PDUs pass over the protocol 
interfaces which exist between the layers of protocols (per OSI model). [17]

Prototyping
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The creation of a mock-up of an application

Pseudo code
A form of software design in which programming actions are described in a program-like 
structure; not necessarily executable but generally held to be humanly readable.

Pseudo-random
A series which appears to be random but is in fact generated according to some 
prearranged sequence.

Peer Review
A formal review of an item by a group of peers of the item's developer.

Precondition
Environmental and state conditions which must be fulfilled before the component can be 
executed with a particular input value.

Progressive Testing
Testing of new features after regression testing of previous features. [Beizer]

Prior Defect History Testing
Test cases are created or rerun for every defect found in prior tests of the system. 
[William E. Lewis, 2000]
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Q
Quality
The degree to which a program possesses a desired combination of attributes that 
enable it to perform its specified end use.

Quality Assurance (QA)
Consists of planning, coordinating and other strategic activities associated with 
measuring product quality against external requirements and specifications (process-
related activities).

Quality Control (QC)
Consists of monitoring, controlling and other tactical activities associated with the 
measurement of product quality goals.

Qualification Testing (IEEE)
Formal testing, usually conducted by the developer for the consumer, to demonstrate 
that the software meets its specified requirements. See: acceptance testing
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R
Range Testing
For each input identifies, the range over which the system behavior should be the same. 
[William E. Lewis, 2000]

Recovery testing
Testing aimed at verifying the system’s ability to recover from varying degrees of failure.

Re-engineering
The process of examining and altering an existing system to reconstitute it in a better 
form called re-engineering. This may include reverse engineering (analyzing a system 
and producing a representation at a higher level of abstraction, such as design from 
code), restructuring (transforming a system from one representation to another at the 
same level of abstraction), forward engineering (using software products derived from an 
existing system, together with new requirements, to produce a new system), and 
translation (transforming source code from one language to another or from one version 
of a language to another).

Reference testing
A way of deriving expected outcome by validating a set of actual outcome. Less rigorous 
alternative in predicting expected outcome in advance of test execution. [Dorothy 
Graham, 1999]

Release
Testing may be conducted on several handoffs before making a conclusion about a 
formal release of the AUT for duplication and mass distribution.

Regression testing 
Re-testing of previously tested features, program, following a modification, to ensure that 
faults have not been introduced or uncovered as a result of the changes made.  
In other words - Re-testing of a program to ensure whether a change in the system has 
lead to any new faults. 

Reliability 
The probability of a given system performing its mission adequately for a specified 
period of time under the expected operating conditions.
Software reliability is the probability that software will provide failure-free operation in a 
fixed environment for a fixed interval of time. Probability of failure is the probability that 
the software will fail on the next input selected. Software reliability is typically measured 
per some unit of time, whereas probability of failure is generally time independent. These 
two measures can be easily related if you know the frequency with which inputs are 
executed per unit of time. Mean-time-to-failure is the average interval of time between 
failures; this is also sometimes referred to as Mean-time-before-failure. [15] 
Reliability is the probability that an item will perform its intended function for a specified 
interval under stated conditions.

Reliability requirements
Requirement of the system / software reliability definition.
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Reliability testing
Testing to determine whether the system / software meets the specified reliability 
requirements. Test to verify the Probability of failure-free operation of a program.

Requirement
A capability that must be met or possessed by the system / software . Requirements 
may be functional or non-functional. 

Requirements-based testing
Designing test cases based on objectives derived from requirements for the software 
component (e.g., tests that exercise specific functions or probe the non-functional 
constraints such as performance or security). See functional test case design. 

Residual risk 
The portion of risk that remains after security measures have been applied.  
The risk that remains after counter measures have been applied. 

Result
See outcome. 

Review
A process or meeting during which a work product, or set of work products, is presented 
to project personnel, managers, users or other interested parties for comment or 
approval. 
Verification procedure followed on the documentation (product) or on the out come to 
verify its content and the quality, called Review. Example – Document verification such 
as test plan, test cases, test case mappings against requirements.

Risk 
The probability that a particular threat will exploit a particular vulnerability of the system. 
An expectation of loss expressed as the probability that a particular threat will exploit a 
particular vulnerability with a particular harmful result.

Risk analysis 
The process of identifying security risks, determining their magnitude, and identifying 
areas needing safe guards. Risk analysis is a part of risk management. 
Synonymous with risk assessment. The analysis lists risks in order of cost and criticality, 
thereby determining where counter measures should be applied first. It is usually 
financially and technically infeasible to counteract all aspects of risk, and so some 
residual risk will remain, even after all available countermeasures have been deployed.

Risk assessment 
A study of vulnerabilities, threats, likelihood, loss or impact, and theoretical effectiveness 
of security measures. The process of evaluating threats and vulnerabilities, known and 
postulated, to determine expected loss and establish the degree of acceptability to 
system operations.

Risk management 
The total process of identifying, controlling, and eliminating or minimizing uncertain 
events that may affect system resources. It includes risk analysis, cost benefit analysis, 
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selection, implementation and test, security evaluation of safeguards, and overall 
security review.
The process of identifying, controlling, and eliminating or minimizing uncertain events 
that may affect system resources. (See: risk analysis)

Robustness 
The degree to which a system or component can function correctly in the presence of 
invalid inputs or stressful environmental conditions. See: software reliability.

Robust test
A test that compares a small amount of information, so that unexpected side effects are 
less likely to affect whether the test passes or fails. 

Run Conditions
Define the conditions of the test run. 
Examples of this are: 
Platform characteristics (CPU type, RAM memory, etc.). 
Type of test run (maximum values, load test, time-out, etc.) 
Focus of test run (negative test, etc.) 
Date and time settings (all machines) 
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S
Sanity check
1. The act of checking a piece of code (or anything else, e.g., a Usenet posting) for 
completely stupid mistakes. Implies that the check is to make sure the author was sane 
when it was written; e.g., if a piece of scientific software relied on a particular formula 
and was giving unexpected results, one might first look at the nesting of parentheses or 
the coding of the formula, as a ‘sanity check’, before looking at the more complex I/O or 
data structure manipulation routines, much less the algorithm itself. Compare reality 
check. 
2. A run-time test, either validating input or ensuring that the program is not mal-
functioning in its basic requirements. 
Sanity Testing
Typically an initial testing effort to determine if a new software version is performing well 
enough to accept it for a major testing effort. 

Safety-critical software 
Safety-critical software is any software that can directly or indirectly contribute to the 
occurrence of a hazardous system state. 

Scalability testing
Is a subtype of performance test where performance requirements for response time, 
throughput, and/or utilization are tested as load on the SUT is increased over time.

Security 
A condition that results from the establishment and maintenance of protective measures 
that ensures a state of inviolability from hostile acts or influences. 
Measures taken to protect a system. 
The condition of a system that results from the establishment and maintenance of 
measures to protect the system. 
The condition of system resources being free from unauthorized access and from 
unauthorized or accidental change, destruction, or loss. 

Security evaluation 
An evaluation done to assess the degree of trust that can be placed in systems for the 
secure handling of sensitive information. One type, a product evaluation, is an evaluation 
performed on the hardware and software features and assurances of a computer 
product from a perspective that excludes the application environment. The other type, a 
system evaluation, is done for the purpose of assessing a system’s security safeguards 
with respect to a specific operational mission and is a major step in the certification and 
accreditation process. 

Security flaw 
An error of commission or omission in a system that may allow protection mechanisms 
to be bypassed.

Security function 
A part or parts of the TOE [Target of Testing] that have to be relied upon for enforcing a 
closely related subset of the rules from the TSP [TOE Security Policy]. 
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Security measures 
Elements of software, firmware, hardware, or procedures that is included in a system for 
the satisfaction of security specifications. 

Security requirement 
Security requirements generally include both requirements for the presence of desired 
behaviour and requirements for the absence of undesired behavior. It is normally 
possible to demonstrate, by use or testing, the presence of the desired behavior. It is not 
always possible to perform a conclusive demonstration of absence of undesired 
behavior. Testing, design review, and implementation review contribute significantly to 
reducing the risk that such undesired behavior is present. 

Security target 
A set of security requirements and specifications to be used as the basis for evaluation 
of an identified TOE [Target of Testing]. 

Security testing 
Testing whether the system meets its specified security objectives. Security testing 
attempts to verify that protection mechanisms built into a system will, in fact, protect it 
from improper penetration / operation.

A process used to determine that the security features of a system are implemented as 
designed. This includes hands-on functional testing, penetration testing, and verification.

Selective testing
Testing only a selected set of program paths and data inputs.

Sensitive test
A test, that compares a large amount of information, so that it is more likely to defect 
unexpected differences between the actual and expected outcomes of the test.

Severity and Priority Levels
Indicate the impact each defect has on testing efforts or users and administrators of the 
application under test. This information is used by developers and management as the 
basis for assigning priority of work on defects. 
A sample guideline for assignment of Priority Levels during the product test phase 
includes: 
1. Critical / Show Stopper - an item that prevents further testing of the product or function 
under test. Examples of this include an installation process which does not load a 
component; a GPF (General Protection Fault) or other situation which freezes the 
system (requiring a reboot); or a missing menu option or security permission required to 
access a function under test. Within a production test context, this category could also 
include incorrect financial calculations and even cosmetic items. 
2. Major/High — an item that does not function as expected/designed. Examples of this 
include: inaccurate calculations; the wrong field being updated; the wrong rule, phrase, 
or data being retrieved; an update operation that fails to complete; slow system turn-
around performance; or a transaction journal record which fails to occur as expected. 
3. Average / Medium — Annoyances which does not conform to standards and 
conventions. Examples include incorrect hot-key operation; an error condition which is 
not trapped; or matching visual and text links which lead to different end points. 
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4. Minor / Low — Cosmetic issues which are not crucial to the operation of the system. 
Examples of this include misspelled or ungrammatical text; or inappropriate, 
inconsistent, or incorrect formatting (such as text font, size, alignment, color, etc.). 
5. Enhancement — Additional features that would improve the AUT for users, 
administrators, or other stakeholders. Management makes the decision whether an 
application should be shipped in light of the number and types of defects open.

Sigma
A measure of the consistency of a process.

Sigma Level
A statistical measure (Z value) of process variation; the distribution or spread about the 
mean (average) of any process or procedure. The higher the sigma, the better the 
process. Zlt (long term Z) is the sigma level of a CTQ (or a process) in the presence of 
long term sources of variation. Zst (short term Z) is the sigma level in the presence of 
short term sources of variation only. This typically represents the basic entitlement of 
the process.

Silver bullet 
A methodology, practice, or prescription that promises miraculous results if followed -
e.g., structured programming will rid you of all bugs, as will human sacrifices to the 
Atlantean god Fugawe. Named either after the Lone Ranger whose silver bullets always 
brought justice or, alternatively, as the only known antidote to werewolves.

Simulation 
The representation of selected behavioural characteristics of one physical or abstract 
system by another system. 

Simulator
A device, computer program or system used during software verification, which behaves 
or operates like a given system when provided with a set of controlled inputs. 
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Six Sigma Terms

Capability Flowup
Trading off or optimizing defect levels by statistical propagation of defects from 
Lower level variables to higher level variables in a system (design and/or 
product).

Critical To Quality (CTQ)
An element of a design or a characteristic of a part that is essential to quality in 
the eyes of the customer.

CTQ Flowdown
A system (process and/or design) block diagramming technique to identify the 
transfer functions (dependencies) between Ys and Xs at various levels of the 
system. The Xs at one level are the Ys at a lower level.

Defect
A failure to meet an imposed requirement on a single quality characteristic or a 
single instance of nonconformance to the specification.

Defective
A unit of product containing one or more defects.

Defects Per Million Opportunities (DPMO)
The number of defects counted, divided by the actual number of opportunities to 
make a defect, then multiplied by one million. A direct measure of sigma level.

Defects Per Unit (DPU)
The number of defects counted, divided by the number of products or 
characteristics produced. A process of counting and reducing defects as an 
initial step toward Six Sigma quality.

Design for Six Sigma (DFSS)
Creating a component, system, or process such that its capability approaches 
entitlement upon initiation.

Design of Experiments (DOE)
Statistical experimental designs to economically improve product and process 
quality. A major tool used during the “Improve Phase” of Six Sigma methodology.

Entitlement
The expected performance level of a process when the major sources of 
variation are identified and controlled.

Failure Mode Effects Analysis (FMEA)
A process in which each potential failure mode in every sub-item of an item is 
analyzed to determine its effect on other sub-items and on the required function 
of the item.
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Gage Repeatability & Reproducibility (Gage R&R)
A measurement system evaluation to quantify measurement error, and its 
ingredient components, e.g., equipment variability, appraiser variability, etc. This 
study is critical to ensure that the collected data is accurate and to assess 
how much of the total process variation is due to measurement.

Process
A particular method of doing something, generally involving a number of steps or 
operations.

Process Capability
The relative ability of any process to produce consistent results centered on a 
desired target value when measured over time.

Quality Functional Deployment (QFD)
Structured methodology to identify and translate customer needs and wants into 
technical requirements and measurable features and characteristics. This tool is 
used to identify Critical to Quality Characteristics (CTQs).

Six Sigma Quality
A combination of verified customer requirements reflected in robust designs and 
matched to the capability of production processes that creates products with 
fewer then 3.4 defects per million opportunities to make a defect. World-class 
quality. 
A collection of tools and techniques for raising quality to world-class levels.

Smart testing 
Tests that based on theory or experience are expected to have a high probability of 
detecting specified classes of bugs; tests aimed at specific bug types.

Smoke test
Describes an initial set of tests that determine if a new version of application performs 
well enough for further testing.

Snake oil 
Derogatory term applied to a product whose developers describe it with misleading, 
inconsistent, or incorrect technical statements. 

Sneaker 
An individual hired to break into places in order to test their security; analogous to tiger 
team.

Soft error
Does not cause the Application under Test [AUT to terminate. The typical outcome is 
that processing continues after an error message is issued. Optionally, a prompt may be 
issued so that the tester can decide whether to continue processing. Build is a single set 
of revisions to the AUT, created to correct defects in, or adds new functionality to, a 
previous revision

Software engineering
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A discipline that encompasses the process associated with software development, the 
methods used to analyze, design and test computer software, the management 
techniques associated with the control and monitoring of software projects and the tools 
used to support process, methods, and techniques.

Software quality assurance (SQA)
A series of activities that assist an organization in producing high quality software.

Software reliability 
(1) The probability that software will not cause the failure of a system for a specified time 
under specified conditions. The probability is a function of the inputs to and use of the 
system in the software. The inputs to the system determine whether existing faults, if 
any, are encountered. 
(2) The ability of a program to perform its required functions accurately and reproducibly 
under stated conditions for a specified period of time.

Software system
A collection of modules, possibly organized into components and subsystems, which 
solves some problem or performs some task.

Specification
A description, in any suitable form, of requirements.

Specified input
An input for which the specification predicts an outcome.

Specification-based test
A test, whose inputs are derived from a specification.

Specification testing
An approach to testing wherein the testing is restricted to verifying the system/software 
meets the specification.

Spike testing
To test performance or recovery behavior when the system under test (SUT) is stressed 
with a sudden and sharp increase in load should be considered a type of load test.

State-based testing
Testing with test cases developed by modeling the system under test as a state 
machine.

State transition
A transition between two allowable states of a system or component.

State transition testing
A test case design technique in which test cases are designed to execute state 
transitions.

Statement
An entity in a programming language which is typically the smallest indivisible unit of 
execution. 
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Statement coverage 
Metric of the number of source language statements executed under test. 

Statement testing
A test case design technique for a component in which test cases are designed to 
execute statements.

Static analysis 
The process of evaluating a system or component based on its form, structure, content, 
or documentation. Contrast with: dynamic analysis. Analysis of a program carried out 
without executing the program. 

Static analyzer
A tool that carries out static analysis.

Static testing
Testing of an object without execution on a computer.

Statistical quality assurance
Techniques for process improvement that are based on measurements of the product 
and the process

Statistical testing
A test case design technique in which a model is used of the statistical distribution of the 
input to construct representative test cases. [BCS]
Stealth bug, a bug that removes information useful for its diagnosis and correction.

Storage test
Study how memory and space is used by the program, either in resident memory or on 
disk. If there are limits of these amounts, storage tests attempt to prove that the program 
will exceed them.

Storage testing
Testing whether the system meets its specified storage objectives.

Stress / Load / Volume test
Tests that provide a high degree of activity, either using boundary conditions as inputs or 
multiple copies of a program executing in parallel as examples.

Stress testing 
Testing in which a system is subjected to unrealistically harsh inputs or load with 
inadequate resources with the intention of breaking it. 
Testing conducted to evaluate a system or component at or beyond the limits of its 
specified requirements. See also: boundary value. 
Stress tests are designed to confront programs with abnormal situations. ... Stress 
testing executes a system in a manner that demands resources in abnormal quantity, 
frequency, or volume. Essentially, the tester attempts to break the program.

String Testing
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To locate problems in typical usage scripts or customer operational “strings”. Ex: In case 
of Speedy Writer, string testing can involve such cases as Encrypting and decrypting a 
document or creating, printing and saving a document.

Structured basis testing
A test case design technique in which test cases are derived from the code logic to 
achieve % branch coverage.

Structural coverage
Coverage measures based on the internal structure of the component.

Structural test case design
Test case selection that is based on an analysis of the internal structure of the 
component.

Structural testing 
Testing that takes into account the internal mechanism of a system or component. Types 
include branch testing, path testing, statement testing. Syn: glass-box testing; white-box 
testing. Contrast with: functional testing (1) (1) Testing that takes into account the 
internal mechanism [structure] of a system or component. Types include branch testing, 
path testing, statement testing. 
(2) Testing to insure each program statement is made to execute during testing and that 
each program statement performs its intended function. Contrast with functional testing. 
Syn: white-box testing, glass-box testing, logic driven testing.

Structured walkthrough
See walkthrough.

Stub
A skeletal or special-purpose implementation of a software module, used to develop or 
test a component that calls or is otherwise dependent on it. 

Subpath
A sequence of executable statements within a component.

Subtest 
The smallest identifiable part of a test consisting of at least one input and one outcome.

Symbolic evaluation
See symbolic execution.

Symbolic execution 
A software analysis technique in which program execution is simulated using symbols, 
such as variable names, rather than actual values for input data, and program outputs 
are expressed as logical or mathematical expressions involving these symbols.

Syntax 
The structural or grammatical rules that define how symbols in a language are to be 
combined to form words, phrases, expressions, and other allowable constructs.
Syntax testing 
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A test case design technique for a component or system in which test case design is 
based upon the syntax of the input.

System testing 
The testing of a complete system prior to delivery. The purpose of system testing is to 
identify defects that will only surface when a complete system is assembled. That is, 
defects that cannot be attributed to individual components or the interaction between two 
components. System testing includes testing of performance, security, configuration 
sensitivity, startup and recovery from failure modes.

System Under Test, SUT 
The real open system in which the Implementation Under Test (IUT) resides. 
Target of evaluation, TOE An IT product or system and its associated administrator and 
user guidance documentation that is the subject of evaluation.
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U
Underflow 
(ISO) The state in which a calculator shows a zero indicator for the most significant part 
of a number while the least significant part of the number is dropped. For example, if the 
calculator output capacity is four digits, the number .0000432 will be shown as .0000. 
See: arithmetic underflow. [10] 
Unit 
The smallest piece of software or hardware that can be independently tested (compiled 
or assembled, loaded, and tested). 

Unit Testing
Testing performed to isolate and expose faults and failures as soon as the source code 
is available, regardless of the external interfaces that may be required. Oftentimes, the 
detailed design and requirements documents are used as a basis to compare how and 
what the unit is able to perform. White and black-box testing methods are combined 
during unit testing.

Upgrade
Term used to describe updating a software program or adding a new hardware. 

Usability
The capability of the software to be understood learned, used and attractive to the user 
when used under specified conditions. 

Usability requirements
A specification of the required usability for the system software. 

Usability testing
Testing to determine whether the system/software meets the specified usability 
requirements

User Acceptance Testing
The phase in the testing process when the end-user tests the application. The purpose 
of this testing is that the end user can get familiarized with the application and develop 
confidence on it. This phase comes after unit, system, integration and configuration 
testing is done by the development team.
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V
Validation
The process of evaluating a system or component during or at the end of the 
development process to determine whether it satisfies specified requirements. 
Establishing documented evidence which provides a high degree of assurance that a 
specific process will consistently produce a product meeting its predetermined 
specifications and quality attributes. 
Vanilla
In tech talk, it means the standard version of a hardware device or software program, 
with no extra bells-and-whistles. It is commonly used to describe something plain, as in, 
"The days of the plain-vanilla car radio are over, now that they've come out with a color 
TV, a VCR, and Nintendo for backseat passengers."
Vendor
A person or an organization that provides software and/or hardware and/or firmware 
and/or documentation to the user for a fee or in exchange for services. 

Verification
The process of evaluating a system or component to determine whether the products of 
the given development phase satisfy the conditions imposed and meets the 
requirements defined.

Volume testing
Testing in which system is tested subjected to large volumes of data.

Vulnerability 
Hardware, firmware, or software flow that leaves an AIS open for potential exploitation. A 
weakness in system security procedures, system design, implementation, internal 
controls, etc., that could be exploited to violate system security policy.

Vulnerability analysis 
Systematic examination of an AIS or product to determine the adequacy of security 
measures, identify security deficiencies, provide data from which to predict the 
effectiveness of proposed security measures, and confirm the adequacy of such 
measures after implementation. 
The systematic examination of systems in order to determine the adequacy of security 
measures, identify security deficiencies, and provide data from which to predict the 
effectiveness of proposed security measures.

Vulnerability assessment 
A measurement of vulnerability which includes the susceptibility of a particular system to 
a specific attack and the opportunities available to a threat agent to mount that attack.

HTTP://WWW.NETLINGO.COM/LOOKUP.CFM?TERM=BELLS-AND-WHISTLES
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W
Walkthrough
In the most usual form of term, a walkthrough is step by step simulation of the execution 
of a procedure, as when walking through code line by line, with an imagined set of 
inputs. The term has been extended to the review of material that is not procedural, such 
as data descriptions, reference manuals, specifications, etc.

Website Testing
The type of testing dealing with the testing of a website. To do this user interface testing, 
functionality testing, compatibility testing, multi-browser testing etc maybe done.

White Box Testing (glass-box)
Testing is done under a structural testing strategy and require complete access to the 
object's structure that is, the source code

Workaround
Term used to describe either a temporary or permanent method of resolving a issue 
occurring with software or hardware. While this is not always the correct method to 
resolving issues because it may cause other issues, may not fully resolve the issue, or 
may not be fully effective. Workarounds are good solutions to an issue when a correct 
resolution to the issue has not been located, or the issue deals with something that 
cannot be resolved through the software or code.   

Worm 
A software program which replicates itself and is self- propagating. Worms, as opposed 
to viruses, are meant to spawn in network environments. 
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