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The information contained in this document represents the current view of 
Compulink Management Center, Inc on the issues discussed as of the date of 
publication.  Because Compulink must respond to changing market conditions, it 
should not be interpreted to be a commitment on the part of Compulink, and 
Compulink cannot guarantee the accuracy of any information presented after the 
date of publication. 
This chapter is for informational purposes only.  COMPULINK MAKES NO 
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS 
DOCUMENT. 
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Before You Begin 
Before starting your installation of the Laserfiche Client and Server, it is vital 
that you plan your implementation, review the software requirements, and 
determine the ultimate configuration of your Server and repository.  Making 
these decisions ahead of time, and determining that all requirements are met, 
will make the installation process faster and smoother.  A checklist for use 
with this guide is also available; see the Laserfiche 8 Implementation 
Checklist. 

This guide covers new installations of Laserfiche 8.  If you are upgrading from 
Laserfiche 6 or Laserfiche 7, there are several other considerations you will 
need to address.  For information on migrating to Laserfiche 8, please see the 
Laserfiche 8 Migration Quick Reference. 

Laserfiche 8 Requirements 
Confirm that all requirements for the installation are ready and in place prior 
to beginning the installation.  For more information on requirements for 
Laserfiche 8, see the Laserfiche 8 Client and Server readmes and the 
Preinstallation sections of the Laserfiche Administration: Reference. 

Laserfiche Server 8 Checklist 

CPU  

Minimum: 1.8 GHz or faster processor  

Recommended: Dual-core processor  

 

Memory  

Minimum: 2 GB RAM or more 

Recommended: 4 GB RAM or more 

 

Operating system  

Minimum: Windows XP (Service Pack 2 or later), Windows Server 
2003 (Service Pack 1 or later), Windows Vista, Windows Server 2008 

Recommended: Windows Server 2003 (Service Pack 1), or Windows 
Server 2008 
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https://support.laserfiche.com/GetFileRepositoryEntry.aspx?id=882&mode=download
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https://support.laserfiche.com/GetFileRepositoryEntry.aspx?id=858&mode=download


Database Management System (DBMS) 

Microsoft SQL Server 2000 (Service Pack 3), Microsoft SQL Server 
2005 (Service Pack 2), Oracle 91 Release 2 (9.2.0.6.0), Oracle 10g, or 
Oracle 11g 

Recommended: Microsoft SQL Server 2005 (Service Pack 2), Oracle 
10g, or Oracle 11g 

 

Laserfiche Client 7 Checklist  

CPU  

Minimum: 700 MHz or faster processor 

Recommended: 1 GHz or faster processor 

Scanning: 2.4 GHz or faster processor 

 

 

Memory  

Minimum: 128 MB RAM or more 

Recommended:  256 MB RAM or more 

Scanning: 1 GB RAM or more 

 

Operating system  

Minimum: Windows XP (Service Pack 2 or later), Windows Server 
2003 (Service Pack 1 or later), Windows Vista, or Windows Server 
2008 

 

Web browser  

Internet Explorer 6.0  

 

 

Office Integration requirements 

Microsoft Office XP, Microsoft Office 2003 or Microsoft Office 2007 

 

 

File Locations 
Various components of a Laserfiche installation and repository can be placed 
in different locations or on different computers.  In fact, for repositories 
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containing a large amount of information, it is a good idea to place the 
different components on separate computers on the same Local Area Network 
to maximize performance. 

It is also important to make sure that large files or sets of files – such as the 
database or the volume directories – are placed on drives that have a 
sufficient amount of hard disk space.  It is possible to move database or 
volume files, and to create new volumes in different locations to spread the 
volume files across multiple drives.  However, planning ahead can spare you 
time-consuming data migrations and maintenance in the future. 

Laserfiche Server and Repository Directory 

The only component of the repository that must be located on the same 
machine as the Laserfiche Server is the repository directory. The repository 
directory is specified during Laserfiche Server registration.  It will contain the 
SEARCH8 folder.  It will also be the default base location for relative volume 
paths. 

Database Management System and Database Files 

The Database Management System – Microsoft SQL Server or Oracle – can be 
installed on the same computer as the Server or on a different computer. (The 
database files will be stored on the same computer as their Database 
Management System, by default.) The database will contain the metadata of 
the repository, such as the folder structure, template information, annotations, 
word locations, and security settings.  Database size can vary greatly 
depending on how much metadata is contained within it. For example, the 
more documents there are in a repository, the larger the database will be, 
since every document must be tracked in the database.  Furthermore, a 
repository which contains many template fields, annotations, tags, and other 
supplemental data will have a larger database than a similarly-sized 
repository with little supplemental data.   

It is not uncommon for database files to grow to multiple GB in size, 
particularly for large repositories.  This should be taken into account when 
the location for the database is selected.  In order to prevent the Laserfiche 
Server and the SQL Server from competing for system resources, it is also 
recommended that the two be on different computers. 

By default, Microsoft SQL Server will attempt to use all available memory on 
the computer on which it is running.  This can result in serious performance 
issues on the SQL Server computer, especially if you are using that computer 



6 

 

 

 

 

to run other services as well (such as the Laserfiche Server). We therefore 
strongly recommend that you cap MSSQL's memory usage to prevent it from 
consuming all available memory.  For instructions on capping memory usage, 
see Knowledge Base article 1011758 HOW TO: Setting a Maximum Memory 
Limit for a SQL Server Instance 

If you are using Oracle as your DBMS, you will need to configure a schema for 
Laserfiche ahead of time.  See the Oracle configuration guide, included with 
the Laserfiche Server installation, for more information.  With Microsoft SQL 
Server, Laserfiche can create the SQL database at the time of repository 
creation, and that database will be placed, by default, in the default Microsoft 
SQL Server data location (C:\Program Files\Microsoft SQL 
Server\MSSQL\Data).  However, you can place your database in another 
location by creating an empty database prior to repository creation and then 
specifying that empty database during repository creation. 

Volume Files 

The actual image, text and electronic document files, and the thumbnail 
images and word location data of repository are located in the repository's 
volumes.  The location of the default volume is determined during repository 
creation.  (You can create more volumes, and place them in different 
locations, after the repository has been created.)  Volumes can be placed in 
different locations to spread the files across multiple drives or hard disks.  
This can be important, as volumes can become very large, particularly if the 
repository contains a large number of pages.   

It is a good idea to mediate the large size of volumes by using logical volumes. 
Logical volumes appear to the user as one volume, but divide files between 
multiple sub-volumes, each of which has a size limit. You can configure the 
size limit to ensure that your sub-volumes remain small enough to avoid 
performance issues and fit onto your backup media, and can distribute the 
sub-volumes across several computers. 

The potential large size of the volume directory should be taken into account 
when selecting the volume location or locations. 

Communications Requirements 
The various components of the Laserfiche Server, Client and repository must 
be able to communicate with one another.  The Laserfiche 8 Server and client 
applications use the HTTPServ protocol, and must be able to use certain ports 
to communicate. The Client and Server communicate on TCP port 5050 (for 

https://support.laserfiche.com/KB/KBArticle.aspx?ArticleID=1011758
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the 32-bit edition of Windows XP) or port 80 (for all other supported 
operating systems).  The Laserfiche Server also broadcasts necessary 
notifications on port 5051.  Both ports should be open so the Server and client 
applications can communicate.  If you wish to configure the Laserfiche Server 
to use different ports, you can do so in the Server Settings node of the 
Laserfiche Administration Console, or by modifying the NotificationPort and 
Port values in the Server computer's registry at 
HKEY_LOCAL_MACHINE\SOFTWARE\Laserfiche\Engine\8.0\HTTPServ. 

If you will be using the Laserfiche 8 Server with legacy client applications 
(such as the Quick Fields 7), you will need to perform additional 
configurations for use with those programs.  See the Firewalls and Legacy 
Clients section of the Laserfiche Administration Console help files for more 
information. 

Permissions 
During installation, you will be asked to specify the Windows user that the 
Laserfiche Server service will use to access the volume files and, if you are 
using Microsoft SQL Server as your DBMS, to authenticate to the SQL Server. 
(It has no bearing on the DBMS if you are using Oracle.) If Microsoft SQL 
Server or volumes are on different computers than the Server, the default 
Local System account will not be able to access them; generally, it is 
recommended that the Local System account not be used.  When specifying a 
domain account, keep in mind that this user will need to have sufficient 
privileges to read and write files to the directories in which your volumes are 
located. This user also needs to be able to authenticate to Microsoft SQL 
Server and read/write data in the database. This user must also have the "Log 
On As Service" right in Windows for the computer on which the Laserfiche 
Server has been installed.  This right will be granted to the user automatically 
if you manually assign the user to a service in Windows. (A domain 
administrator has sufficient rights, although the user need not be a domain 
administrator.) If the desired user account does not have sufficient rights, then 
you will need to grant the necessary permissions to that user, or select another 
user account. It is a good idea to select or create a Windows user before 
installation and ensure that that user has sufficient rights. 
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Installation 
There are some additional considerations to remember during the actual 
installation process itself.  For a complete guide to installing the Laserfiche 
Server and Client, please see the Laserfiche Installation Guide. 

Installing the Laserfiche Server 
You will need to provide your Laserfiche Server license during the Server 
installation.  The Server license can be downloaded on the Laserfiche Support 
site (https://support.laserfiche.com).  If you are using Laserfiche Rio, you will 
need to generate your Server licenses according to the instructions in the 
Laserfiche Rio Deployment Guide.  The Server license is always contained 
within an lf.lic or lf.licx file; if you open the file, you will see the following 
line: 
 Name=Laserfiche Server 

In the Laserfiche Server Settings step of the wizard, you will need to specify 
how the Laserfiche Server will log in.  You should use the user you selected 
or created when considering "Permissions," in the "Before You Begin" section 
above.  

You will be prompted to determine whether you wish to perform a "Typical," 
"Utilities," or "Custom" installation.  A "Typical" installation will install the 
Laserfiche Server and its administrative utilities.  A "Utilities" installation 
will install only the administrative utilities.  A "Custom" installation will 
allow you to choose which components you wish to select. 

You will also need to install the Laserfiche Client and administrative tools.  
Note that the Client and administrative tools do not need to be installed on 
the Server machine, although they can be. 

Installing the Laserfiche Client 
As with the Laserfiche Server, you will be prompted to provide your 
Laserfiche Client license when installing the Client.  The Client license is 
separate from the Server license, but can be obtained in the same places. The 
Client license is always contained within an lf.lic or lf.licx file; if you open 
the file, you will see the following line: 
 Name=Laserfiche Client 

https://support.laserfiche.com/
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You will be prompted to determine whether you wish to perform a "Typical," 
"Compact," "Administrator" or "Custom" installation.  A "Typical" installation 
will install the Client as well as Scanning and, if you are licensed for its use, 
Laserfiche Snapshot.  It is appropriate for most workstations used by users 
that do not need to administrate the repository.  A "Compact" installation will 
install only the Client, without Snapshot or Scanning.  An "Administrator" 
installation will allow you to install the Administration Console and 
Repository Creation Wizard in addition to the Client, Snapshot and Scanning.  
A "Custom" installation will allow you to choose which components you wish 
to select. 

The Administration Console is necessary for a number of administrative tasks, 
including creating metadata elements such as templates, tags and document 
links; creating users and groups; configuring security; monitoring 
connections; and creating and managing volumes.  The Repository Creation 
Wizard is also necessary for creating new repositories.  

Installing Laserfiche Audit Trail Reporting 
Laserfiche Audit Trail Reporting is a web application that allows you to view, 
filter, and export audit data stored in Audit Trail's binary audit logs. It is not 
necessary to install Audit Trail Reporting to begin auditing your repository, 
but it is necessary to install the application to interpret the audit logs 
generated by the Server.  Audit Trail Reporting allows you to create reports to 
analyze audit data, view the information as a chart, filter it to include only the 
information relevant to you, and export the data for use in spreadsheet 
programs such as Microsoft Excel.  You can also save reports for future use. 
Once Reporting has been installed and configured, privileged users will be 
able to access it and run reports using a web browser. 

Laserfiche Audit Trail Reporting is a separate installation that must be run 
separately from the Client installation.  Audit Trail Reporting must be 
installed on Windows Server 2003 or Windows XP; it is not currently 
supported on IIS7, which is used by Windows Vista and Windows Server 
2008. Audit Trail Reporting requires .Net 2.0 and will install it if it is not 
already installed. Audit Trail Reporting also requires Internet Explorer 6 
Service Pack 1 or higher on the computer on which you install it. 

We recommend that you install Audit Trail Reporting on a computer other 
than your Laserfiche Server computer, and that you use a separate SQL server, 
to prevent performance issues. 
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For step-by-step instructions for installing and configuring Audit Trail 
Reporting, see the Auditing chapter of the Laserfiche Administration: 
Reference. 

Installing Laserfiche Snapshot for x64 Computers 
By default, if you are licensed for Laserfiche Snapshot, Snapshot will be 
installed with the Client installation and no other steps are needed. However, 
Snapshot requires a separate installation to be installed on an x64 computer. 
The Snapshot x64 installation is available as part of your Client installation 
package and can be selected from the autorun. For information about the 
Snapshot x64 installation, see the Snapshot x64 readme file. 

Installing the Laserfiche Migration Utility 
If you have a Laserfiche 6 or 7 repository which you would like to upgrade to 
use with Laserfiche 8, you will need to install the Laserfiche Migration Utility 
and migrate your repository. You can install the Migration Utility from your 
Laserfiche 8 installation package; complete instructions for installing the 
migration utility and migrating your repository are available in the Laserfiche 
Administration: Reference. 
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Post-Installation 
Once you have installed your Laserfiche Server, you will have to register it in 
the Administration Console before you can create or register repositories.  
Registering a server is a one-step process, although it will need to be done on 
all Administration Console workstations.  Simply open your Laserfiche 
Administration Console and select New Server Registration from the Action 
menu.  Type or select the domain name of the computer on which your 
Laserfiche Server is installed, which will be added to the list of registered 
servers.   This allows your Administration Console instance to locate the 
Laserfiche Server. 

In order to import or work with documents in Laserfiche, you will need to 
create a new repository.  For step-by-step instructions on this process, see th 
chapter on creating a repository in the Administration Console help files.  If 
you have a pre-existing Laserfiche 8 repository you would like to use, or a 
migrated repository you would like to register, you will need to register the 
repository instead. 

When the installation is complete and the repository has been created, you 
should test the functionality of the new repository.  A complete list of tests is 
available in the "Post-Installation Checks" section of the Installation Checklist.  
This will help you confirm that the installation, configuration and repository 
setup were successful. 

Security First Steps 
Your Laserfiche 8 repository will be created with certain security features pre-
set. The first thing you should do is review these starting settings and 
determine whether you wish to keep them or modify them. These 
recommended first steps are listed below.  

Admin User Password  

By default, a new repository is created with an Admin user who has no 
password. When an Admin user exists with no password, Laserfiche will 
automatically log anyone who attempts to connect to the repository in as the 
Admin user. If you do not wish to take advantage of Laserfiche security, this 
will allow anyone to open the Client and access the Repository without 
needing a password.  However, if you wish to secure your repository, you will 
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need to set a password on the Admin user and then configure security for 
other users and groups.  

Starting Rights  

When a Laserfiche repository is created, the Admin and Everyone users are 
granted certain rights to allow you to open and configure your repository. 
 The Admin user is granted all rights on the root folder, and the Everyone 
group is granted more limited rights; these rights are inherited down through 
new folders you create. You may need to grant, modify or remove some of 
these starting rights to fit your own security model. See the other sections in 
the Quick Start to Setting Up Laserfiche Security section for details. 
Additionally, see Bypass Privileges, below. 

Note that, unlike previous version of Laserfiche, the Everyone group in 
Laserfiche 8 does not have full rights to the entire repository by default.  

Bypass Privileges  

Laserfiche 8 includes two privileges which allow users to bypass certain 
security settings: Bypass Filter Expressions and Bypass Browse. These 
privileges confer significant performance benefits, and so they are granted to 
the Everyone group by default in a new repository. If you will be using Folder 
Filter Expressions, or restricting the Browse right for certain folders, you will 
need to remove the relevant privilege from the Everyone group.  However, if 
you will not be using these security features, it is recommended that you 
leave these privileges in place. 

Entry Ownership  

Entry ownership allows a user specified as a document's owner the ability to 
manage his or her own documents without needing to involve an 
administrator. Entry ownership confers the ability to modify security on the 
entry in question. By default, entry ownership is granted to a document's 
creator. If you wish to change the default document owner, or if you want 
documents to be created with no default owner, you can change default 
document ownership.  

Recycle Bin 
Laserfiche 8 includes a Recycle Bin feature that protects against accidental 
deletions of Laserfiche documents and folders by allowing users and 
administrators to review and restore documents before they are permanently 
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purged. When a user deletes an entry, it is moved to a special Recycle Bin 
folder; if the deleted entry is a folder, its contents will also be moved to the 
recycle bin. All users can see items that they themselves deleted and will be 
able to restore those items. Users with appropriate rights can also 
permanently purge deleted entries, and administrators can view, purge or 
restore any deleted entry in the repository. Items in the recycle bin are not 
returned in searches or included in exported volumes or briefcases; they 
function as if they were not in the repository. 

By default, the Recycle Bin will be enabled on new repository, but disabled 
on migrated repositories.  You can enable or disable it and configure the way 
it handles deleted items in the Recycle Bin node of the Administration 
Console. 

Trustee Attributes 
Trustee attributes are the settings specific to a particular user that influence 
the way they use the Laserfiche Client, including information such as what 
columns will be displayed in the Client and how they will be sorted, what 
Quick Search settings should be used by default, how the toolbar should be 
displayed, what import options should be used, how the document viewer 
should be displayed, and what scanning options should be used by default.  

Trustee attributes are specific to a particular user – if one user customizes the 
column display for the Client, they will thereafter see their own column 
display, but won't affect other users. They are stored on the Server, which 
allows a user to use their own individual settings regardless of which 
workstation they use to access Laserfiche. 

A user with the Manage Trustees privilege can view user attributes for 
individual users, set attributes manually, or copy attributes from one user to 
another. For instance, you could use this process to copy a column display 
setting from one user and paste it into several other users to give them the 
same column display. If you would like to change the default attribute for all 
users in the repository, you can do so by setting the attributes for the 
Everyone group. The Everyone group setting will function as a new default 
value, and will affect all users who do not have a customized column display 
setting of their own. However, users who have customized their own column 
display will not be affected by this new default. 

Note: Trustee attributes should be set either on individual Laserfiche or 
Windows Accounts users, or on the Everyone group. Laserfiche client 
applications only read attributes from individual users or the Everyone group. 
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The ability to set attributes on these groups is included for use with 
integrations and customizations. 

To view or modify trustee attributes  

1. Start the Laserfiche Administration Console.  

2. In the console tree, expand the desired Laserfiche Server item.  

3. Select the desired Laserfiche repository and log in as any user with the 
Manage Trustees privilege.  

4. Expand the Users and Groups node.  

5. Select Users, Windows Accounts or Everyone. If you are managing 
trustee attributes for a Laserfiche user or Windows Account, select the 
user or group to modify.  

6. From the Action menu, select Properties. The Properties dialog box 
will appear. Select the Attributes tab. This will display the attributes 
for that user.  

7. To copy values, perform the following:  

i. Select one or more values. You can select multiple values by 
holding down the CTRL key while clicking the values.  

ii. Right-click and select Copy.  

8. To paste values, right-click in a user's attribute list and select Paste.  

9. To manually add a value, perform the following:  

i. Click the Add button.  

ii. Type the name of the attribute you want to add in the Name 
option.  

iii. Type the value of the attribute in the Data option.  

iv. Click OK.  

10. To remove a value, select the attribute and click the Remove button.  

11. To manually modify a value, perform the following:  

i. Select an attribute from the list.  

ii. Click the Modify button.  

iii. Type a new value for the attribute in the Data option.  

iv. Click OK.  
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