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Abstract — In the current network communication 
infrastructure, there is a tremendous growth in heterogeneous 
computer network and proliferation of network traffic which 
demands efficient and secure network monitoring and network 
management. Mostly SNMP (Simple Network Management 
Protocol) based client server architecture is used for network 
management which uses SNMP as a protocol to provide 
centralized approach of network management which is quite 
efficient in terms of performance. Foremost problems related 
to this architecture are heterogeneity in networks, limited 
amount of bandwidth, lack of resources, lack of fault tolerance 
capability and huge amount of traffic generated on central 
server which can degrade the performance of network. 

        In this paper we proposed distributed and decentralized 
approach for the purpose of network monitoring and 
management which reduces the traffic around management 
station and alleviate processing load created by management 
protocol like SNMP. To facilitate distributed and decentralized 
monitoring, we proposed a secured multi-agent based 
architecture in which, we created different mobile agents for 
the purpose of getting network related information. Mobile 
agents retrieve network related information, which act as an 
input for network administrator. Network administrator uses 
this information to enhance the performance of network by 
managing network traffic and bandwidth utilization of 
network. Since security risk is the main drawback of mobile 
agent paradigm, so for this we have used ECC (Elliptical 
Curve Cryptography) which provides authentication as well as 
confidentiality to the monitoring process. 
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                  I.  INTRODUCTION 

With the growth of networking and distributed 

application issue of traffic load, bandwidth limitation and 

performance create problems that need to be managed. 

Mostly network management system uses SNMP protocol 

to manage network. It also uses some network monitoring 

tool which is based on client server architecture. To solve 

these cumbersome problems, network administrators have to 

monitor network on regular basis and manage traffic 

accordingly. In current communication infrastructure, many  

organizations follow centralized approach for network 

monitoring which creates extra burden on network, thereby 

reducing the performance of the network.  So in order to 

solve the problems like limitation of bandwidth, high 

network latency, lack of fault tolerance capability, network 

administrator should have to use such type of technology 

which has the capability of intelligence, autonomy, dynamic 

adaptation and the ability to reduce network overhead[9]. 

Mobile agent is the best alternative of these features that has 

advantages over other technologies like SNMP based client 

server architecture. Modern network scenario consists of 

heterogeneous network. To control and manage network 

traffic, network infrastructure requires some intelligent 

system which should have the ability of decision making 

and ability to give response dynamically [3,4,5,13]. Current 

network communication infrastructure generally follows 

centralized approach which may be the cause of huge 

amount of network traffic. Therefore, in order to reduce 

complexity and improve reliability, we need to follow 

decentralized approaches where mobile agents are the best 

alternative of decentralized or distributed network 

management. Mobile agents have the property of load 

balancing by which they distribute the overall load among 

the different nodes.  

     Mobile agents are object oriented software code that 

travels throughout the network for performing some 

specified tasks like retrieval of network related information 

[9]. Secure network monitoring has become a very 

challenging aspect for the organization and industries in 

their own network, so without hampering the usage of 

bandwidth, we propose a solution for this using Mobile 

Agents and implement some agents for network which will 

provide information related to CPUInfo, information related 

to installed firewall and routers, Network Utilization and 

Task Processes currently used on the clients. For this we 

have used JADE platform, by which we can easily construct 

more robust and fault tolerant systems. 

             In this paper we have used mobile agents paradigm 

to implement the network monitoring (instead of using the 

client-server paradigm) to alleviate the problem of load 

created by network management protocols and huge traffic 

and to investigate the network’s performance. In our agents 

based model we also propose a security model based on 

elliptic curve cryptography which ensures the authenticity 

and confidentiality of network monitoring agents. ECC 

works with smaller key sizes than RSA that provides faster 
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computations, lower power consumption, and bandwidth as 

well as memory savings.  

    Remaining paper is constructed in the following manner. 

Section 2 presents the related works which had been 

performed in the area of mobile agents based network 

monitoring and performance management. In Section 3 we 

have performed typical analysis between conventional 

approach of network monitoring and agent based monitoring 

on the basis of security and performance related issues.  In 

Section 4 we have proposed multi agent based system 

architecture to perform network monitoring and 

management and give cryptographic based model on ECC 

for providing authenticity and confidentiality. Section 5 

described experimental results and implementation details 

and finally future work and conclusion have been mentioned 

in section 6. 

 

II.   ANALYSIS OF PREVIOUS RESEARCHES  

The advancements and globalization in the field of 

computer network have created many tribulations like 

security and network overhead. To avoid these problems, 

network administrator has to monitor and manage network 

according to predefined security policy. Since last decade 

network monitoring and its management have been the 

biggest challenges for any distributed network 

infrastructure. In recent years, mostly organizational 

network infrastructure used protocols like SNMP and CMIP 

for network monitoring and management purposes. These 

protocols follow centralized approach of client server based 

architecture. 

            Due to the growth of computing technology and 

competition in market many vendors specific organizations 

typically provide hardware and software tools like Active 

spy ,VNC and others which have the features of network 

monitoring according to any network configuration[1]. 

Since these software tools are based upon client server 

architecture and follow centralized approach in which we 

have to install tools on each node of network and monitor 

the activity of whole network on a single server, it creates a 

lot of network traffic, which finally degrade the 

performance of network.  

    R.Pugazendi and K.Duraiswamy [2] proposed the method 

for network performance monitoring using mobile agents 

and monitored the network parameter like ip address of 

source, destination ip address, number of packets travelled 

through network, startup time, down time and bandwidth 

utilization of the network. With the help of these parameters 

authors have provided a solution to model network traffic 

for enhancement of network performance. The main 

objectives of proposed architecture are: implementation of a 

separate monitoring system, implementation of static and 

mobile agent at each node in the network. Manager agent is 

implemented for receiving data. Status agent is implemented 

for authentication purpose. 

    Umar Manzoor proposed multi agent based monitoring 

system rather than using a single agent [1]. In current 

scenario, traditional network infrastructure uses different 

types of network monitoring tools, which is installed and 

configured on each node of the network. But in tools based 

networking monitoring approach, user of each node may 

know that his node is being monitored by network 

administrator or someone else. In order to achieve the 

confidentiality and integrity in the process of network 

monitoring, authors proposed their architecture based on 

multi agent based system. Multi agent system is composed 

of different type of mobile and static agents which have the 

capability of resource monitoring, user activities monitoring 

and internet monitoring. In this proposed architecture there 

was one master controller agents (MCA) and different 

controller agent. Each controller agent was dispatched from 

master controller agent and performed some specified task 

by dispatching monitor agent and action agent and then sent 

response back to master controller agent periodically. 

Monitor agent travels through a set of nodes and looks for 

the illegal or unauthorized activity against predefined rule 

set. After retrieving information regarding user activity and 

processes, mobile agent sent this information back to 

controller agent (CA). In the same way action agent reaches 

to destination and performs actions according to policy like 

system logoff, unwanted process killing, system shutdown.  

     For providing decentralization, flexibility and reliability 

in network, mobile agents offer a promising approach of 

network management. Mobile agents travel from one host 

system to another host in a network and try to configure and 

monitor QOS (Quality of service) parameter related to 

network application. In order to enhance the performance of 

agent based network management system, Angelos 

Michalas proposed architecture, in which, monitoring and 

controlling of communication path between agents and 

network management station takes placed [6]. 

      Marcelo Goncalves [7] focused the performance issue of 

mobile agent based network management and showed how 

it performs better than SNMP. SNMP based management is 

centralized approach. SNMP based management is 

centralized approach due to which, if complexity of network 

increases, centralized approach does not facilitate the 

scalability i.e. centralized approach does not have ability to 

scale the network. Mobile agents offer decentralized [10] 

and distributed approach for controlling and reducing the 

consequences of network traffic and enhance the scalability 

of network. Authors proposed an architecture which is based 

upon multiple managers and master manager i.e. manager of 

all managers in a network. In order to perform monitoring 

and management task, domain manager sent mobile agent to 

different network elements. Mobile agents perform some 

task locally on this network’s element and sent back to 

domain manager. Each domain manager is controlled by 

manager of manager i.e. master manager, which takes all 

network related information from domain manager and 

performs management activity to enhance the performance 

of network in terms of its scalability. 
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III.   EXISTING NETWORK MONITORING SYSTEMS 

AND COMPARISON 

  

Rapid advancement of computer network requires 

efficient network monitoring and management for better 

utilization of resources. Conventionally, organizations 

adopted the centralized network management approach 

generally based on SNMP or monitoring tools, which is not 

efficiently used in wide spectrums of distributed or 

heterogeneous networks. In this section, we focus on 

comparative analysis of centralized approach of network 

monitoring and proposed mobile agent based network 

monitoring. 

 

A. Network Management system through SNMP:  

 

        Generally, Network infrastructure uses SNMP and 

CMIP as a network monitoring and management tool, which 

follows centralized client server architecture. SNMP has 

four components used in network management- Managed 

nodes, Management Station, Management information, 

Management protocol [3,4,5,8]. Managed Node can be a 

device which has the ability of communicating network’s 

status information to outside world. Host, routers, switches, 

bridges can be treated as managed node. A managed node 

behaves likes an agent platform which gives suitable 

environment to SNMP mobile agent to execute itself. Agent 

of each managed node maintains a database (MIB) of 

variables like packet loss rate at router. SNMP management 

station manages each of the managed devices. Management 

station is responsible for network monitoring by running 

management software. Management station runs different 

processes, which directly communicate with agents on 

Managed node and retrieve the information of MIB. Each 

MIB of managed node contains configuration information, 

performance information or fault tolerance parameter. 

 

B.   Network Monitoring and Management through Mobile 

Agents:  

        SNMP based network monitoring and management 

follows centralized approach which results in a huge amount 

of network traffic at central server. Due to huge of network 

traffic, performance of network degrades gradually. To 

overcome the serious issue of network traffic and to enhance 

the performance of network, a mobile agent came into 

existence. Current network scenario consists of 

heterogeneous network. To control and manage network 

traffic, network infrastructure requires some intelligent 

system which should have the ability of decision making 

and ability to give response dynamically [8, 9]. Current 

network infrastructure mostly follows centralized approach 

which may be the cause of huge amount of traffic in 

network. Therefore, in order to reduce complexity and 

improve reliability, we need to follow decentralized 

approaches where mobile agents are the option of 

decentralized or distributed network management. Mobile 

agents have the property of load balancing by which they 

distribute the overall load among the different nodes. 

   Mobile agent based management architecture consists of 

one manager who generates number of mobile agents and 

sends it to the network of managed node. Mobile agents 

travel from one managed node to another node 

autonomously and asynchronously and perform monitoring 

and management task at each node and collect network 

related information. After completing monitoring and 

management task, mobile agents sent back to manager.  

 

IV.   PROPOSED MULTI AGENT BASED SYSTEM 

ARCHITECTURE 

 
Various mobile agent based approaches have been proposed 

to monitor the network resources, services and processes 

through mobile agents. With the help of mobile agent 

communications, network administrator can get the relevant 

and necessary information for network management. Many 

researchers of this field have ensured that the agent based 

communication cannot be used widely until the problem of 

security is solved. So for providing the security to mobile 

agents, we will be authenticating all the mobile agents in the 

network using Elliptical Curve Cryptography because of its 

smaller key size.   

     In our project we have implemented some agents for 

network which will provide information related to CPUInfo, 

Network Utilization, Task Processes currently used on the 

clients. For this we have used JADE platform with the help 

of SIGAR API [17]. This model is very different in the way 

that the mobile agents interact with each other as well. Now 

while talking about mobile agents it is also very much 

important to solve the security related issues for the 

network, for which we have used Elliptical Curve 

Cryptography that will use one time pad key generation 

concept for each monitoring session. 

         We have implemented this using Java Platform using 

JADE framework .For creating mobile agents we have used 

JADE framework. In our proposed model a main container 

has to be formed at the server’s side which would be 

containing the entire containers present in the client’s sides 

of network. Following agents are created for monitoring and 

authentication purposes [17].  

 

 Stationary Agent (Server):  

- Resides at the server 

 - Responsible for cloning of Stationary agents at clients on 

the basis of List Generated by IPMac Agent. 

 Hash Agent (Server) 
- Resides at the server 

- Provides Encrypted Hash Values to the Agents for every 

client.  

- Verifies whether the mobile agent can   execute on the 

client machine or not. 

 - Maintains three maps for the following purposes; 
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1. m_pubkeys –:  Public key corresponding to 

the container name 

2. agent name_hashvalue–: Agent name corresponds 

to tier hash values. 

         3. cname_encmsg –: Encrypted messages   

                       corresponding to the container name. 

ECC Agent (Server) 
 - Resides at server 
- Responsible for all the calculating of the parameters  

required for ECC Algorithm and    server’s public   and 

private key. 

- Requests all the clients to generate their public and private 

key. 

- Grants permission to all the mobile agents to go and get 

executed on the client machine. 

IPMac Agent 
     -Mobile Agent  

     -Traverses through-out the Network 

     -Checks the IP address and Mac Address of all the clients 

and generates lists such as – 

Matched List-:All the clients with correct pairs of IP 

and MAC Addresses. 

Unmatched List-: Clients with different IP and 

MAC Addresses than those assigned to them. 

Visited list-:Clients, which have been visited earlier. 

IP Con–: Clients with their IP corresponding to their 

container’s name. 

 

    -Sends a message to Kill Container Agent on the basis of 

unmatched list produced 

 

Stationary Agent with Network Utilization and List 
Processes (Client) 
-      Resides on all the Clients. 

-    Generates the public- private keys pair of client. Every 

time IPMac Agent asks for public key and returns the public 

key back to the server's Hash Agent. 

-   Performs Network Utilization at the client’s side to check 

the percentage of Network Utilized by the client and gives 

the report to Net Report Generating Agent. 

-    Checks the List Processes currently running in the client 

machine and kills the unauthorized or unprivileged 

processes if found as per the restriction policies. 

-   Communicates with Hash Agent and asks whether to 

allow the Incoming agent to be executed or not. 

-    Stationary Agents on client machine communicates with 

each other to restrict certain users from opening certain 

folders on the timely basis by sending a prompt. 

 

Software Check  
-Mobile Agent  

-Traverses through-out the network and checks for all the 

softwares installed at the client .If any unauthorized 

software is found then it uninstalls it and reports it to the 

server.  

 

Net Report Generation Agent 
 -Mobile Agent 

-Traverses through-out the Network and generates a 

report having the information about the clients’ 

Network Utilization (i.e. the values greater than 

threshold, minimum value, Maximum Network 

Utilization). 

Services Report (Ports Used) 
 -Mobile Agent 

-Used for checking out the ports being used on client 

machine for ftp and http services and the process ids 

corresponding to it. 

Kill Container Agent (Server) 
 -Resides at the Server 

-Used for killing any unauthenticated agent in the 

network or any container found within the unmatched 

list. 

 

 
Figure.1 Architecture showing the Static and Mobile Agents 

 

A.  Process flow of network monitoring: 

 

Following steps are proposed for network monitoring and 

authentication [see fig 2]: 

Step1:  

At the server end we create IPMac agent and send it to all 

the clients. We verify whether the IP and Mac addresses of 

clients are according to the policy list (Initially set by 

administrator in which valid IP-MAC pair is provided) or 

not and generates the output by creating the 3 lists (matched, 

unmatched, visited) discussed above. 
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Step2: 

IPMac gives the generated matched and unmatched list to 

the stationary agent(at server end) which is responsible for 

cloning the stationary agent, and sends them to all the 

containers present in matched list and deletes the container's 

in unmatched list. 

Step3: 

Stationary Agents now have been created on each and every 

client machine and starts executing the required tasks. 

Step4: 

IPMac Agent triggers a message to ECC Agent which can 

now calculate the parameters for key generation. 

Step5: 

ECC Agent communicates with the Stationary Agents on 

client machine and sends the server's public key and all the 

parameter’s required for calculating public key and private 

key for each clients.   

 

 
 

Figure2: Multi agent based Architecture for Network Monitoring 

 

Step6: 

Stationary Agent on client machine will generate its private 

and public key and calculate shared secret key between 

client and server and sends this key to the Hash Agent. Hash 

Agent stores it in the map with corresponding client’s 

container and generates a group combined secret key for 

further communication. 

Step7:  

Meanwhile, stationary agent on client machines will also 

start to calculate Network Utilization every second. It will 

also be responsible for continuously checking the list of 

processes running on the client and kill the restricted 

processes (For e.g. vlc.exe at office time). 

Step8: 

Now Report Generation Agent will communicate with Hash 

Agent (At server end) about its leaving from the server. 

Step9: 

In response to this, Hash Agent will generate a Hash Value 

of the Requested Agent and encrypt it with the group key of 

the communication and give this to the requesting agent 

(Report Generation Agent). 

Step10: 
On reaching the client machine, report generating agent will 

give the encrypted value to the stationary agent on client 

machine that will be decrypted using group key. 

Step11: 

Then stationary agents confirm with the server Hash Agent 

whether the execute permission should be granted or not. 
Step12: 
If the Mobile agent is unauthorized server (Hash Agent) 

would kill that agent from network and sends information to 

the entire client’s about the unauthorized agent. 

Step13: 
When permission will be granted to execute, Report 

generating agent will perform its task and reports back to 

the server. 

Step14: 
Steps 8, 9, 10, 11, 12, 13 will be repeated for the all the 

mobile agents as well. After completion of this whole 

procedure, again a new pair of keys would be generated on 

all the machines and whole task would be repeated with 

those new pair of keys.  

 

B.  Process flow of ECC security: 

 

In the PKI infrastructure, Hirose [13, 14, and 15] introduced 

the concept of conference key distribution system in which 

Server is responsible for the selection of conference key and 

distributes this key in the network. In this model, every 

stationary agent is not allowed to communicate directly. All 

communications take place through server. Our model is 

influenced by this model in which following steps are 

performed to provide security in terms of authenticity, 

integrity and availability. Following steps are proposed for 

providing security [see fig3]. 

 

Initialization process: 
 

Step1: Choose a prime number, p. 

Step2: Choose elliptic curve parameters a and b that are 

suitable for security purpose. Group of some points Ep (a, 

b).  

Step3: Pick a point at infinity G = (x, y) on Ep (a, b). G 

should be the smallest value of n where nG = 0 is a very 

large prime number. G will be the base point of the curve.  

Step4: ECC Agent communicates with the Stationary 

Agents on client machine and sends the server's public key 

and all the parameter’s required for calculating public key 

and private key for each clients.   
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Each client’s stationary Agent Task 

 

Step1: Each stationary agent on client will generate private 

key less than the value of p, 

      

 Private key of each stationary agent < prime number’ p. 

Step2: Each stationary agent will calculate his public key. 

Each stationary agent’s public key is equal to stationary 

agent’s private key x base point, G. The public key is a 

point in Ep (a, b).  

Public Key of each stationary agent’s =    

         Private Key of each Stationary agent x base point, G 

 

Step3 : Each Stationary agent has private key and public 

key. So that, agents need to get the Server’s public key to 

generate the shared key. 

Step4: Once Stationary agent get Server’s public key, 

shared key between Stationary agents and Server can be 

easily computed. 

Shared Key of each Stationary agent, K i  = Private Key of 

each Stationary agent x Server’s Public Key. 

Step5: All Stationary agents should get their shared secret 

key, K i , which will be used instead of public key. Each 

Stationary agent encrypts the shared key using Server’s 

public key and sends it to the Server.  

Servers’ Task: 

 

Step1: The Server receives encrypted message from each 

Stationary Agent which contains their shared secret key. 

Step2: Server decrypts this message using its own private 

key.  

 

 
  Figure3.  Ecc based architecture 

 

Step3: Compute Combined Key, CK. All Stationary 

Agents’ shared keys and IV will be XOR together to 

produce the CK.                    

              CK= IVkkk ....321 ⊕⊕⊕ ,Where  IV  is 

initialization vector. 

Step4: Compute CK with hash function to produce the 

group key, GK [14]. 

             GK= Hash (CK). 

Step5: When Group Key, GK is ready, the Server encrypts 

the group key with shared key of each stationary Agent and 

sent it to all stationary Agents in the group.  

Step 6: All Stationary Agents can communicate with server 

directly using Group Key GK.   

 
V.  EXPERIMENTS AND RESULTS: 

 
We have implemented our architecture using Java Platform 

using JADE framework [10] [17] [see fig 4]. For creating 

mobile agents we have used JADE framework. These agents 

move to the places where data are stored and retrieve the 

information which is requested by server.  
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                    Figure4.  JADE Framework at server end      

 

Initially at the server’s side a main container has to be 

formed which would be containing the entire container’s 

present in the network.  We tested our application on a LAN 

with a server and three clients. At the server end first we 

created a main container which consists of different static 

and mobile agents [5]. 

 

 
 

 
Figure 5 -IPMac Agent on Client Machine 

 

Figure 5 corresponds to the execution of the IPMac Agent, 

where it checks the various network related properties like 

IP, Subnet, Mac Address, Gateway etc and  verifies that 

whether IP is  of  the concerned network or not. Figure6 

corresponds to the execution of Net Report Agent which at 

first sends the encrypted message to stationary agent of 

client who decrypts it and confirms it with the server 

whether to grant him the permission to execute or not. Then 

after getting the permission it receives the maximum, 

minimum and all the values which is above the threshold 

value (Set by administrator) of the Network Utilization of 

the client.  

 

 
       Figure 6-Net Report Generation Agent on Client 

 

Figure 7 shows the service report mobile agent which first 

gets verified and then checks for the services being used by 

the client and the ports corresponding to it. 
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Figure7.  Service report mobile agent 

 

VI.   CONCLUSIONS AND FUTURE WORKS 

 
In the process of making software application for Network 

Monitoring and Security using Mobile Agents, we are up 

with the making of mobile agents using JADE, which can 

be used for Network Monitoring. The various prospects 

which we have focused for Network Monitoring are 

Network Utilization, List Processes currently being used, 

Network Services, and IP and Mac Address verification. 

With this we have provided an authentication to the Mobile 

Agents by using Elliptical Curve Cryptography (ECC) 

Algorithm which can stop any unauthorized agent to get 

executed in the network. We can increase the size of key 

and prime number to make our agents and architecture more 

secure for which we had to make the calculation more 

robust so that it is less time consuming. There is wide scope 

of increment in the Network Monitoring Module as there 

can be a lot of factors including in it.  
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