
 

 

DRAFT -- NOT FOR FURTHER CIRCULATION    (14 April 2010) 
 
Meeting on Small Batch and Single-Ballot Methods for Vote Tabulation Auditing 
 
On March 27 and 28, 2010, Verified Voting and Common Cause sponsored a meeting of 35 election 
officials, statisticians, computer and political scientists, election integrity advocates, and voting system 
vendor technical staff at the offices of Common Cause in Washington, D.C. to share experiences and 
ideas relevant to making post-election manual tally audits more efficient by auditing vote tallies smaller 
than those from whole election precincts.1   
 
Election precincts are currently the most common unit of post-election manual tally auditing; to check 
the accuracy of vote tallies, jurisdictions conducting audits typically choose at random a prescribed 
number or percentage of precincts, count the ballots in the chosen precincts by hand, and compare 
those results with official published subtotals for those same precincts -- usually produced by an 
electronic vote tabulation system. However, the size of whole precincts (1000 or more ballots is 
common in general elections, with considerable variation), usually causes jurisdictions to hand-count 
many more ballots than is necessary to confirm the outcomes of most elections with a low risk that the 
confirmation is not correct..      
 
A number of papers  have recognized the potential benefits of “small-batch” or ideally, “single-ballot,” 
election audit methods, especially for increasing the efficiency of manual tally audits (for further 
explanation and discussion of these methods, as well as our agenda and participant list, see 
https://sites.google.com/site/electionaudits/small-batch ). This meeting marked the first time that 
diverse stakeholders involved in election verification met together for the explicit purpose of 
identifying potential benefits and challenges involved in making small-batch audits a reality. 
 
Meeting participants agreed on a number of points, and identified ongoing challenges with regard to 
others. Points of agreement included the following:  
 

• Vote tabulation audits require being able to easily get and manipulate subtotals and/or 
individual Cast Vote Records (CVR’s) from vote tabulation systems as well as the physical 
ballot records to which those subtotals correspond. This presents challenges for storage, 
management and retrieval of the physical ballot records as well as for access to corresponding 
electronic CVR’s (if any) and subtotals. If we want to audit single ballots or small batches of 
ballots other than precincts, election officials need to be able to easily retrieve sampled ballots.  

 
• In order to facilitate efficient data manipulation for vote tabulation audits, ballot definition as 

well as data exchange between voting systems components should support a standard machine-
readable family of data formats using the Election Markup Language (EML). Vendors and other 
election data stakeholders should work with the newly reorganized IEEE P1622 Committee on 
Voting Systems Electronic Data Interchange, the OASIS Election and Voter Services Technical 
Committee, and, election data experts at the National Institute of Standards and Technology 
(NIST) to refine EML data formats suitable for United States election jurisdictions. 

 

                                                
1 Verified Voting and Common Cause are indebted to Lynn Garland, Mark Halvorson, Joseph Lorenzo Hall, Mark 

Lindeman, Neal McBurnett, Philip Stark and others for their advice and support in planning this meeting. Their 
contributions did much to make this event a success. 



 

 

 
 

• One promising approach is for election system vendors to work with election officials and 
auditing experts to develop standard procedures for making cloned copies of voting systems' 
SQL databases that may contain ballot images and cast vote records (including mark 
interpretations) as well as vote tabulation summaries for each contest. Using encryption keys 
from election officials, these database copies could be queried directly using SQL to obtain data 
necessary for small batch and single-ballot audits. 

 
• Another promising technology that might help manage paper ballot records as well as support 

single-ballot vote tabulation audits for optically scanned voter-verified paper ballots involves 
making a semi-photographic digital representation of each cast ballot as it is scanned. Most 
such systems can also facilitate identification and interpretation of questionable ballot marks 
because each cast vote record includes an assessment of  the response for each choice on each 
contest on each ballot (i.e, the percentage for which each choice has been marked.                 
New optical scan equipment from federally certified voting system vendor participants in our 
meeting (Dominion, Hart InterCivic, and Sequoia) now uses such technology, as do systems 
from other meeting participants True Ballot, Inc. (which has been running elections for 
municipalities, unions, associations, and other organizations since 1995), the Humboldt County, 
California, Transparency Project, and the Clear Ballot Group (a new commercial system that 
recently ran a pilot project in Leon County, Florida).  Some such systems add a sequential 
printed identifier to each ballot just prior to digital scanning (either in precinct or centrally), 
while others can intersperse ballots with record management sheets in order to facilitate 
subsequent retrieval.  Some systems (Humboldt and Clear Ballot) are intended to supplement 
existing certified systems. That is, all ballots are independently scanned, numbered, and 
digitized centrally after they have been scanned and counted by the officially certified system. 
They can also create cast vote records that may not be available from older certified optical scan 
systems, as well as an independent check of ballot interpretation, subtotal checks, etc.   

 
• Voter-verified paper records from Direct Recording Electronic Voting Devices (DRE’s) cannot 

be processed by independent hardware and software as easily as optically scanned voter-
verified paper ballots, in part because they are usually recorded on thin thermal paper that is 
kept in rolls. However, such paper records can be compared with corresponding individual 
electronic Cast Vote Records (CVR’s) that are captured and stored for each ballot cast on such 
machines. Each vendor provides the capability to match CVR’s with individual ballot records 
on the paper rolls. Whereas some states and local jurisdictions require that each ballot record on 
such paper rolls must include an identifier that can be used to match it with the corresponding 
Cast Vote Record, other states and local jurisdictions prohibit printing any kind of identifier on 
the paper record that can be used to connect it with its corresponding Cast Vote Record. In order 
to use single ballot methods in the latter situation, those state or local laws would need to be 
changed.  

 

• Accuracy of hand counts is essential, since that is the independent standard against which vote 
tabulations must be compared. Experiences in some jurisdictions show a high degree of 
accuracy in hand-counted audits (e.g., Minnesota, in which the machine count, the audit hand 
count, and the official hand recount of the 2008 U.S. Senate election were strongly consistent), 
but in others (e.g., Connecticut), local election officials have noted problems with producing a 



 

 

reliable hand tally. A number of researchers are examining the accuracy and reliability of 
different hand counting methods, and the results of that research should be published soon. 

 
• We need good written materials explaining why hand counting a relatively small number of 

ballots in smaller batches can provide more certain confirmation of  results than hand-counting 
more ballots from larger batches, as well as step-by-step procedures for sampling small batches 
or individual ballots and comparing them with official results for vote tabulation audits. 

 
• One of the core axioms of vote tabulation auditing is that election officials must “commit” to 

sub-totals by publishing results for each batch of ballots before batches are randomly selected 
for hand counting. If ballot confidentiality concerns prevent publishing small batch sub-totals or 
individual cast vote records on the web in order to “commit” them, then election officials 
should be required to use procedures to “escrow” the committed small batch sub-totals and/or 
individual cast vote records in a way that (a) cannot be changed (e.g., some kind of digital 
signature), and (b) show how the individual ballots or small batches total to published subtotals 
for larger units, and (c) can be reviewed and compared with audit results and published 
subtotals by independent observers 

 
It is fortunate that small batch and single-ballot vote tabulation auditing methods do not necessarily 
require publishing small batch or single ballot images on the web (as explained in the last point above) 
because there was a wide range of opinons among meeting participants on voter privacy and ballot 
anonymity issues. Some think that transparency benefits of publishing raw ballot images on the web far 
outweigh the potential liability in terms of vote-buying and voter coercion. Others urged caution 
because web publication of ballot images or cast vote records could make “wholesale” vote buying and 
coercion even easier than they already are with unexcused absentee and vote by mail ballots. Some 
suggested a compromise approach publishing images and/or cast votes for single contests, but 
publishing disaggregated contest images significantly weakens third party verifiability. Ballot 
anonymity is clearly a topic for further discussion. 
 
Participants brought a unique diversity of perspectives to this meeting, and there was a sense that it 
marked another important step in election verification efforts. We hope it has laid the foundation for 
productive ongoing conversations among stakeholders in election auditing. 
 
We are delighted to report that discussions are continuing via email, and one participant has already 
written the initial draft for a paper inspired by our discussions entitled “Super-Simple Simultaneous 
Single-Ballot Risk-Limiting Audits” http://statistics.berkeley.edu/~stark/Preprints/superSimple10.pdf 


