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Privacy and the Internet of Things

 The right to privacy was recognized as early as 1948 by the United 

Nations in the Universal Declaration of Human Rights, Article 12:

 With the advent of the IoT, 

 according to which the Internet connectivity paradigm shifts towards almost 

every object of everyday life, 

 privacy will undeniably become as crucial as ever
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“No one shall be subjected to arbitrary interference 

with his privacy, family, home or correspondence, 

nor to attacks upon his honour and reputation. 

Everyone has the right to the protection of the law 

against such interference or attacks.”



Motivating Application of Location-Based Internet Access
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LBS Provider

 Internet-enabled devices equipped with any sort of location tracking 

technology, frequently operative near a fixed reference location

 Devices access the Internet to contact information providers, to 

inquire about location-based information not requiring perfectly 

accurate coordinates: weather reports, traffic congestion, local news 

and events
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Privacy Risk

 Even if authentication to the information providers were carried out 

with pseudonyms or authorization credentials, 

 accurate location information could be exploited by the providers to infer 

user identities, 

 for example with the help of an address directory such as the yellow pages

 Analyzing both location-based and location-independent queries 

coming from these devices, 

 information providers could profile users according to their queries, 

 in terms of both activity and content, 

 thereby compromising their privacy
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Main Contribution of our Work

 We develop a multidisciplinary solution to the application of private 

retrieval of location-based information motivated previously

 Our solution 

 relies on a location anonymizer, 

 is based on the same privacy criterion used in microdata k-anonymization,

 provides anonymity through a substantial modification of the Lloyd 

algorithm, a celebrated quantization design algorithm, 

 endowed with a numerical method to solve nonlinear systems of equations 

inspired by the Levenberg-Marquardt algorithm
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Background on Privacy in LBSs

 Mediation of a TTP in the location-based information transaction

 Acting as an anonymizer; the provider cannot know the user ID, merely the 

identity IDTTP of the TTP itself inherent in the communication

 Acting as a pseudonymizer by supplying a pseudonym ID’ to the provider, 

but only the TTP knows the correspondence between the pseudonym ID’ 

and the actual user ID

 A convenient twist to this approach is the use of digital credentials 

granted by a trusted authority, namely digital content proving that a 

user has sufficient privileges to carry out a particular transaction 

without completely revealing their identity [Chaum 85, Bianchi 08]
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Background on Privacy in LBSs

 Users may contact an untrusted LBS provider directly, perturbing their 

location information in order to hinder providers in their efforts to 

compromise user privacy in terms of location [Duckham 01]

 No protection in terms of query contents and activity

 Inherent trade-off between data utility and privacy

 A wide variety of perturbation methods for LBSs has been proposed, 

based on Cartesian coordinates, graphs, multiple client-server 

interactions [Duckham 05, Ardagna 07, Yiu 08]
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Background on Privacy in LBSs

 Some TTP-free methods rely on the collaboration between multiple 

users, for instance groups of users that know each other’s locations 

but trust each other [Chow 06]

 Other TTP-free methods build upon cryptographic methods for PIR,

 which may be regarded as a form of untrusted collaboration between users 

and providers [Ghinita 08]

 Recall that PIR enables a user to privately retrieve the contents of a 

database, indexed by a memory address sent by the user, in the sense that 

it is not feasible for the database provider to ascertain which of the entries 

was retrieved [Ostrovski 07]
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k-Anonymity

 A specific piece of data on a particular group of individuals is said to 

satisfy the k-anonymity requirement if the origin of any of its 

components cannot be ascertained, beyond a subgroup of at least k

individuals

 The concept of k-anonymity, originally proposed by the SDC 

community [Samarati 98, 01], is a is a widely popular privacy criterion, partly 

due to its mathematical tractability, albeit it is not without important 

limitations [Truta 06, Sun 08, Machanavajjhala 06, Rebollo-Monedero 08]

 k-Anonymity has been applied to privacy in LBSs, commonly without 

the assumption that collaborating users necessarily trust each other

 k users add zero-mean random noise to their locations and share the result 

to compute the average, which constitutes a shared perturbed location sent 

to the LBS provider [Domingo-Ferrer 06]

 Privacy homomorphisms may prove more convenient in the computation of 

this shared perturbed location [Solanas 08]
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A Functional Architecture for k-Anonymous 

Location-Based Information Retrieval

 A TTP collects accurate location information of the home location, 

possibly already publicly available in address directories

 This party performs k-anonymity clustering of locations, that is, groups 

locations minimizing the distortion with respect to centroid locations 

common to k nearby devices
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A Functional Architecture for k-Anonymous 

Location-Based Information Retrieval

 The devices trust this intermediary party to send them back the 

appropriate centroid, which they simply use in lieu of their exact home 

location, and together with their pseudonym, in order to access LBS 

providers

 Ideally, the TTP would carry out all the computational work required to 

cluster locations while minimizing the distortion, in a reasonably 

dynamic way that should enable devices to sign up for and cancel this 

anonymization service based on the perturbation of their home 

locations
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Optimality Conditions for Conventional Quantization Design

 Distortion measure           , expected distortion

 Centroid condition: optimal reconstruction given a quantizer

 Nearest-neighbor condition: optimal quantizer given a reconstruction 
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Optimality Conditions for k-Anonymous Clustering

 Distortion measure           , expected distortion

 Probability constraints generalizing k-anonymity requirement for n

records to arbitrary PDFs

 Centroid condition: optimal reconstruction given a quantizer

 Nearest-neighbor condition: optimal quantizer given a reconstruction 
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Modification of the Lloyd Algorithm for                                      

Probability-Constrained Quantization (PCL)
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Choose initial reconstruction and initial costsx̂(q) c(q)

Update costs         so that probability constraints                           are 

satisfied, given current reconstruction  
c(q) pQ(q) = p0(q)

x̂(q)

Find optimal quantizer corresponding to current reconstruction       

and current costs 

 The problem of finding the costs satisfying the probability constraints

 is a system of nonlinear equations,

 which can be solved numerically using a Tychonov-regularized Gauss-

Newton method or the Levenberg-Marquardt method

c(q)
x̂(q)q(x)

Find optimal reconstruction          corresponding to current quantizerx̂(q) q(x)



Experimental Setup

 Quadratic-Gaussian case

 MSE as distortion measure

 Data X is a zero-mean Gaussian d-dimensional random vector, with 

covariance

 where                   and d=2,3,4

We content ourselves with the empirical intuition provided by such simple 

synthetic data. However, it is far from difficult to find real-world data roughly 

fitting a jointly Gaussian model. This is certainly the case of the height and 

(the logarithm of) the weight of adult men, with correlation coefficient 0.48 
[Burmaster 98] 

 n = 217 = 131072 points drawn according to these statistics

 Probability constraints                         (k-anonymity requirement)

 20, . . . , 26 cells, corresponding to k = 217, . . . , 211, respectively
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Quantizers Optimized with PCL vs. MDAV
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 Clustering of n=131072 Gaussian samples into 16 equiprobable cells 

using MDAV and PCL



Quantizers Optimized with PCL vs. MDAV
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 Clustering of n=131072 Gaussian samples into 16 equiprobable cells 

using MDAV and PCL



Distortion Improvement with PCL vs. MDAV
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½ = 0 ½ = 1=2

jQj 2D 3D 4D 2D 3D 4D

2 0.87% 1.01% 0.83% 0.76% 0.17% 0.50%

4 10.57% 13.87% 7.45% 1.94% 1.70% 2.38%

8 13.99% 15.24% 17.17% 8.12% 7.41% 6.81%

16 17.48% 15.85% 15.59% 10.43% 11.74% 10.32%

32 17.14% 17.53% 15.89% 13.76% 14.29% 13.43%

64 19.36% 18.18% 16.52% 17.47% 16.04% 15.34%

 In all cases the difference between the minimum cell probability 

obtained by PCL, and the desired probability, attained exactly by 

MDAV, was inferior to 0.4 %, the worst case being that with the 

maximum number of cells 64

 On the other hand, distortion improvements were as high as 19 % and 

increased with the number of cells



Conclusion

 According to the vision of the IoT, the paradigm of Internet 

connectivity is expected to shift to almost every object of everyday 

life. Concordantly, we shall expect privacy, particularly in LBSs, to 

rapidly gain even greater importance

 In this spirit, here we propose a multidisciplinary solution to an 

application of private retrieval of location-based information with 

location-aware devices, commonly operative near a fixed reference 

location

 Our solution relies on a location anonymizer, 

 is based on the same privacy criterion used in microdata k-

anonymization,

 and provides anonymity through a substantial modification of the Lloyd 

algorithm, a celebrated quantization design algorithm, 

 endowed with a numerical method to solve nonlinear systems of 

equations inspired by the Levenberg-Marquardt algorithm
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Conclusion

 The k-anonymous location clustering mechanism implemented by the 

location anonymizer is regarded more generally as a problem of 

minimum-distortion, probability-constrained quantization, which 

also addresses applications of similarity-based, workload-

constrained resource allocation

 We extend the Lloyd algorithm from conventional quantization 

design to probability-constrained quantization

 The centroid condition remains the same, 

 but the nearest-neighbor condition is expressed in terms of an additive 

cost function that shifts cell boundaries to satisfy the probability constraint
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Conclusion

 Our framework enables us to represent a quantizer unambiguously 

and compactly, 

 simply as a list of reconstruction values and costs, one per cell, rather than 

an arbitrary clustering of a large cloud of points.

 This is particularly useful when a model of the data is given by means of a 

PDF, for which a probability-constrained quantizer is to be designed 

only once, 

 but later on applied repeatedly to dynamic sets of samples distributed 

according to the original model

 We report experimental results regarding k-anonymous clustering for 

Gaussian and uniform statistics, with MSE as distortion measure

 The resulting quantization cells are observed to be convex polytopes, 

 and just as in the conventional Lloyd algorithm, the sequence of 

distortions is nonincreasing and the clustering configurations seem to 

rapidly converge to a low-distortion solution

 significantly better than that provided by MDAV
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