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INTRODUCTION 

The following is a briefly summarized, nontechnical statement of main research directions 

regarding privacy of information systems, pursued by the Information Privacy Group 

(IPG), within the Information Security Group (ISG) of the UPC. 

The right to privacy was recognized as early as 1948 by the United Nations in the 

Universal Declaration of Human Rights. With the accelerated growth of information 

technologies, and the trend towards the acquisition of a virtual identity on the Internet by 

nearly every person, object or entity, privacy will undeniably become as crucial as ever. 

PURSUED RESEARCH AVENUES 

Our current work aims to apply mathematical formalisms, originally intended for 

information-theory and operational data compression, to the trade-off between 

privacy and data utility in information systems. We elaborate on this engaging 

research objective along the dimensions of application scenarios and theoretical 

formulations. 

Our application scenarios include a variety of information services, such as location-

based querying, Internet search, database publishing, content-sharing networks and 

recommendation systems. Further details are provided in the next subsection. 

The privacy problems posed by these services are mathematically formalized as 

theoretical optimization problems involving metrics that quantify both the information 

privacy gained and the service utility lost due to privacy-protecting mechanisms that 

perturb, forge or suppress data. We seek mathematically optimal solutions in the sense 

that utility is maximized for a given privacy constraint, and vice versa. The theoretical tools 

utilized so far draw upon the fields of information-theory, data compression, probability and 

statistics, convex optimization and linear algebra. 

Application Scenarios 

More specifically, our research contemplates the following conceptually intersecting 

application scenarios. 

 The opening up of enormous business opportunities for location-based services 

(LBSs) is the result of recent advances in wireless communications and the wide 

availability of highly accurate positioning devices, commonly based on GPS technology. 

These include concierge services, entertainment, advertising, and emergency assistance. 

A great deal of sensitive information may be inferred from the knowledge of the user 
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location at a given time, and configured user preferences. Among the plethora of 

techniques available, we study the case when users may contact an untrusted LBS 

provider directly, perturbing their location information in order to hinder providers in 

their efforts to compromise user privacy in terms of location, although clearly not in 

terms of query contents and activity. This approach, sometimes referred to as 

obfuscation, presents the inherent trade-off between data utility and privacy common to 

any perturbative privacy method. 

 Private information retrieval (PIR) protocols enable a user to privately retrieve the 

contents of a database, indexed by a memory address sent by the user, in the sense that it 

is not feasible for the database provider to ascertain which of the entries was retrieved. 

We regard PIR more generally to apply to any sort of service contemplating the provision 

of information to individuals, including LBSs, Internet searching or database querying. 

We also consider query forgery in search engines, semantic tag suppression in 

tagging services such as Movielens or Delicious, the combination of forgery and 

suppression, and even the exchange of queries between users. 

 Statistical disclosure control (SDC) commonly refers to databases, precisely, 

microdata sets carrying information on individual respondents, say people or companies, 

to be published. In general, the data sets contain key attributes or quasi-identifiers, 

namely attributes that may be linked with external information to identify the 

respondents to whom the records in the microdata set refer. Examples are job, address, 

age and gender. Additionally, the data set contains confidential attributes with sensitive 

information on the respondent, such as salary, religion, political affiliation or health 

condition. Perturbation of the key attributes enables us to preserve privacy to a certain 

extent, at the cost of losing some of the data utility with respect to the unperturbed 

version. We are applying information-theoretic methods based on Shannon’s rate-

distortion theory and quantization techniques from data compression to find a 

mathematically optimal tradeoff between privacy and distortion. Mechanisms used 

contemplate both randomized and deterministic aggregation of the data. 

 Sensitive data, stored in the form of user profiles and preferences, or inferred from them, 

is commonly exchanged in content-sharing networks and recommendation 

systems, and for personalized web access. 
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