
    

{jforne,david.rebollo,javier.parra}@entel.upc.edu 

Department of Telematics Engineering 

Technical University of Catalonia (UPC) 

Barcelona, Spain 

On Privacy in 

Information Systems 

Jordi Forné, David Rebollo-Monedero, 

and Javier Parra-Arnau  

Research Overview Barcelona, Oct 9, 2012 
1 



    

Outline 

 Information Security Group (ISG) at the Technical University of 

Catalonia (UPC) 

 

 Research of the ISG on privacy in information systems 

 Privacy-utility trade-off in data perturbation 

 Statistical disclosure control 

 User profiles in personalized information systems 

 Collaborative anonymous communications in wireless networks via Crowds 

 𝑘-Anonymous microaggregation of trajectories  
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The Information Security Group 

at the Technical University of 

Catalonia 



    

ISG 

 The Information Security Group (ISG) is a research group with the 

Department of Telematics Engineering at the Universitat Politècnica de 

Catalunya (UPC).  

 Over the course of 20 years, the ISG has published extensively in 

conferences and journals of international prestige.  

 The ISG has participated in numerous government and industry 

projects.  

 The Catalan Official Telecommunications Society awarded the group 

with the 2003 Prize for the Most Outstanding Research Project. 

 The ISG possesses experience in FP6 UBISEC, FP6 e-

Representative and several Leonardo da Vinci projects. 
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ISG 

 The group is presently composed of 

 9 professors,  

 1 postdoctoral researcher and  

 10 doctoral candidates. 

 Our research activity aims to address a rich variety of interlaced issues 

concerning advanced information privacy and security in the design of 

trustworthy information-exchange functionality. 

 Currently, the main topics of interest are  

 authentication,  

 copyright protection,  

 mobile-agent security,  

 privacy,  

 security in peer-to-peer (P2P) networks, and  

 security in wireless networks. 
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Privacy-Utility Trade-Off in 

Data Perturbative Strategies 



    

Privacy vs. Utility 

 In numerous applications, the intended recipient of sensitive 

information may not be trusted 

 The very same recipient may constitute a privacy attacker 

 Or may leak information to a privacy attacker 

 Delivering this information brings utility to the user, but at the same 

time poses a privacy risk 

 Examples: search engine, recommender system, online social network 
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Privacy via Perturbation 

 We investigate privacy beyond the traditional approaches of access 

control and confidentiality through encryption 

 Consider privacy-enhancing mechanisms based on data perturbation 

strategies 

 These strategies are noninvertible, either noninjective or randomized 
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Privacy-Utility Trade-Off 

 Video codecs 

 Operate at various levels of distortion and bit rates 

 Strive to optimize one quantity for a given constraint on the other; can’t 

have both low distortion and low bit rate 

 Advanced coding seeks to optimize the inherent rate-distortion trade-off  

 Data perturbation also poses a trade-off between privacy and utility 
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Example: Recommendation System 

 Privacy-enhancing technologies leveraging on data perturbation 

present an inherent trade-off between privacy and data utility 

 utility loss in terms traffic overhead, semantic functionality, accuracy of the 

recommender’s prediction 
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Measurement of Privacy and Utility 

 Quantifiable measures of privacy and utility enable us to 

 assess, compare,  

 improve and optimize 

 privacy-enhancing mechanisms, in terms of their privacy-utility trade-

off, from both 

 theoretical and  

 numerical perspectives. 

 

 Utility metrics extensively studied 

 Privacy metrics still an open problem 
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Our Research in Privacy 

 The ISG at the UPC investigates the extension of mathematical 

formalisms, originally intended for information-theoretic and 

operational data compression, as well as convex optimization, to the 

trade-off between privacy and data utility in information systems. 

 

 Loosely speaking 

 Privacy metrics  information theory 

 Data-perturbative mechanisms  data compression 

 Convex optimization  privacy-utility trade-off optimization 
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Main Application Scenarios 

 Personalized, social information systems 

 Online search and private information retrieval (PIR) 

 Location-based services (LBSs) 

 Semantic Web and resource tagging 

 Recommendation systems 

 Personalized news 

 

 Statistical disclosure control (SDC) 

 Privacy in database publication 

 𝑘-anonymous microaggregation and extensions 

 

 Anonymous communication systems 

 Crowds, mix networks 

 Optimization of the QoS-privacy trade-off 

 Wireless, vehicular, lossy networks 
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Statistical Disclosure Control 



    

Statistical Disclosure Control (I) 

 Key-attribute values within a group are replaced by a common 

representative value (e.g., mean), range or category 

 𝑘-Anonymity is the requirement that at least 𝑘 records share a 

common representative (perturbed) key-attribute tuple 
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Name Age Nationality 
Health  

Condition 

William 45 US AIDS 

Emmanuel 42 French AIDS 

Syme 47 Indian AIDS 

Naoto 31 Japanese Diabetes 

Katharine 30 US Heart Disease 

Julia 36 British Heart Disease 

key attributes identifiers confidential attribute 

original table 

Age Nationality 
Health  

Condition 

40 – 50  * AIDS 

40 – 50  * AIDS 

40 – 50  * AIDS 

< 40 * Diabetes 

< 40 * Heart Disease 

< 40 * Heart Disease 

published, perturbed table 

key attributes confidential attribute 



    

Statistical Disclosure Control (II) 

 𝑘-Anonymity not a measure of privacy without flaws 

 Similarity attack 

 Skewness attack, difference between prior and posterior distribution 

 Background knowledge attack, additional side information available 
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Name Age Nationality 
Health  

Condition 

William 45 US AIDS 

Emmanuel 42 French AIDS 

Syme 47 Indian AIDS 

Naoto 31 Japanese Diabetes 

Katharine 30 US Heart Disease 

Julia 36 British Heart Disease 

key attributes identifiers confidential attribute 

original table 

Age Nationality 
Health  

Condition 

40 – 50  * AIDS 

40 – 50  * AIDS 

40 – 50  * AIDS 

< 40 * Diabetes 

< 40 * Heart Disease 

< 40 * Heart Disease 

perturbed table 
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PCL 

 Probability-constrained Lloyd (PCL) algorithm 

 Outperforms state-of-the-art microaggregation algorithm, maximum 

distance to average vector (MDAV) 

 Less MSE distortion for the exact same 𝑘-anonymity constraint (15-25%, 

depending on dataset) 

 

 Adapts and combines 

 Data compression (quantization) technique, Lloyd-Max/𝑘-means algorithm 

 Numerical optimization technique, Levenberg-Marquardt algorithm 

 

 Also investigating metrics, variations and extensions of 

microaggregation 

 Privacy-preserving surveys and voting 

 Statistical dependence with confidential attributes as a measure of utility 
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Privacy Protection of 

User Profiles 



    

Personalized, Social Information Systems 

 Recent years have witnessed the accelerated growth of a rich variety 

of ICTs of unprecedented sophistication, especially on mobile 

technology, which strive to tailor information-exchange functionality to 

the specific interests of their users. 

 Examples of these technologies comprise 

 personalized Web search,  

 resource tagging in the semantic Web, and  

 multimedia and social recommendation systems. 

 Most of them build upon, or lend themselves to, the creation of user 

profiles, which, by themselves but especially when combined across 

several information services, pose evident privacy and security risks. 

 On the other hand, it is precisely the availability of such sensitive data, 

what enables such intelligent functionality. 
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User Profiles 

 Users need to communicate their preferences to the recommender in 

order to obtain a prediction for those items they have not yet 

considered 
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Query Forgery in Online Search 

 Query forgery consists in accompanying genuine with forged queries 

 Loss in utility is traffic and processing overhead incurred 
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Tag Suppression in the Semantic Web 

 Tag suppression consists in refraining from tagging certain resources 

in order to avoid being accurately profiled by an external attacker, 

possible the service provider itself 

 comes at the expense of semantic loss and processing 
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Other Profile-Perturbative Strategies 

 Coprivate query exchange between users in order to present an 

untrusted information provider with a distorted observation of their 

actual profiles of interests 

 Query generalization consists in replacing (specific) genuine queries 

with (general) query categories 
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A Measure of Anonymity of a User Profile 

 The anonymity of a perturbed profile may be measured by means of 

information-theoretic quantities, such as 

 Shannon entropy or  

 Kullback-Leibler divergence. 

 As rough indicators of the number of users with a similar profile, as 

well as the dissimilarity with respect to the average profile of the 

population or any other reference group. 

 

 Such metrics enable us to quantitatively 

 evaluate 

 compare and 

 optimize 

 profile perturbation strategies, such as those aforementioned. 
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Anonymous Communication 

Systems 



    

Crowds [Reiter, Rubin 98] 

 Anonymous communication systems 

 Lyndon B. Johnson (president of the United 

States, 1963-69): “Every man should know that 

his conversations, his correspondence, and his 

personal life are private.” 

 Anonymous proxies 

 Mix networks 

 Collaborative forwarding 

 Crowds is a protocol for collaborative 

anonymous communications 

 With a certain probability, a message is sent 

directly to a common receiver 

 Otherwise, it is forwarded to a peer, and the 

process is repeated 

 Originally formulated and analyzed for lossy 

networks 

 

26 

2 3  𝑛 

1 

Rx 
𝑝 

𝑝 

𝑛 − 1
 



    

Extension of Crowds to 

Wireless & Vehicular Networks 

 Consider extension of Crowds to wireless and 

vehicular networks 

 Losses, single-hop vs. multihop, occlusions, 

routing protocols 

 Preliminary anonymity-QoS analysis 

 𝑞: within-link loss probability, 𝑝: sending 

probability 

 First user 𝐹, last user 𝐿 

 QoS in terms of extended delay Δ in number of 

hops 

 End-to-end loss probability 𝑃 Δ = ∞  

 Average delay 𝐸 Δ Δ < ∞  

 Anonymity 𝑃{𝐹 ≠ 𝐿|Δ < ∞} 

 Attacker model: Rx estimates 𝐹 𝑀𝐴𝑃 = 𝐿 
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Mixes 

 Trusted nodes that reorder and delay messages to preserve the 

unlinkability between incoming and outgoing messages 
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Other 



    

MicroAggregation of Trajectories 

 Consider 𝑘-anonymous microaggregation of trajectories, 

 i.e., sequences of positions indexed by synchronized reference times, 

 regarded as quasi-identifiers 

 

 Computational complexity typically linear with number of dimensions 

 

 Orthonormal projections  

 Principal component analysis (PCA) 

 Discrete cosine transform (DCT) 

 Computationally efficient 

 Suitable for stationary processes 

 

 Microaggregating in the transformed, projected domain, may 

significantly reduce the number of dimensions, while approximately 

preserving the energy of the data 
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