
UNIT - IV. Fundamentals of Distributed Operating 

Systems 
Fundamentals – Fundamentals of OS, What is Distributed System? Evolution of Distributed 

Computing System, Distributed Computing System Models, Distributed Computing gaining 

popularity, Issues in Designing Distributed System, Introduction to Distributed Computing 

Environment, Protocols for Distributed System, Network, Interprocess Communication, Issues 

in Interprocess Communication. 

Message Passing - Introduction , Desirable features of good message passing system, Issues in 

IPC by Message passing.                 (07 Hrs) 

 

 

Distributed Computing Systems, models, Issues in designing distributed operating Systems, 

DCE.          

 

------------------------------------------------------------------------------------------------------------------ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

1. Fundamentals of operating systems 
1.1 What is an operating system? 

Definition: 

“An operating is a software program which acts as an interface between computer 

hardware and softwares”. 

Operating system enables the computer hardware to communicate with the computer softwares. 

Operating system operate with the computer software. 

Without operating system, a computer would be useless.  

 
Figure 1.1 Communication between user application and hardware 

 

1.2 Functions of operating Systems 

Operating system plays vital role in computer system. Few of the functions of operating 

systems are listed below: 

1. Memory Management 

2. CPU management 

3. I/O Management 

4. Process Management 

5. Interrupt management 

6. Network Management 

7. File system management 

8. Security 



 

1.3 Types of operating Systems 

There are different types of operating systems. They are listed below: 

1. Multi-user 

2. Multiprocessing 

3. Multithreading 

4. Multitasking 

5. Real time 

6. Embedded 

7. Distributed 

1. Multi-user 

A multi-user operating system allows multiple users to access a computer system at the same 

time. 

Examples: Linux, UNIX, Windows 2000. 

 

2. Multiprocessing/Multiprocessor 

Operating systems are capable of supporting and utilizing more than one computer 

Processor/CPU at a time for processing. 

Examples: Linux, UNIX, Windows 2000 

 

3. Multitasking 

An O/S that is capable of allowing multiple software processes to run at the same time. 

Example: UNIX, Windows 2000 

 

4. Multithreading 

Operating systems that allow different parts of a program to run concurrently is called 

multithreading operating system. 

Example: Linux, UNIX 

 

5. Real time operating systems 

- It is a multitasking operating system that aims at executing real-time applications. 

- Main objective is to give quick and predictable response to events. 



- Used to control machinery, scientific instruments, medical imaging systems and industrial   

system. 

- Very little user-interface capability 

- No end-user utilities 

- Well-defined fixed-time constraints. 

  Examples: QNX, RTLINUX. 

 

6. Embedded operating Systems 

- Designed to operate on small machines like PDAs 

- Fast, Application specific. 

- Able to operate with a limited number of resources. 

- Very compact and extremely efficient by design. 

- Examples: Windows CE and Minix 3 

 

7. Distributed Operating Systems 

- It manages a group of independent computers and makes them appear to be a single   

computer system. 

- A network of computers communicates with each other and gives rise to distributed 

computing. 

- Distributed computations are carried out on more than one machine. 

        - When computers in a group, work in cooperation, they make a distributed system. 

 

2. Multiprocessor Architectures/Distributed Memory Architectures: 

2.1. Shared Memory Architecture/Tightly coupled systems 

 A system with a single system wide primary memory (address space) that is shared by 

all the processors. 

 Communication between two processors takes place through shared memory. 

 Numbers of processors are limited due to the limited bandwidth of share memory. 

 Common global clock is maintained, so it is called as synchronous system. 

 Distances between processors are less. 

 Tightly coupled systems are referred to as parallel processing systems. 

 



 
Figure 1.2: Tightly coupled system 

 

2.2 Loosely Coupled Systems: 

 Processors having their own local memory and other peripherals. 

 Processors do not share memory. 

 Loosely coupled systems are referred to as distributed computing systems. 

 Loosely coupled systems are called as multicomputer system. 

 Communication between processors takes place through message passing over high 

speed network. 

 Numbers of processors are unlimited and easy to extend. 

 Distances between processors are far away geographically separated. 

 

Figure 1.3. Loosely coupled systems 

 

 



2.3. Difference between Tightly Coupled Systems and Loosely Coupled Systems 

 

Sr. Tightly Coupled System/ 

Parallel Processing Systems 

Loosely Coupled Systems/ 

Distributed Systems 

1. Contains systemwide shared memory 

and each processor in the system share 

same memory. 

Each processor is having their own 

local memory. 

2. Communication between processors 

takes place through shared memory. 

Communication between processors 

takes place through message passing 

over high speed network. 

3. Numbers of processors are limited due 

to the bandwidth of share memory. 

Numbers of processors are unlimited 

and easy to extend. 

4. Distances between processors are less. Distances between processors are far 

away (geographically separated). 

5. Parallel Processing Systems. Distributed Computing Systems. 

 

3. Centralized Computing systems and Distributed Computing systems 

3.1. Centralized Computing:   

 
Figure 1.4: Centralized Computing 

Definition: 

       “Computing performed on single processor is called as centralized computing.” 



3.2. Distributed Computing 

 

   Figure 1.5: Distributed Computing 

Definition: 

“Distributed Computing System is a collection of processors/Computers interconnected by a 

high speed communication network in which each processor has its own local memory and 

other peripherals, communication between any two processors of the system take place by 

message passing over the communication network.” 

 

 A distributed system is a collection of independent computers that appears to its users as 

a single system. 

 To built a single system consisting of multiple high performance computers(HPC) 

connected by equally high speed communication links. 

 Computers/Nodes are interconnected by high speed network. 

 Many computers, workstations/desktop systems linked together to do the work of high 

performance supercomptuter. 

 User views an entired interlink system as a single unified computer, there has to be a 

software that join multiple operating systems together and offers a seamless interface to 

the user. 



 The computers should have internet connection. 

 Primary requirements of distributed operating systems are as follows: 

- Security  

- Reliability 

- Consistency of  replicated data. 

- Concurrent transactions 

- Fault tolerence 

 Processors may be geographically separated and gets interconnected through the 

network. 

 Distributed systems are asynchronous i.e. they do not use a common clock. 

 It does not impose any bounds on relative processor speeds or message transfer times. 

 

In distributed computing, different components of a job gets distributed on another computer 

which is idle that time and gets processed. Then result gets return to the user. 

 

4. Evolution of distributed computing systems 

4.1 Early computers 

Some important features of early computers are as follows: 
1. Very expensive (millions of dollars). 

2. Very large in size; occupy a big room. 

3. Very few computers. 

4. Available only in research laboratories of universities and industries; 

5. Computers were run from a console by an operator. 

6. It is not accessible to ordinary users. 

7. The programmers would write their programs and submit them to the computer center 

on some media such as punch cards. 

8. Before processing the job, operator need to setup required environment like mounting 

tapes, loading punch cards in the card readers for processing the job. The job was then 

executed on and result is generated, in the form of printed output, was later return to the 

programmer. 

9. The job setup time is real problem in early computers that wastes the CPU time by 

keeping it idle. 



4.2  To improve CPU utilization new concepts introduced 
1. Batch Processing:  

 Group jobs of similar needs before processing them called as batch. 

 It improves CPU utilization little bit because operators don’t need to change   

environment until complete batch is over. It changes environment only when new 

batch comes. 

2.  Automatic sequence of jobs. 

3. Off-line processing : using buffering and spooling 

4. Multiprogramming 

5. Time sharing 

But none of these idea allow multiple users to interact with a computer system and share the  

resources simultaneously. 

 

4.3  Minicomputers and workstations 

4.3.1 Minicomputers 

The features of Minicomputers are as follows 
1. Smaller, cheaper, having more processing capabilities than their predecessors. 

2. Computer resources shared simultaneously by many users. 

3. Computer accessed from a place different from the main computer room. 

4. In the 1970s intelligent terminals replaced dumb terminals combining the concepts of 

time sharing and off-line processing. 

 

4.3.2 Workstations 

The features of workstations are as follows: 
1.  Single user computer 

2. Aavailable for only a small fraction of the price of minicomputers. 

3. Computing power almost equal to that of minicomputers. 

4. Used as terminals in time sharing systems.  

5.  In which most of the processing of a user‘s job could be done at the user‘s own 

computer. 

6. Allowing the main computer to be simultaneously shared by a larger number of users. 



5. Evolution of Distributed Computing Systems in terms of network Technologies 

 

5.1 Networking Technologies 
5.1.1 LAN - Local Area Network 

Allows several computers located within a building or campus to be interconnected in such 

a way that these machines could exchange information with each other at data rates of 

about 10/100/1000Mbps; 

       First high speed LAN was the Ethernet developed at Xerox PARC in 1973. 

 

5.1.2 WAN - Wide Area Network: 

Allows computers located far from each other e.g. in different countries to be 

interconnected in such a way that these machines could exchange information with each 

other  at data rates of about 56Kbps/64kbps; 

 

5.1.3 ATM 
- Another advancedment in networking technology is ATM (Asynchronous Transfer 

 Mode). 

 It is very high speed networking technology 

 Data transfer speed is 1.2Gbps(Giga Bits per Second) in both LAN and WAN 

environment. 

 It's bandwidth may support exchage of information in the form of Multimedia data 

 like voice, video and ordinary data. 

The merging of computer and networking technologies gave birth to distributed computing 

systems in the late 1970s. 

First high speed WAN was the ARPAnet (Advanced Research Project Agency 

Network) developed by the U.S. Department of Defence in 1969. 

     

6. Distributed Computing System Models 

Designing a distributed system requires 

 Interconnected multiple computers 

 Own local memories 



 Other peripherals 

There are following distributed computing system models 

1. Minicomputer Model  

2. Workstation Model 

3. Workstation – Server Model 

4. Processor-pool Model 

5. Hybrid Model 

The detailed description of each model is as given below. 

 

6.1. Minicomputer Model 

 

 

  Figure 1.6: Minicomputer Model 

 

 Features of distributed computing system based on minicomputer model. 

1. Simple extension of centralized time sharing system. 

2. Very few minicomputers/supercomputers interconnected by communication network. 

3. Several interactive terminals are connected to each minicomputer. 

4. User log in to one minicomputer can be able to access remote resources available on 

other minicomputers. 

5. Example of distributed computing system based on minicomputers:  ARPAnet. 



 

6.2 Workstation Model 

            

 

 

Figure 1.7: Workstation Model 

 Features of Workstation Model 

1. Workstation model is a network of personal computers, each with its own hard disk and 

local file system interconnected over the network. 

2. Workstation model consists of a network of personel computers, each with own hard 

disk, Local file system and interconnected over high speed network. It is also called as  

diskful workstation. 

3. Each workstatation can work as a stand alone single user system. 

4. In such environment like company‘s office or a university department, at any one time 

(especially at night), a significant portion of the workstation are idle, resulting in the 

waste  of large amount of CPU time. 

5. Main idea: interconnect all workstations by a high-speed LAN so that idle workstations 

may be used to process jobs of users who are logged onto other workstations and do not 

have sufficient processing power at their own workstations to get their jobs processed 

efficiently. 

6. User logs onto one of the workstations and submits job for execution. 

7. If the user‘s workstation does not have sufficient processing power for executing the 



processes of the submitted job efficiently, it transfers one or more of the processes from 

the user‘s workstation to some other workstation that is currently idle and gets the 

process executed there. 

8. The result of execution is returned to the user‘s workstation. 

9. Users can get facility to work from any place in the campus. 

10. These workstations are interconnected using star topology/high speed interconnected 

network. 

11. When distributed operating system finds that the resources of this particular computer is 

not sufficient then it may transfer the job to another idle workstation, and get it execute 

from them and return the result back to the user's home system. 

12. This can be done without the user being aware of such a transfer. 

13. Examples of distributed computing systems based on the workstation model: 

Sprite System (in 1988), experimental system developed at Xerox PARC (1982). 

Advantages:  

1. Resource sharing 

2. Information sharing 

Disadvantages: 

1. Not easy to implement. 

2. Need to resolve following issues: 

i.  How to find an idle workstation? 

ii. How to transfer a process from one workstation to another workstation? 

iii.  What happens to the remote process when user logon to the workstation and home  

process created? 

Way to solve the problem mensioned in the option (iii) are as follows: 

 a) Kill the remote process.  

The problems are occuring due to killing the remote process. 

- The processing done for the remote process gets lost. 

- The file system may be left in an inconsistent state. 

b) Migrate remote process to its home workstation. 

 

6.3 Workstation – Server Model 

 



 

 

Figure 1.8: Workstation Server Model 

Features of Workstation Server Model are as follows. 

1. System consists of a few minicomputers and several workstations (diskless or diskful) 

interconnected by a communication network. 

2. In addition to the workstation, there are few specialized machines called mini computers 

running server processes/servers for managing and providing access to shared 

resources. 

3. Each minicomputer is used as a server machine to provide one or more types of service: 

– implementing the file system 

– database service 

– print service 

– other types of service. 

4. User logs onto a workstation called his home workstation. 

5. Normal computation activities required by the user‘s processes are performed at the 

user‘s home workstation. 



6. Requests for services provided by special servers are sent to a server providing that type 

of service that performs the user‘s requested activity and returns of requested processing 

to the user‘s workstation. 

7. User‘s processes need not be migrated to the server machines for getting the work 

done by those machines. 

8. Mini computers are used for implementing file server, database server and print server. 

9. User can login to home workstation and do the computation on local workstation using 

the services from servers as an when required. 

10. File system can be common to all workstations.  

11. User can logon to any of workstation and get there work done. 

12. Local disk may contains temporary and non shared files and important files are stored 

on the server. 

a. Server processes can control the functioning of the systems.  

b. Workstation server model is most widely used for building distributed computing 

systems because most of the computer users can perform simple interactive tasks such 

as editing jobs, sending Emails and executing small programs. Workstation server 

model is ideal for such simple use. 

13. Disk less workstations, 

a. It don't have their own disk 

b. It can keep their files on the server. 

c. It is less expensive 

d. Gets connected to server with high speed network. 

e. Such system is reliable, scalable and fault tolerant. 

14. Workstations can be distributed among users. 

15. Example: V System is a distributed computing system based on a workstation server 

model. 

 

Advantages of the Workstation-Server Model: 

1. It offers better service than workstation model. 

2. It is much cheaper to use a few minicomputers equipped with large, fast disks that are 

accessed over the network than a large number of diskful workstations with each 

workstation having a small slow disk. 



3. Diskless workstations are preferred to diskful workstations from a system maintenance 

point of view.  

4. Backup and hardware maintenance are easy to perform with a few large disk with many 

smaller disks scattered all over the building/campus. 

5. Installing the new releases of software is easier to install on a few file servers machines 

than on every workstation. 

6. Users have flexibility to use any workstation and access the files in the same manner 

irrespective of which workstation the user is currently logged on. Every workstation has 

same local file system. 

7. This model does not need a process migration facility, which is difficult to implement. 

8. A user has guaranteed response time because workstations are not used for executing 

remote processes. 

Disadvantages: 

1.  The model does not utilize the capability of idle workstations. 

 

6.4. Processor-pool Model 

 

Figure 1.9: Processor pool Model 



Features of Processor Pool Model: 

1. This model is based on the observation that most of the time a user does not need any 

computer power but once in a while he/she may need a very large amount of computing 

power for a short time. 

2. The processors are pooled together so as it can be shared by the users as per need. 

3. The pool of processors consists of a large number of microcomputers and 

minicomputers attached to the network. 

4. Each processor in the pool has its own memory to load and run a system program or an 

application program. 

5. The processors in the pool have no terminals attached directly to them, and users access 

the system from terminals that are attached to the network via special devices. 

6. A run server manages and allocates the processors in the pool to different users on a 

demand basis. 

7. Appropriate number of processors are temporary assigned to user‘s job by the run 

server. 

8. The user access the system through their terminals via a high speed network. 

9. Terminals can be diskless workstations/specialized workstations like Graphics 

workstations. 

10. A spcialized server called run server can handles the scheduling of the processors. 

11. Suppose, user  logon into his terminal and is trying to execute a parallel program on 'N' 

number of computers, the run server will allot the 'N' number of  processors to the job. 

The processors gets return back to the pool after job is over. 

12. Run server will decides on which server the job to run. 

13. If any processor in the pool is failed, run server will alloctae another processor in the 

pool to execute the job. 

14. A processor pool model is more suitable when group of users often need to do massive 

computation. 

15. Example: The Systems Based on Processor-Pool Model are  

 · Amoeba. 

 · Plan 9. 

 · Cambridge Distributed Computing System. 

 



Advantages of Processor-Pool Model: 

1. A user logs on to the system as a whole. 

2. It allows better utilization of available processing power. 

3. It provides greater flexibility than the workstation-server model. 

4. A processor pool model is more suitable when group of users often need to do massive 

computation. 

Disadvantages: 

1. It is unsuitable for high-performance interactive applications. 

  

6.5 Hybrid Model  

 Features of hybrid Model: 

1. Hybrid model is the combination of workstation server model and processor pool 

model. 

2. Model is based on the workstation-server model but with addition of a pool of 

processors. 

3. The processors in the pool can be allocated dynamically for computations that are too 

large for workstations or that requires several computers concurrently for efficient 

execution. 

4.  The hybrid model: gives guaranteed response to interactive jobs by allowing them to be 

processed on local workstation of the users. 

5. It is more expensive to implement than the workstation-server model or the processor-

pool model. 

 

  Disadvantages: 

1. More expensive to implement than workstation-server model or the processor-pool 

model. 

7. Comparison between different models of distributed computing 

 

 

 

 

 



Sr Minicomp

uter 

Workstation Workstation-

Server 

Processor Pool Hybrid 

1 Simple 

extension 

to 

centralized 

computing 

system. 

N/W of personal 

computers, own hard 

disk and local file 

system  

few 

minicomputers,

Several  

workstations 

(diskless or 

diskful) 

most of the time 

a user does not 

need any 

computer power 

but once in a 

while he/she 

may need a very 

large amount of 

computing 

power for a 

short time 

combination of 

workstation server 

model and 

processor pool 

model 

2 Very few 

minicomput

ers 

diskful workstation specialized 

machines called 

mini computers 

running server 

processes/serve

rs 

processors are 

pooled together 

so as it can be 

shared by the 

users as per need 

based on the 

workstation-server 

model but with 

addition of a pool 

of processors 

3 Several 

interactive 

terminals 

are 

connected 

to each 

minicomput

er 

workstation works as 

a stand alone single 

user system 

manages and 

provids access 

to shared 

resources. 

pool of 

processors 

consists of a 

large number of 

microcomputers 

and 

minicomputers 

attached to the 

network 

processors in the 

pool can be 

allocated 

dynamically for 

computations that 

are too 

large for 

workstations or 

that require 

several computers 

concurrently for 

efficient execution 



4 able to 

access 

remote 

resources 

environment like 

company‘s office or a 

university 

department, at any 

one time 

,a significant portion 

of the workstation are 

idle, resulting in the 

waste of large 

amount of CPU time. 

Normal 

computation 

activities 

required by the 

user‘s processes 

are performed 

at the 

user‘s home 

workstation. 

Each processor 

in the pool has 

its own memory 

gives guaranteed 

response to 

interactive jobs 

5 Example: 

ARPAnet. 

Main idea: 

interconnect all 

workstations by a 

high-speed LAN so 

that idle workstations 

may be used to 

process jobs of users 

who are logged onto 

other workstations 

and do 

not have sufficient 

processing power at 

their own 

workstations to get 

their jobs 

processed efficientl 

User‘s 

processes need 

not be migrated 

to the server 

machines 

processors in the 

pool have no 

terminals 

attached directly 

to them 

more expensive to 

implement 

6 - Example: Sprite 

System 

perform simple 

interactive tasks 

such as 

editing jobs, 

sending Emails 

run server 

manages the 

allocation of 

processors in the 

pool to different 

- 



and executing 

small programs 

users on a 

demand basis. 

7 - - Every 

workstation 

have same local 

file system. 

Appropriate 

number of 

processors are 

temporary 

assigned to 

user‘s job by the 

run server. 

- 

8 - - does not need a 

process 

migration 

facility 

run server can 

handles the 

scheduling of 

the processors 

- 

9 - - guaranteed 

response time 

model is more 

suitable when 

group of users 

often need to do 

massive 

computation. 

- 

10 - - Example: V 

System 

Example: 

.Amoeba. 

· Plan 9. 

·Cambridge 

Distributed 

Computing 

System. 

- 

 

8. Distributed Computing gaining popularity:  

Due to the following reasons distributed computing gaining popularity. 

    1. Inherently Distributed Applications 

- Computerized banking system: access/deposit/withdraw from each branch office. 



- ATM 

- Computerized worldwide Airline Reservation System 

- Employee database of a nationwide organization 

- Factory Automation System for controlling Robots and machines all along an 

 assembly line. 

2. Information sharing among distributed users 

- Establish efficient communication between person to person by sharing of   

    information over a longer distance. 

- Example: Suppose a project gets developed by more than one developers who are    

    geographically far away from each other and communicate through distributed  

    systems. 

3. Resource sharing 

- Sharing of software resources like software libraries, Databases and file systems 

File servers, print Servers, Mail servers, Database servers are maintained. 

- Sharing of hardware resources like printers, plotters, hard disk etc. 

4. Better price performance ratio 

- CPU's/Processors/microprocessors having higher computing capabilities are 

getting in  lower prices. 

-   High speed communication networks are available. 

- Larger size and high speed memories are available in less prices. 

- No need to buy separate peripherals for each machine in the system like printer,    

    Hard disk and plotters, will save cost. 

5. Shorter response time and higher throughput 

-  Multiplicity of processors 

-  Two different programs run on two or more different processors 

-  Very fast communication network 

-  Distribute load more evenly among the multiple processors 

6. Higher reliability 

- Prevent loss of information even in the event of component failures 

- Multiplicity of storage devices and processors in the system allows to maintain 

multiple copies of critical information. 

- Execution of important computations redundantly on different processors to 



protect them against failures. 

- If one of the processor fails, computation can be performed on another processor. 

- If one of storage device fails, information can be used from another storage 

device. 

- If workstation, of workstation-server model fails, only the user on that 

workstation is affected and not every system. 

- High degree of tolerance against errors and component failures 

7. Easy to extend and incremental growth 

- Is capable of incremental growth 

- Possible to gradually increase/extend the computing power by adding new 

resources without any disruption to users. 

8. Better flexibility in meeting users needs 

- Different types of computers are used for computations(Heterogeneous) 

- Computers with ordinary power are suitable for ordinary data processing. 

- High Performance Computers are more suitable for complex mathematical 

computations. 

 

9. Difference between operating system and Distributed operating systems 

 

Sr. Centralized Operating System Distributed Operating System 

1. During the design of centralized operating 

system it is assume that the system is 

having complete and accurate knowledge 

about the environment in which it is 

functioning. 

In the design of distributed operating system 

it is assume that system is not having 

complete and accurate knowledge about the 

environment in which it is functioning. 

2. It is simple to design than distributed 

operating systems. 

More difficult. 

3. Resources are local to the system. Resources are physically separated 

(Local/Remote). 

4. Common clock is maintained. No common clock among multiple 

processors. 

5. Communication is fast Delivery of messages is delayed. 



6. No loss of messages Messages can be lost. 

 

10. Issues in Designing Distributed System 

To design distributed system is very complex. The following are the main issues need to be 

discussed. 

1. Transparency 

 The transparency property tells that, to hide the distributed system as a collection of 

multiple independent computers and provide a single system image to their users. 

 System should appear as virtual uni-processor to the users. 

Sr. Transperency Features 

1 Access Transparency 1. Hide from user whether the accessed resource is 

remote/local. It seems to be local resource. 

2. Hide differences in data representation and how a resource 

is accessed. 

3. Allow users to access remote resources in the same way as 

local resources. 

4. Well designed set of system calls and it should be same for 

local and remote resource. 

5. Resource name must be unique to whole system. 

6. Global resource name facility 

2 Location Transparency Hide where resource is physically located from user. 

Name transperency: 

1. Name of resource should not give physical location of a 

resource. 

2. Name of  resource should be independent of current 

location of the resource. 

3. Resources can get freely move from one machine to 

another machine without changing there names. 

4. Resource names must be unique systemwide. 

 

User Mobility: 



User can logon to any machine and access resources with the 

same name. 

3 Replication Transparency Hide the fact that multiple copies of the resources exist  from 

users. 

1. Create additional copies or replicas of resources like files 

and other resources on different nodes of distributed systems. 

2. Naming of replica 

3. Replication control 

4. How many copies of replica to create? 

5. Where should each copy be placed? 

6. When should copy be created and deleted? 

4 Failure Transparency 1. Hide failure and recovery of resources in the system from 

users. 

2. Hide from users any failure in the system such as 

communication link failure, storage device crash, a machine 

failure. 

3. Example: Suppose to make a file service of a system to be 

failure transparent. It can be done by implementing group of 

file servers that will closely cooperate with each other to 

manage the files of the systems. 

4. User can not notice one or more file server failure, but 

performance will be reduced. 

5. It increases redundancy of resources and cost gets 

increased. 

5 Migration Transparency 1. Hide movement of the object/process to another machine 

from users of the system. 

2. Hide movement of a resource to another location. 

3. Three issues: 

- Migration decision:  

  Which object is to move from where to where? 

- Migration of an object should not need to change its name. 



-When process is migrated, the inter process communication 

mechanism should ensure that the message sent to the 

migrated process reaches it without the need for sender 

process to resend it, if the receiver process is moved to 

another place before the message is received. 

6 Concurreny Transparency Concurrency transparency means user should feel that he/she 

is the only user to the system by hiding other users from them. 

Hide the fact that a resource may be shared by several users. 

1. Multiple users uses system concurrently. 

2. At a same time update to same file by different processes 

should be prevented. 

To achieve concurrency transparency need to do following: 

2. Event ordering: All access requests to various 

system     

    resources are properly ordered 

3. Mutual exclusion property, at any time at most one  

   process access shared resource. 

4. No deadlock 

5. No starvation 

7 Performance Transparency 1. System should get automatically reconfigure to improve 

performance. 

2. Load balancing :  one processor is overloaded and another 

processor have no load 

3. Processing capability of system should be uniformly 

distributed among the currently available jobs in the system. 

8 Scaling Transparency 1. Expand the system without disrupting the users. 

2. Use scalable algorithms 

 

 

2. Reliability 

1. In case of failure backup is available. 



2. Reliable in terms of data means data should be available without any errors. 

3. In case of replication, all copies must be consistent. 

4. The fault handling mechanisms of a system must be designed properly to avoid faults, to 

tolerate faults, to detect and recover from faults. 

Fault Avoidance: To design the components of a system in such a way that the occurrences of 

faults are minimized. 

Fault Tolerance: It’s the ability of a system to continue functioning in the event of partial 

system failure. 

Redundancy technique: By replicating critical hardware and software components so as if one 

of them fails other can be used to continue. 

Example: Critical processes simultaneously executed on two nodes. If one of two nodes fails, 

then execution of the process can be completed at the other node. 

Critical files may be replicated on two or more storage devices for better reliability. 

In this technique additional overhead is needed to maintain two or more copies. 

 

3. Distributed Control:  

    - Use of algorithms and protocols to provide distributed control. 

    - System should have multiple and independent file servers. 

    - Controlling multiple and independent storage devices. 

    - Controlling of name servers, scheduling algorithms. 

Fault detection and recovery: Find the faulty component of a system and then correct 

the system so as it will continue the operation. 

      1. Atomic transaction:  

2. Stateless servers: Stateful server depends on the history of the serviced requests but 

stateless approach does not depend on it. 

3. Acknowledgments and timeout based retransmission of messages. 

4. Flexibility 

Easy to modify: replace/modify some part of system due to some bug detected, new 

user requirements, and change in system environment. 

Easy to enhance: add new functionalities, new resources in the system. 

5. Performance  

Distributed systems must have performance at least as good as centralized systems. 



1. Batch processing: Transferring of data across network in large chunks/batches/groups rather 

than a single page is more efficient. 

2. Cache whenever possible:  

 - caching of data at client side so it will become available when required.  

 - Saves computing time and network bandwidth. 

 - Caching reduces contention on centralized resources. 

3. Minimized copying of data: 

   Moving data in and out of buffers will take much more time. 

4. Minimize network traffic: 

5. Take advantage of parallelism for multiprocessing 

 

6. Scalability 

Scalability refers to the capability of a system to adapt to increased service load. Add new 

machines or entire sub network to the system to take care of increased workload or 

organizational changes in a system. 

1. Avoid centralized entity: Don’t use single central file server or single database for entire 

system. 

 - Failure of single will bring entire system down 

 - System bottleneck when contention for it increases with growing number of users. 

 - System gets saturated 

 - Increases network traffic 

2. Avoid centralized algorithms: Time complexity is more i.e. O (n^2) 

3. Perform more operations on client workstation 

 

7. Heterogeneity 

    - Inter connection of dissimilar hardware and software. 

    - Some form of data translation is required for interacting between two different systems. 

8. Security 

- Various resources of a computer system must be protected against destruction and    

   unauthorized access. 

- Cryptography: encryption and decryption of data 

9. Emulation of existing operating systems 



         - Old and new software’s should run  

 

11. Introduction to Distributed Computing Environment (DCE): 

1. DCE stands for Distributed Computing Environment. 

2. It provides vendor independent distributed computing environment. 

3. It was defined by Open Software Foundation (OSF), an association of computer 

manufactures like IBM, DEC, Hewlett Packard. 

4. It is not an operating system, nor an application. 

5. It contains integrated set of services and tools that can be installed as a coherent environment 

on the top of existing operating system and serve as a platform for building and running 

distributed applications. 

6. Primary goal of DCE is to provide vendor independence. 

7. It runs on any different kinds of computers, operating systems and network produced by 

different vendors. 

8. Example- Some operating systems to which DCE can be easily ported are OSF/1, AIX, 

DOMAIN OS, ULTRIX, HP-UX, SINIX, SunOS, UNIX System V,VMS,WINDOWS and OS/2 

9.  It can be used with any network hardware and transport software like TCP/IP, X.25 and 

others. 

10. DCE is a middle ware software layer between DCE application layer and the operating 

system and networking layer. 

11. The basic idea is to take collection of existing machines possibly from different vendors, 

interconnected them by a communication network, add DCE software platform on the top of 

the native operating systems of machines, and then be able to build and run distributed 

applications. 

12. Each machine may have different operating system, which may be different from that of 

other machines. 

13. The DCE software layer on the top of the operating system and networking layer hides the 

differences between machines by automatically performing data type conversions when 

necessary.  

14. It makes heterogeneous nature of the system transparent to the application programmers, 

and it makes writing distributed program easier. 

 



DCE Application Layer 

DCE Software 

Operating Systems and Networking layer 

       
         Figure 1.10: Position of DCE Software in a DCE based distributed system 

DCE components: 

1. Thread package 

2. Remote Procedural call 

3. Distributed Time Service 

4. Name Service 

5. Security Service 

6. Distributed File Service 

Protocols for Distributed Systems: 

Traditional network communication protocols cannot be used by distributed systems for 

communication because of the following issues:  

Transparency :  Must support location transparency in case of process migration. 

 Protocols for traditional network systems use location dependent process identifiers. 

Because port addresses are unique only within a node. 

 For efficient utilization of resources, a distributed system supports process migration 

facility. To provide this facility using protocols of Traditional Network Systems is very 

difficult because when process migrates, its identifier or address changes. 

 Communication protocol used for distributed system must have location independent 



process identifiers that do not change even when process migrates from one node to 

another node. 

Client-server based communication: Should support simple, connectionless protocol having  

 features like request/response behaviour. 

Group Communication: Flexible transfer of n data to n entities should be possible. 

Security: Encryption should be used only if the path that it takes in the network cannot be  

trusted, otherwise it should not be used, since it is expensive  

Network Management: Adding or removing a node should be done automatically. 

Scalability: Should scale well and allow efficient communication to take place in both LAN  

and WAN. A same communication protocol must be used for both LAN and WAN. 

Two communication protocols have been designed to achieve higher throughput and fast 

response in distributed systems are:  

1.Versatile Message Transport Protocol (VMTP) : Provides group communication facility 

and implements a secure and efficient client-server-based communication protocol. 

2.Fast Local Internet Protocol (FLIP) : Supports transparency, efficient client-server based 

communication, group communication and easy network management. 

1) VMTP:   

1. VMTP stands for Versatile Message Transport Protocol. 

2. Its a transport protocol specially designed for transferring messages from one process to 

another in distributed operating systems. 

3. It is used in V Systems. It is a workstation-server based distributed system model. 

4. It is connection less protocol, provides end to end message delivery. 

5. VMTP supports following main features 



6. Request/Response behavior in between client and multiple server processes. 

7. Transparency 

8. Group Communication 

9. Selective Retransmission Mechanism 

10. Rate-based flow control mechanism 

11. Supports execution of non-idempotent operations. 

12. Conditional delivery of messages for real-time communication. 

6. VMTP supports request/response behavior in between a client and multiple server 

processes. Request/Response is piggybacked with the next response/request 

respectively. A response from server acts as an acknowledgment to the corresponding 

request. Similarly next request from client serves as an acknowledgment of the earlier 

response. 

7. It provides transparency and group communication facility. The processes/entities in 

VMTP are identified by 64 bit identifiers that are unique, stable and independent of the 

host address. Hence, process/entity migration and handling is independent on the 

network layer address. 

8. Entities/processes in a group are allocated with single group ID to provide group 

communication facility. A group management protocol has been provided for creating 

new groups, adding new members, deleting members from existing group. 

9. For better performance, it provides selective retransmission mechanism. 

Data to be transmitted are divided into packets. These packets are grouped together to 

form segment. These segments contain sequence of blocks. Each segment is in 16kb in 

size. Each block is 512 bytes in size except last(may/may not). Block contains data and 

32-bit delivery mask field. Sender/client will send these data segments to the 

receiver/server. When packet group is received at receiver/server, the delivery mask for 

the individual packets are ORs together to obtain bitmap indicating that which segment 

blocks are not received properly. Then receiver/server sends acknowledgment packet to 



the sender/client it contains bitmap. As per the status of bitmap, sender selectively 

retransmits only the missing segment blocks. 

 

10. Provides Rate-based flow control mechanism: 

VMTP uses burst protocol and it sends block of packets to the receiver with spaced inter 

packet gaps. This technique helps in matching data transmission and data reception 

speeds. The bitmap status indicates whether packets are received correctly or lost. 

Accordingly client and server can modify the inter packet gap. 

11. VMTP can differentiate between idempotent and non idempotent operations. 

An idempotent operation is one whose execution can be repeated any number of times 

without creating any side effect. For Example- requesting time of day is idempotent 

operation. 

A non-idempotent operation is one when it executes repeated, i.e. more than once may 

create side effects. For Example- transferring of money from one bank account to 

another bank account is non-idempotent operation. Server does not respond to such 

requests by executing more than once. 

12. Provides conditional delivery of messages facility for real time communication system. 

With this facility client specify that the message should be delivered only when server 

can immediately process it. 



2) FLIP: 

1. FLIP stands for Fast Local Internet Protocol. 

2. It is connectionless protocol for distributed operating systems. 

3. It is used in Amoeba distributed system. 

4. The main features of FLIP are as follows: 

 Transparency 

 Security 

 Easy network management 

 Group communication facility 

 Efficient client server based communication facility 

5. Transparency to support process migration, FLIP identifies entities, called Network 

Service Access Point (NSAPs), with location independent 64-bit identifiers/IDs, one 

per process. Hosts are connected to the internetwork with flip box or port, as shown 

in figure. 



 

Figure 1.12: FLIP Box 

FLIP Box consists of Host interface to connect to a Host and a packet switch to manage 

communication and network interface to connect to the other ports through Ethernet or token 

ring. 

FLIP Box can operate trough a software layer or through hardware communication processor. 

FLIP Box main function is to maintain routing table, which maps NSAP addresses to the data 

link addresses. 

Entities use special primitives to register/unregister their addresses in the routing table to 

receive unicast, multicast or null addresses for broadcast messages. 

6.  FLIP uses one way mapping between the private address, used to register an entity of a 

network connection and the public address used to advertise the entity. 

Public address = One_Way_Encryption(Private Address) 



7. FLIP routes the packets from the source NSAP to the destination NSAP based on the 

data stored in the routing table. 

8. FLIP provides three types of calls for sending messages.  

Flip_unicast : for point to point communication 

Flip_multicast and flip_broadcast for group communication. 

9. FLIP provides two methods for secure delivery. 

First Method: Sensitive messages are mark with a security bit. These messages are only 

routed over the trusted network. 

Second Method: Sensitive messages are routed over the untrusted network are marked by 

setting the unsafe bit. 

10. FLIP automatically handles dynamic network configuration changes. The system 

administrator has to specify manually whether the network is trusted or untrusted. 

11. FLIP routes messages based on the 64-bit identifier. 

12. FLIP discovers routes on demand. 

13. FLIP uses a bit in the message header to request transmission of sensitive messages 

across trusted networks. 

14. It is not scalable for large WANs. 

 

 

 

 

 

 

 

 

 

 

 

 



Network 

A network is an interconnection of a number of computers by communication lines. Software 

protocols are used to exchange data in between two processes running on different computers in 

the network. 

Types of network: 

Networks are broadly classified into following two types: 

1. LAN ( Local Area Network) 

2. WAN (Wide Area Network) 

Sr LAN MAN WAN 

1 Local Area Network. Metropolitan Area 

Network. 

Wide Area Network. 

2 Spans a less physical 

distance of a few kilometers 

(upto 5km) 

Upto 50km Spans a large physical distance 

and may extend over several 

thousands of kilometers. 

3 Typically provide 

communication within a 

building or a within a 

campus. 

Within city. Provides communication over 

nationwide or worldwide. 

4 Data transfer rate is much 

higher in LAN i.e. Range 

from 0.2 Mbps (Mega Bits 

Per Second) to 1Gbps 

5 to 10 Mbps Data transfer rate is much 

lower in WAN i.e. Range from 

1200 bits per second to slightly 

over 1Mbps. 

5 Few data transmission 

errors than WAN. i.e. 10^-8 

to 10^-12 bits 

More than LAN and less 

than WAN 

More data transmission errors 

than LAN. i.e. 10^-5 to 10^-7 

bits 

6 Communication link used 

are Twisted pair, Coaxial 

Cable and fiber optics cable. 

Communication links 

telephone lines, cabels. 

Communication link used are  

telephone lines, microwave 

links and satellite channels. 



7 It is owned, controlled, and 

managed by a single person 

or organization. 

 

May be one person or 

more. 

WAN is owned by more than 

one organization. WAN is 

interconnection of more than 

one LANs of different 

organization. 

8 Communication cost is low. More than LAN And less 

than  WAN 

Communication cost is high. 

9 Example: an office or home 

network 

Example:Bank whose 

different branches in a city 

like Mumbai are connected 

using public telephone 

exchange and the system 

are connected with each 

other using LAN within 

each branch and different 

branches are connected 

using modem and bridges. 

Example : Internet 

10 Connectivity Technologies 

or topology used are : 

Ethernet and Token Ring 

Distributed Queue Dual 

Bus (DQDB) 

Connectivity Technology or 

topology used are ATM, Frame 

Relay and X.25 

 

Inter-process Communication: 

In distributed system, when different processes executing on same or different computer want 

to exchange data/ share resources, then there must be some mechanism to establish 

communication between them, this mechanism is nothing but interprocess communication. 

 A process is a program in execution. 

 When we say computers in distributed system communicates with each other means two 

processes one running on each computer are  exchanging information with each other. 

 Each computer in distributed system may have resource manager process which 

monitors the current status of usage of its local resources. The resource managers of all 



the computers communicate with each other and it dynamically balances the load 

among all the computers. 

 IPC mechanism establishes communication between different processes on different 

computers. 

 Interprocess communication basically requires for information sharing among two or 

more processes. 

 The two basic methods for information sharing/interprocess communication are as 

follows: 

1. Shared Memory/ Shared Data Approach/Original Sharing 

2. Message Passing approach/Copy sharing 

1. Shared Memory Approach: 

              
 Information/data to be shared is placed in a common memory area. 

 Information/data is accessible to all processes involve in inter process communication.  

 Its fast and easy to share data. 

 

 Disadvantages:  

    Must synchronize data accessible, error prone. 

2. Message passing approach: 

 The information to be shared is physically copied from the sender process’s address 

space to the receiver processes address space via kernels of sending machine and 

receiving machine. 

 If two processes running on different machines want to communicate with each other. 

This can be done by copying data from process memory to kernel memory of sender 

machine. The kernel of sender machine will transmit it to the kernel memory of receiver 



machine and then kernel of receiver machine transfers it to the process executing on 

their machine. 

              

  
 Computers in a distributed system don't share memory, so processes in the distributed 

system normally communicate with each other by passing messages to each other rather 

than through shared memory. 

 Message passing is a basic interprocess communication mechanism used in distributed 

systems. 

 It allows processes to communicate by exchanging messages and allows programs to be 

developed by using simple communication primitives, such as send and receive. 

 

Desirable features of good message passing system 

1. Simplicity 

 Message passing system should be simple and easy to use. 

 It should be straight forward to develop new distributed applications and to communicate 

with existing ones using (send/receive) primitives provided by message passing system. 

 The semantics of IPC protocols of a message passing system should be clean and simple 

which makes easier to build and execute distributed applications. 

2. Uniform semantics 

    In a distributed system, message passing system may be used for two types of  inter-process     

    communication. 

    1. Local Communication: Both the communicating processes are on the same node. 

    2. Remote Communication: Communicating processes are on different nodes. 

    Semantics used for remote communication should be same/nearly close to local  



    communications. 

3. Efficiency 

    If message passing system is not efficient, inter-process communication may become so  

    expensive. 

    To make message passing system more efficient need to adopt following optimizations. 

 Avoid the cost of establishing and terminating connections between the same pair of 

processes for each and every message exchange between them. 

 Minimizing the cost of maintaining the connections. 

 Piggybacking of acknowledgment of previous messages with the next messages during a  

   connection between a sender and receiver that involve several message exchanges. 

4.  Reliability 

 In case of node crash, communication link failure, such events may interrupts a 

communication that is in progress, resulting in loss of message. Reliable message 

passing system should cope with such problems and provide guaranteed message 

delivery. 

 Handling of lost messages should involve acknowledgment and retransmission in case 

of time outs. 

 Duplicate messages may be sent in the event of failures or because of timeouts. So 

reliable message passing system should have IPC protocol capable to detect and handle 

duplicates. Duplicate handling involves generating and assigning appropriate sequence 

number to messages. 

5.Correctness 

   Related to group communication, it allows sender to send a message to a group of receivers or  

   a receiver can receive a message from several of senders. 

   Atomicity:  

 It ensures that every message sent to a group of receivers will be delivered to either all 

 of them or none of them. 

   Ordered delivery:  

 It ensures that messages arrive at all receivers in an order acceptable to the application. 

   Survivability:  

 It guarantees that messages will be delivered correctly despite partial failures of pro-

 cesses, machines or communication links. 



6. Flexibility 

 To choose and specify, the types and levels of reliability,correctness requirements of 

their applications. 

 Permit any kind of control between cooperating processes, including synchronous and 

asynchronous send/receive. 

7. Security 

 Message should not get accessed to any other user. 

 Authentication of receivers of a message by the sender. 

 Encryption of message before sending on network. 

8. Portability 

 It should be possible to construct a new IPC facility on another system by reusing the 

basic design of the existing message passing system. 

 Applications developed by using the primitives of the IPC protocols of the message 

passing systems should be portable. Heterogeneity must be considered while designing 

a message passing systems. 

 

Issues in Inter-process Communication: 

1. How processes can pass information to each other? 

2. Sequencing of messages and dependency. 

3. How does processes and threads communicate? 

 

 

Issues in IPC by Message passing: 



 

Issues needs to be considered are as follows: 

1. Who is the sender? 

2. Who is the receiver? 

3. Is there one receiver or many receiver? 

4. Is the message have guaranteed to have accepted by its receivers? 

5. Does the sender need to wait for a reply? 

6. What should be done if node crashes/communication link fails during the course of 

communication? 

7. If there are several outstanding messages for receiver, can it choose the order in which 

to service the outstanding messages? 

RPC: 

1. RPC stands for Remote Procedure Call. 

2. RPC is an extension of a Local Procedure Call. 

3. It allows client programs/process to call server programs running on separate processes 

on remote machines. 

4. It’s an example of middleware. 

5. The message passing model used in interprocess communication of distributed system, 

the programmer need to handle following things. 

a) Manage request/response pairs of messages. 

b) Handle data representation because computers having different architectures 

(different operating systems, Processors and other hardware's) can communicate with each 

others. 

c) Knowing the address of remote/server machine on which process should executes. 

d) Taking care of communication and system failures. 



To handle all these details in the program makes development of program more complex. 

These difficulties leads to the development of remote procedure call mechanism. 

RPC mechanism hides, implementation details of above things from user and programmer. 

Steps during RPC: 

1. The client calls the client stun. The call is a local procedure call, with parameters pushed 

on to the stack in the normal way. 

2. The client stub packs the parameters into a message and makes a system call to send the 

message. Packing the parameters is called marshalling. 

3. The client's local operating system sends the message from the client machine to the 

server machine. 

4. The local operating system on the server machine passes the incoming packets to the 

server stub. 

5. The server stub unpacks the parameters from the message . Unpacking the parameters is 

called unmarshalling. 

 Finally, the server stub calls the server procedure. The reply traces the same steps in the 

 reverse direction. 

 

                                                  
 

        



 

Basic working of RPC mechanism: 

The client needing a service invokes a procedure call which is available at the server. On 

invoking a remote procedure, the calling process (the client) sends parameters if any to the 

server process and gets suspended. The procedure will execute on server. On completion of 

execution of procedure on server it sends result back to the client and client process will 

resume the execution. 

RPC mechanism looks simple but its very hard to design and implement. 

 

When a client makes a remote procedure call, say factorial(x), it makes local call to the 

client stub procedure, corresponding to procedure factorial. Client stub sends a query to the 

binding server. Once query gets received at binding server, it finds the address of server on 

which that service is available and it returns to the client stub the server machine's 

address,port number to execute that service on the server. To pass parameters to a remote 

procedure, a client stub procedure has to convert the parameters into an appropriate data 

representation (a representation that is understandable to the remote procedure) and then 

pack them into a message for transmission. Client has to convert the data to the standard 

format and server stub will convert it into its local format at server side. Then client stub 

pack the server address, port number of server and arguments of procedure if any into a 

message and send that message to the server via communication network. 



 

The server stub receives the message and unpacks it and executes a local procedure call to 

the remote procedure or server and executes the process. After completion of remote 

procedure execution on server, it sends result to the server stub. It then pack/marshals the 

result and sent that result to the client machine. Client stub will receive the result message 

and unpack the result and send that result back to client process. Client process resumes it 

execution.  

 

Binding server: 

 Every server in the distributed system should register services available on them 

with the binding servers before communication establishing.  

 Binding server contains, Sever machine addresses, names of services and port 

numbers of server machines on which it will be executed. 

RPC Execution process: 

Steps are as follows: 

1. The client calls a local procedure, the client stub. Stub packages arguments for the 

remote procedure by putting them into some standard format and builds one or more 

network messages. 

Marshaling is the process of packaging client’s arguments into a network message. 

2. The client stub sends the network message to the remote system via a system call to 

the local kernel. 

3. A connection-less or connection-oriented protocol transfers the network messages to 

the remote machines. 

4. The server stub procedure waits on the remote system for the client’s request. It 

unmarshals the arguments from the network messages and converts them. 

5. The server stub executes the local procedure call to invoke the actual server 

function, passing it the arguments that it receive from the client stub. 

6. When the server process is completed, it sends the return values to the server stub. 

7. The server stub converts the return values, marshals them into one or more network 

messages and send them back to the client stub. 

8. The messages are transmitted across the network back to the client stub. 

9. The client stub reads the network messages from the local kernel. 



10. After converting the return values, the client stub returns to the client function. 

RMI : 

1. Remote Method Invocation. 

2. Allows objects in different processes running on different machines to communicate 

with each other. 

3. Allows objects in one process to invoke methods of an object in another process running 

locally or remotely. 

4. Extension of a Local Method Invocation. 

5. RMI allows the invocation of a remote object on another machine by calling its remote 

methods. 

6. Client can invoke method on the remote object. 

7. It’s an example of middleware. 

 

Synchronization: 

1. Synchronization is a main issue in interprocess communication in distributed Systems. 

2. Semantics i.e. Send and receive used for synchronization are classified as blocking and 

non blocking types. 

3. Non blocking type: A primitive is said to have non blocking semantics if its execution 

does not block the execution of it's invoker, the control gets transfer to the invoker. 

4. Blocking type: A primitive is said to have blocking type semantics if its execution 

blocks the execution of it's invoker. 

5. The synchronization depends on the one of the two types of semantics used for the send 

and receive primitives. 

6. In case of blocking send primitive, after execution of the send statement, the sending 

process is blocked until it receives an acknowledgment from the receiver that the 

message has been received. 

7. On the other hand, for non blocking send primitive, after execution of the send 

statement, the sending process is allowed to proceed with its execution as soon as the 

message has been copied to a buffer. 

8. In case of blocking receive primitive, after execution of the receive statement, the 

receiving process is blocked until it receives a message. 

9. On the other hand, for a non blocking receive primitive, the receiving process proceeds 



with its execution after execution of the receive statment, which returns control almost 

immediately just after telling the kernel where the message buffer is. 

10. For non-blocking receive primitive, its important issue that how the receiving process 

comes to know that the message has arrived in the message buffer. Following are the 

methods used for that. 

a) Polling: This method provides test primitive, it allows receiver to check the buffer 

status. Receiver uses this primitive to repeatedly poll kernel to check if message is 

already available to in the buffer. 

b) Interrupt: When message has been filled in the buffer and is ready for use by the 

user, a software interrupt is used to notify the receiving process.  

Advantage:  

This method is highly efficient and allows maximum parallelism. 

Disadvantage: 

User level interrupt make programming difficult 

11. When both the sender and receiver primitives of communication between two processes 

use blocked semantics, the communication is called to be synchronous. Otherwise it is 

asynchronous. 

12. For synchronous communication Sender and receiver must be synchronous to exchange 

message. 

13. Conceptually, the sending process sends a message to the receiving process, then it 

waits for an acknowledgment.  After executing the receive statement, the receiver 

remains blocked until it receives the message sent by the sender. The sender resumes 

execution only after receiving this acknowledgment message. 

 

Differentiate between synchronous and asynchronous communication: 

Sr Synchronous Communication Asynchronous Communication 

1. Simple and easy to implement. Difficult to implement 

2. Provides higher reliability because it 

assures the sending process that its 

message has been accepted before the 

sending process is resumes execution. 

Less reliable 

3. When message gets lost or is undelivered, Backward recovery may require. 



no backward error recovery required for 

sending process to establish a consistent 

state and resume execution. 

4 Limitation in concurrency. Concurrency is more than synchronous 

communication. 

5. Communication deadlock occurs. Less  

6. Less flexible than asynchronous 

communication. 

More Flexible  

 

Buffering: 

1. Messages can be transmitted from one process to another process by copying the 

message from memory/address space of sending process to the memory/address space 

of receiving process through kernel memory of sending and receiving machine.  

2. Sometimes receiving process is not ready to receive message transmitted to it from 

sender process. But it wants operating system to save this message for later use. 

Operating system will store this message in buffer so it will be used for later use. 

3. Message buffering strategy is strongly related to synchronization strategy. 

4. Types of buffering strategies are as follows: 

a) Null Buffer or no buffer 

b) Single message buffer 

c) Unbounded capacity message buffer 

d) Finite bound or Multiple message buffer 

a) Null Buffer: 

 The logical path of message transfer is directly from the senders address space to 

the receivers address space. 

 Involves single copy operation. 

 There is no place to store temporarily messages. So need to use one of the 

following strategies.  

1. The message remains in the senders address space and the execution of the send is 

delayed until the receiver executes the corresponding receive. To do this sender 

process is backed up and suspended in such way that when it is unblocked, it starts 

re-executing the send statement. When receiver executes receive, an 



acknowledgment is send to the senders kernel saying that sender can now send the 

message. On receiving the acknowledgment message, the sender is unblocked, 

causing the send to be executed once again. This time message is successfully 

transferred from senders address space to the receivers address space because 

receiver is ready to receive the message. 

 
2. The message is simply discarded and the timeout mechanism is used to resend the 

message after a timeout period. 

After executing send, the sender process waits for an acknowledgment from the 

receiver process. If no acknowledgment is received within the timeout period, it 

assumes that its message was discarded and tries again hoping that this time the 

receiver has already executed receive. Sender may try for several times before 

succeeding.  

 Drawback: 

 It is not suitable for synchronous communication because if receiver is not ready it need 

 to send message more than one times. Receiver of message has to wait for entire time 

 taken to transfer the message across the network. 

b) Single message buffer: 

 Buffer having capacity to store single message is used on receiver’s node. 

 It involves two copy operations. 

 This keeps message ready for use with receiver process. 



 
c) Unbounded Capacity buffer: 

In asynchronous communication sender sends message to the receiver and does not wait 

for the receiver to be ready, there may be several pending messages that have not yet 

been accepted by the receiver. An unbounded capacity message buffer can store all 

unreceived messages is needed to support asynchronous communication with assurance 

that all the messages sent to the receiver will be delivered. 

d) Multiple Message buffer: 

Unbounded Capacity buffer are practically impossible. 

Buffer overflow may occurs 

 Unsuccessful communication: message transfer fails when no more buffer space 

available. Send primitive sends error message to the sending process when 

buffer is full. This method is less reliable. 

 Flow controlled communication: here it blocks sender until receiver accepts 

some messages from buffer, thus it creates some space in buffer for new 

messages. 

 



 
 

 

Multidatagram messages: 

1. Network is having maximum limit on size of data to be transmitted at a time over 

network. 

2. Called MTU(Maximum Transfer Unit) of network. 

3. Messages whoes size is greater than MTU of the network will be fragmented into 

multiple of MTU, and each fragment has to be send separately. 

4. Each fragment is sent in a packet that contains control information and actual data.  

5. Each packet is known as datagram. 

6. Messages smaller than MTU are sent in a single packet and are called single datagram 

messages. 

7. Messages larger than MTU of the network are fragmented and sent in multiple packets 

are called multidatagram messages. 

Encoding and decoding of message data: 

Process addressing: 

Two types of process addressing: 

1.Explicit 

a) Send(process_ID,Message): 

Send a message to the process identified by process_id. 

 

b)Receive(process_ID,Message): 



 

Receive a a message fromthe process identified by process_id. 

 

2.Implicit 

 

a)send_any(service_id,message): Send a message to any process that provides service 

 

b)receive_any(process_id,message): receive a message from any process and return the process 

identifier of the process from which the message is received. 


