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SRA221 Overview of Information Security  
Section 4 and 5 

Fall 2009 
Team Project 

 
In today’s environment, an organization needs to have an effective information security 

framework to protect its important information systems resources against threats and attacks. 

One approach to develop a better understanding of information security framework planning and 

implementation is to perform an analysis of the critical steps in the planning process. In your 

team project, you will choose an organization or a unit within a large organization that you plan 

to do a semester-long information security analysis. 

1. Submit the name of your chosen organization by e-mail to the instructor by Friday, 

Sept. 18. Keep in mind that you want to choose an organization that you have access 

to substantial amount of information on its mission, activities, information, and 

information systems. Your choice of an organization has to be unique. In other words, 

no two teams can work on the same organization. If several teams submit the same 

organization, the earliest team will get that organizational choice and other teams 

have to come up with a different organization. 

2. You are required to develop an information security framework and submit a written 

analysis report as four deliverables throughout the semester: 

• Federal Information Security Management Act of 2002 

• Categorize Information and Information Systems 

• Select a set of security controls 

• Full report 

Each deliverable should be professionally written and has the following format: 

 Cover page: Team name, team members 

 Table of contents: This is especially important for the full report. If the earlier 

deliverables are divided into several sections, please include the table of contents. 

Otherwise, you can skip this section and go right into the content writing. 

 Content: Tables, pictures, and diagrams are helpful to highlight some key information. 

Use sections to break down the report.  
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 References: Add a list of references used to write the report. Use APA style to format 

your references. Follow this link for a quick help on the APA style guide: 

http://www.libraries.psu.edu/psul/lls/students/apa_citation.html.                                  

Note that  ***WIKIPEDIA***  is not an acceptable source in your references.  

 

Here are the details of the four phases of the project: 

1. Federal Information Security Management Act of 2002 (Friday, Oct. 2). The deliverables 

in this phase should answer the following questions: 

- What is Federal Information Security Management Act (FISMA) of 2002? 

- What is the rationale for the act? 

- What is the key requirement in the Act? 

- What is the National Institute of Standards and Technology (NIST)’s role? 

- What is FISMA compliance? 

- Provide an example that illustrates the experience of one federal agency in their 

implementation of FISMA 

A security framework is an outline of the overall information security strategy for the 

organization and a roadmap for planned changes to the information security environment. There 

are several standards that are useful as organizations develop their security frameworks. In this 

class, we will use those standards developed by NIST. In particular, your next two deliverables 

are a part of NIST’s risk management framework 

(http://csrc.nist.gov/groups/SMA/fisma/framework.html).  As the name suggests, their approach 

to effective security controls is to manage organizational risks. There are six steps in the risk 

management framework as shown in Figure 1: 

Step 1: Categorize the information system and the information within the system based on 

impact analysis (i.e., a loss of confidentiality, integrity, and availability). 

Step 2: Select an initial set of security controls. 

Step 3: Implement the security controls in the information system. 

Step 4: Assess the security controls to determine the extent to which the controls are 

implemented correctly, operating as intended, and producing the desired outcome related to 

meeting the security requirements for the system. 
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Step 5: Authorize information system operation based upon a determination of the risk to 

organizational operations, organizational assets, or to individuals. 

Step 6: Monitor and assess security controls in the information system on a continuous basis.  

 
Figure 1. NIST’s Risk Management Framework 

Source: NIST Publication 800-53 
 

2. Categorize Information and Information Systems (Friday, Oct. 23). This deliverable 

draws on the guidelines in the NIST 800-60 publication titled “Guide for Mapping Types of 

Information and Information Systems to Security Categories” available for download at 

http://csrc.nist.gov/publications/PubsSPs.html. Note that there are two volumes to this 

publication. Follow the four-step security categorization process outlined in Figure 2 (p. 12) 

in your analysis. You may need to interview organization’s employees to obtain specific 

information needed for this phase of your report. The deliverables in this phase should 

answer the following questions: 
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- What is an organization’s business and mission areas? 

- Identify the critical information that are input, stored, processed, and/or output from 

each system. Note that you do not need to identify **ALL** information. You need 

to identify at least **two** mission-based information types and at least **two** 

management and support information types.  

- You need to identify the provisional impacts level of the information in this step. 

Table 7 (p. 20) in the NIST Vol. 1 publication provides helpful information to explain 

the three impacts levels (low, moderate, high) of the three security objectives 

(confidentiality, integrity, and availability).  

The information in Table 1 is helpful to evaluate security impacts of each information 

type. 

Table 1. Categorization of Information and Information Systems 
Source: NIST 800-60 Vol. 1, p. 20 
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The list of questions in Table 2 provides a useful guideline to determine security impact levels.  

Table 2. Guideline to determine security impact levels 
Source: NIST 800-60 Vol. 1, pp. 20-22 

Confidentiality factors: 

• How can a malicious adversary use the unauthorized disclosure of information to do 
limited/serious/severe harm to agency operations, agency assets, or individuals?  

• How can a malicious adversary use the unauthorized disclosure of information to gain 
control of agency assets that might result in unauthorized modification of information, 
destruction of information, or denial of system services that would result in 
limited/serious/severe harm to agency operations, agency assets, or individuals?  

• Would unauthorized disclosure/dissemination of elements of the information type violate 
laws, executive orders, or agency regulations?  
 

Integrity factors: 

• How can a malicious adversary use the unauthorized modification or destruction of 
information to do limited/serious/severe harm to agency operations, agency assets, or 
individuals?  

•  Would unauthorized modification/destruction of elements of the information type violate 
laws, executive orders, or agency regulations?  
 

Availability factors: 

• How can a malicious adversary use the disruption of access to or use of information to do 
limited/serious/severe harm to agency operations, agency assets, or individuals?  

• Would disruption of access to or use of elements of the information type violate laws, 
executive orders, or agency regulations?  
 

 

3. Select a set of security controls (Friday, Nov. 13). There are three steps in this process: (1) 

selecting the initial set of baseline security controls, (2) tailoring the baseline security 

controls, and (3) supplementing the tailored baseline. For your project, you only need to 

perform step 1. Consult with Appendix D in NIST 800-53 to select the appropriate initial set 

of baseline controls. The deliverables in this phase include: 

• Discuss the baseline security controls chosen for each information type  

• Provide your team’s rationale to explain why these controls are appropriate  

• Discuss the implementation of these security controls 
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4. Full Report (Friday, Dec. 4). The full report is the integration of all the previous 

deliverables. You also need to add a few more sections outlined below. I will provide 

constructive development comments to each of the deliverables that you submit prior to the 

full report. It is expected that you will make appropriate revisions to the prior deliverables 

before you put them in to the full report.  

- Introduction and organization of the report 
- Information security challenges facing an organization 
- Federal Information Security Management Act of 2002 
- Categorize Information and Information Systems 
- Select a set of security controls 
- Challenges for your team while working on this project 
- Conclusion 

Grading Rubrics 
CRITERIA WEAK SATISFACTORY STRONG 
Writing deliverables    
Logical arguments that are insightful and 
appropriate for the organization 

   

Choices and uses of evidence    
Interviews with organization members (if 
included) 

   

Integration of materials across members’ 
contribution 

   

Professional format    
No misspellings, poor grammar    
Bibliography/References     
Presentation    
• Content    
Coverage of the protect    
Well organized     
Easy to follow presentation     
• Delivery    
Engaging presentation     
Well practiced, well rehearsed    
Clear, efficient, no confusion    
• Format    
PowerPoint slides are appropriate, readable,  
not too busy 

   

Use visuals to support explanations or highlight  
key points 

   

No misspellings, poor grammar    
 


