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Russell County Public Schools 
INTERNET/NETWORK ACCEPTABLE USE POLICY 

 
INSTRUCTIONAL PHILOSOPHY 
To enhance the instructional program, Russell County Public Schools has established Internet 
access for the county’s schools.  This provides the opportunity for accessing world-wide 
resources and promotes educational excellence as outlined in Education Goals 2000 goals and 
strategies.  By being connected to millions of computers and users through Internet and video 
conferencing, users have access to a wealth of educational and useful information.  
 
All use of the Internet must be in support of education and research and be consistent with the 
educational objectives of Russell County Public Schools.  Students and staff members will have 
access and training to use the Internet.  The specifics of access, i.e., time frame, place, and 
accessibility, will be governed by individual schools.  
 
Please be aware that although this Acceptable Use Policy provides guidelines for appropriate 
Internet use, there may be unacceptable material available through this service.  The site 
administrators/teachers will make determinations as to whether specific uses of the network are 
consistent with the Russell County Acceptable Use Policy. 
 
INTERNET SAFETY CURRICULUM 
 
In accordance with Virginia Code 22.1-70.2, Russell County Public Schools integrates Internet 
Safety into the K-12 curriculum and instruction as required by the Virginia Department of 
Education’s Guidelines and Resources for Internet Safety in Schools.  Lessons will relate to 
three areas of appropriate and effective Internet use—safety, security, and ethics. 
 
ACCEPTABLE AND UNACCEPTABLE USES OF THE INTERNET 
 
ACCEPTABLE USES 
The following actions constitute acceptable use of the Internet initiated from any school: 
 

• Researching assigned classroom projects.  
• Accessing and exchanging information. 
• Using the Internet solely for educational purposes.  

 
UNACCEPTABLE USES 
The following actions constitute unacceptable use of the Internet initiated from any school: 

• Using the Internet illegally in ways that violate federal, state, or local laws or statutes.  
• Using the Internet for commercial purposes.  
• Using the Internet for political lobbying. 
• Changing any computer file that does not belong to the user. 
• Posting, sending, or receiving copyrighted materials without permission. 
• Using another person’s password. 
• Any misuse of pictures published on Russell County Public Schools websites.  This 

includes copying, altering, publicly displaying, downloading, printing, or any action 
considered offensive.  

• Using Internet access for viewing, sending or retrieving pornographic material. 
• Circumventing security measures on school or remote computers or networks.  



  File: IIBEA 

• Accessing or attempting to gain access to the Internet via any computer that is not the 
property of Russell County Public Schools unless approved by the building 
administration. 

• Attempting to gain access to another’s resources, programs, or data. 
• Vandalizing, which is defined as any malicious attempt to harm or destroy data of 

another user on the Internet, and includes the uploading or creation of computer viruses. 
  

• Cyberbullying, such as using hate mail, harassment, discriminatory remarks, or other 
antisocial behavior on the network (including any message with profanity, obscene 
comments, sexually explicit material, or expressions of bigotry or hate). 

• Use of web sites that sell term papers or book reports.  
• Off-campus Internet use that causes a substantial disruption to the educational 

environment or interferes with another student’s rights may result in disciplinary action.  
Criminal action may be taken when the off-campus Internet use constitutes a true threat. 

 
NETWORK ETIQUETTE 

• Monitoring of ALL on-line activity can be performed by Technology Services if deemed 
necessary by school system administration.  

• You should not reveal your personal address/phone numbers or those of other students 
or colleagues.  

• Programs that provide services that allow for the download of audio/video files that do 
not pertain to education, on-line instant messaging, and on-line gaming are prohibited.  

• Teachers may only install software approved by the Information or Instructional 
Technology Departments. 

 
GOOGLE APPS FOR EDUCATION 
Russell County Public Schools has the ability to create accounts for all students to allow for 
collaborative sharing using Google Apps for Education.  These accounts will be used for school 
related projects.  The rules governing proper electronic communications by students are 
included in the Internet/Network Acceptable Use Policy. This account is housed on Google 
servers, thereby giving your student access to Google Docs, email, calendar, and other 
additional services.  As with all other online activity, monitoring of content in the Google Apps for 
Education system can be performed at any time by Technology Services. 
 
DISCLAIMER ABSOLVING THE SCHOOL DIVISION 
Russell County Public Schools makes no warranties of any kind, whether expressed or implied, 
for the service it is providing and will not be responsible for any damages suffered (including 
loss of data resulting from delays, non-deliveries, mis-deliveries, or service interruptions caused 
by negligence, errors, or omissions). Use of any information obtained via Russell County Public 
Schools’ Internet access is at the user’s own risk.  Russell County Public Schools is not 
responsible for the accuracy or quality of information obtained.  
 
STATE AND NATIONAL TELECOMMUNICATION RULES AND REGULATIONS 
Transmissions of material in violation of any U.S. or state regulation are prohibited.  Prohibitions 
include, but are not limited to, copyrighted material, threatening or obscene material, or material 
protected by trade secret.  Use for commercial acts is not fair use of the Internet.  Copyright 
laws on Internet apply to the same extent as those in non-electronic form.  The ALA guidelines 
may be accessed at www.ala.org/washoff/dmguide.html.  If a student’s or teacher’s work is 
published on a website, that work must be copyrighted or permission must be received by the 
child’s parents to publish that work.  
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RESPONSIBILITIES OF EDUCATORS, PARENTS, AND STUDENTS 
 
EDUCATORS 
When using the Internet for class activities, teachers will select material appropriate to the age 
of the students and relevant to the course objectives.  In order to determine the appropriateness 
of the material accessed through the sites, the teacher will preview the materials and sites 
planned for use.  Teachers will provide guidelines and lists of resources to assist their students 
in channeling their research activities effectively and properly.  Teachers will assist their 
students in developing the skills to ascertain the truthfulness of information, distinguish fact from 
opinion, and engage in discussions about controversial issues, while demonstrating tolerance 
and respect for those who hold divergent views.  
 
PARENTS 
The Internet is a global network that will provide students with access to a wide range of 
information, thus enabling the student to communicate with people throughout the world.  
However, on a global network it is impossible to control effectively the content of data, and an 
industrious user may discover controversial material.  It is the user’s responsibility not to initiate 
access to such material.  Russell County Public Schools will attempt to block sites that are 
deemed inappropriate in the school environment and staff will supervise the student use of the 
Internet.  Russell County Public Schools cannot, however, guarantee that a student will not gain 
access to inappropriate material that one would consider objectionable.  The Russell County 
Acceptable Use Policy restricts access to material that is inappropriate in the school 
environment.  Although staff will supervise student’s use of the Internet, the Russell County 
Public Schools cannot guarantee that a student will not gain access to inappropriate material.  
There may be additional kinds of material on the Internet that are not in accord with particular 
family values.  Parents are encouraged to take the opportunity to have a discussion with their 
child(ren) about their own family values and expectations as to how these values should guide 
their child(ren)’s activities while on the Internet.  Russell County Public Schools supports and 
respects each family’s right to decide whether or not to apply for access.  
 
While schools may be limited in their ability to discipline students who post offensive or 
inappropriate material outside of school, teachers have been successful in filing individual 
lawsuits against students and their parents. 
 
STUDENTS 
Students are responsible for good behavior on school computer networks just as they are in the 
classroom, cafeteria, or the school hallway.  General school rules for behavior and 
communication apply.  A student’s activities while using the Internet in school must be in 
support of education and research and consistent with educational objectives.  Before a student 
is permitted to use the Internet, he must agree to comply with the Acceptable Use Policy of the 
Russell County Public Schools.  Each student must have on file in his school office a 
Student User Agreement and Parent Permission Form.  
 
If a student mistakenly accesses inappropriate information, he should immediately tell the 
teacher or other district employee or other person designated by the school.  This will protect 
him/her against a claim of intentional violation of this policy.  
 
CONSEQUENCES OF INAPPROPRIATE NETWORK USE 
If there is reasonable suspicion that any student has violated his agreement to abide by the 
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Acceptable Use Policy, school disciplinary code, or the state or federal law, the following actions 
will be taken: 
 

1. The first offense will result in the loss of use of network access and account privileges 
for a period of not less than one week with parent notification explaining the 
circumstances.   

2. Each adult working with the student within the building or county will also be notified of 
the disciplinary action taken. 

 
3. Repeated or severe infractions of the agreement may result in permanent termination of 

network access and account privileges with notification of the child’s parents and every 
educator who works with that student within the building and county. 

 
4. Any offense may result in a three-day suspension and the possibility of legal action.  The 

school’s administration holds the right to govern the disciplinary actions associated with 
inappropriate network use.   

 
In addition, Russell County Public Schools reserves the right to charge the student/parent for 
any malicious damages to the network hardware or software. 
 
If there is reasonable suspicion that any employee has violated his agreement to abide by the 
Acceptable Use Policy, the school disciplinary code or the law, the violation will be handled in 
accordance with the Russell County Policy Manual (following due process guidelines). 
 
INTERNET PUBLISHING 
 
IN GENERAL 
 
The administration of Russell County Public Schools determined it is desirable for the school 
division as well as individual schools to have a presence on the Internet by publishing their own 
web page. This is similar to publishing a newspaper with text and/or pictures. Just as anyone 
may read an article in a newspaper, anyone with access to a computer and the Internet may 
read our web pages. 
 
Russell County Schools has adopted an Internet Publishing Policy, which is a set of guidelines 
governing what may and may not be included on school web pages. The guidelines are outlined 
below. In accordance with this policy, neither a photograph of a student nor any example of his 
work may be added to the web page without prior consent from a parent or legal guardian. 
 
LOCATION OF WEB PAGE FILES 
 
All school web pages must reside on the Russell County Public Schools domain. 
 
CONTENT OF SCHOOL WEB PAGES 
 
Information and links on Russell County Public School web pages are limited to: 

  
• General information of interest to students, parents, teachers, administrators, and 

community members. 
• Activities of school sponsored organizations 
• Curriculum and instructional material 
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• Link to School Report Card (https://p1pe.doe.virginia.gov/reportcard/) 
 
 
PERSONAL INFORMATION 

 
• Web pages may contain the first and last name of a student and his club or class 

affiliation or award.  
• Web pages may contain the image of a student that allows identification by reasonable 

means provided proper consent is obtained.  
• No personal information displayed on a web page may be more specific than allowed by 

this policy. 
 
STUDENT WORK 
 
Web pages may include student work provided the work relates to a class project or other 
school related activity and provided proper consent was obtained. Examples of student work 
include poems, short stories, and works of art. 
 
School web pages are public documents welcoming the outside world to the school. The 
information included on the web pages must support the educational goals of the school 
system. The web page’s main purpose is to introduce outside visitors to the school, its 
programs, and the achievements of the students. We feel our web pages will meet these criteria 
and that you will allow your child’s picture or work to be included. 
 
Added to Policy Manual: August 7, 2014 
 

https://p1pe.doe.virginia.gov/reportcard/
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