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Abstract
The number of IoT (Internet Of Things) devices is
rapidly increasing. Accordingly, security risks of IoT
device will be increased. In this thesis, we study
the vulnerabilities of IoT devices by building a proto-
type of surveillance camera by referencing commercial
products of similar kind. The prototype is composed of
surveillance camera program, configuration web inter-
face and cloud interface. By referencing actual cases of
security damage and information from OWASP, secu-
rity measures, such as SQL injection, are implemented
on the prototype. In consideration of countermeasures
and effects, the limits are described.

1 Introduction
IoT is an abbreviation of the internet of things. It
refers to the network of physical devices that have IP
addresses for internet connectivity and communicate
with devices and systems. One of such devices is Ama-
zon Echo that is a smart speaker developed by Ama-
zon [1]. Today, 5 billion of devices have connected
to the Internet and this number is expected to reach
25 billion in 2020 [2]. In the near future, IoT devices
will be commonly used and application area of innova-
tion will encompass everything from automobiles and
environmental sensor to medical devices and personal
communication. [3].

IoT devices have privacy risks such as eavesdrop-
ping and leak of sensitive information due to no en-
cryption and use of such as default passwords. As
IoT product with such security and privacy risks in-
crease, it will face many security and privacy acci-
dents. Recently attacker launched the large distributed
denial-of-service (DDoS) attack against a company.
For this attack, Mirai [4] was used. Mirai is bot-
net to launch DDoS by using vulnerable IoT devices
such as web camera, home router and digital video
recorder as springboard. This botnet is spreading in-
fection by targeting vulnerable IoT that use a factory
default password. Also source code of this botnet is
publicly released and attacks using such code are ex-
pected. Therefore, we must prevent these risks. How-
ever the prevention of IoT device risk is difficult be-
cause they are end-user products designed with price

and resource limitations [3].
In this paper, we built a prototype of surveillance

camera by referencing commercial products of similar
kind. We then take measures against risks of the pro-
totype by referencing actual vulnerability cases. We
consider the effectiveness and limitation of these coun-
termeasures.

2 Actual Case of Security Damage
A risk of IoT security will increase. In this section, we
present actual cases of a security damage in order to
know how IoT is damaged.

2.1 Mirai
Mirai is a botnet to launch a DDoS. Mirai uses vul-
nerable IoT devices. A management protocol of IoT
device such as Telnet and ssh exploited by brute forc-
ing their factory default passwords. As a result, the IoT
device joins botnet and many companies are damaged
by Mirai botnet.

2.2 Wemo Device
Wemo is a family of simple and customizable prod-
ucts that allows you to control home electronics from
anywhere [5]. In 2016, Joe Tanen and Scott Tenaglia,
security researchers at Invincea Labs found some vul-
nerabilities on Wemo device [6]. One of the vulnerabil-
ities is SQL injection. SQL injection consists of inser-
tion or injection of SQL query via the input data from a
client to the application. In this case, an attacker cloud
remotely injects a SQL query into database of Wemo
that uses to remember rules such as turning off at a spe-
cific time from Wemo app. As a result of the vulnera-
bility, an attacker gains root access to a WeMo device.
This vulnerability is caused by inadequate check of in-
put value.

2.3 KCodes NetUSB
Stefan Viehbock from SEC Consult Vulnerability Lab
found a buffer overflow vulnerability in KCodes Ne-
tUSB [7]. KCodes NetUSB is a Linux kernel driver
that realizes a ”USB over IP” function of sharing USB
devices connected to Linux-based embedded machines
such as household products. Since many IoT devices
use KCodes NetUSB, many devices are damaged. This
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vulnerability occurs because the NetUSB kernel driver
does not properly verify a send data when a client con-
nects to the NetUSB server. As a result of the vul-
nerability, its vulnerability causes denial-of-service or
permits remote code execution.

3 Prototype Design
For the experiment of IoT device security, we built a
prototype of surveillance camera by referencing com-
mercial products of similar kind (Figure 1). The proto-
type is composed of the IoT surveillance camera pro-
gram, cloud interface and configuration web interface.
In this section, we explain the design of the prototype.

Figure 1: Prototype of IoT device

3.1 Platform
We used Odroid C2 [8], a single board computer with
a quad-core ARM processor, as the platform of the
IoT device prototype. Figure 2 shows the whole IoT
prototype. In this paper, Odroid C2 is connected to a
home router. Also, PC of the users is connected to a
home router for accessing the configuration web inter-
face (No.1). As the platform OS of the Iot device pro-
totype, Ubuntu MATE compiled for ODROID C2 is
used. For taking photos, USB web camera is attached
to the USB port of ODROID. Also, PIR sensor (Pas-
sive Infrared sensor) is attached to General Purpose In-
put/Output (GPIO) pin. GPIO is a gateway for digital
signals that can be used for both input and output. As
the cloud interface, we use the cloud server hosted by
Sakura Internet [9]. The cloud server is connected to
ODROID and mobile computers of IoT device owner
such as smart phone (No.2 and No.3).

Figure 2: The Structure of IoT Device Prototype

3.2 Surveillance Camera Program
The main functions of surveillance camera program are
to detect an intruder, to take photo, to send a photo im-
age to the cloud server. The surveillance camera pro-
gram is built by referencing the program of PIR based
security camera [10] and we extended the program to
add functionalities necessary for IoT devices. This pro-
gram is written by C language and Python. As the
equipments, web camera and PIR sensor are used. PIR
sensor is an electronic sensor that measures infrared
light radiating from objects. In this experiment, the
PIR sensor is used for detecting an intruder and web
camera is used for taking photos.

In the C language program, the detected signal is
accepted from PIR sensor and then photo images are
taken by using web camera. After taking photo im-
ages, the program sends the photo images to the cloud
interface by calling a python script from system func-
tion of C language. For checking the state of PIR sen-
sor, we used the WiringPi library to handle GPIO [11].
WiringPi is a GPIO access library written in C lan-
guage. Also, in order to take photos by using web cam-
era, Fswebcam is used because it is a small and simple
program [12]. Fswebcam is called by system function
of C language.

The python script has functions for sending an alert
email to inform the IoT device owner (Figure 3). This
python script is called by the C language program
when PIR sensor detects an intruder. This python script
reads a mail address from the configuration file and
then sends the alert email to the email address set in
the file. The email address to inform the owner can be
set from the configuration web interface.
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Figure 3: Example of Alert Email

3.3 Configuration Web Interface
We built a configuration web interface on ODROID C2
for setting up the IoT device by using PHP and sqlite3.
PHP is used as a web server and cgi because these tools
have very lightweight and simple functions. The con-
figuration web interface also has a simple function. In
the configuration web interface, there are functionali-
ties of setting up the IoT device including the web cam-
era setting.

In the web camera setting, the following items can
be set. In the first item, the period to take photo can
be set. For taking photo periodically, crontab is used
and PHP writes setting to a crontab configuration file.
This setting is used to check IoT device owner’s room
status periodically. The second option is the setting
that can specify the number of shots when an intruder
is detected by the surveillance camera program. This
setting used a configuration file that stores a number of
shots and PHP writes the value to the file. Also, this
configuration file is read by the surveillance camera
program. The third item is an initialization function of
the IoT device. This function initializes items includ-
ing the password of users and the setting of the IoT
device. The fourth option is the setting that can spec-
ify the email address to inform the IoT device owner.
This setting also used a configuration file that stores
the email address and PHP writes it to the file.

For the user authentication and account administra-
tion, a login function and password change function
are built. In the login function, it verifies a username
and password before logging in the configuration web

interface. In the password change function, it provides
that a user of IoT device can change a password and
verifies the password before changing the password.

3.4 Cloud Interface
We built a cloud interface on a cloud server to see
photo images taken by web camera from an outside.
For building the cloud interface, we used apache, PHP,
mysql and javascript. This cloud interface provides a
photo image viewing function (Figure 4). In this func-
tion, it checks new photo images accepted from the
surveillance camera program at regular time intervals
and then displays the photo images by using javascript.
Also, the cloud interface has a login function and pass-
word change function.

Figure 4: Cloud Interface

4 Security Measure and Effective-
ness

We have taken measures against the prototype of IoT
device by referencing the Internet of things top ten of
Open Web Application Security Project [13] and we
verify their effectiveness. In the following subsections,
we explain the measures we have done.

4.1 Virtualization
We build a virtual machine on ODROID C2 by using
KVM (Figure 5). KVM is a virtualization infrastruc-
ture for Linux that turns it into a hypervisor. We use
Ubuntu cloud image for aarm64 [14] and we run it.
We put the database that stores important data such as
a password hash, salt on the virtual machine and we
built python server which accepts a parameters such
as a password from the host machine and process the
database. Therefore, we only process the database
on the virtual machine and configuration web inter-
face only accepts to true or false on the host machine.
Moreover, the alert mail function of the surveillance
camera is also placed in the virtual machine because
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Figure 5: Components of ODROID

it needs to store critical information such as email ad-
dress of the owner. As a result of these measures, there
is not important information on the host machine. Even
if an attacker breaks into the host machine by using a
vulnerability such the factory default password, impor-
tant information is not leaked out by attacker. How-
ever, the measures cannot protect from joining botnet
such as Mirai (Section 2.1).

4.2 Verification of User Input
In the prototype of IoT device, we execute an OS com-
mand to set a configuration such as a mail address and
a number of taken photos in the configuration file. Ap-
plications that have the function of executing OS com-
mands have the risk of OS command injection. There-
fore, we verify an argument from the user input to ex-
ecute the OS command for a countermeasure of an OS
command injection. In the prototype, we sanitize spe-
cial characters such a ”&>”. As a result of the measure,
the function of using OS command is secured.

In the prototype, we execute SQL language for a
processing such as a password change. Applications
using SQL have the risk of SQL injection. In the dam-
age example of Wemo, SQL injection is used (Sec-
tion 2.2). Therefore, we also, verify an argument
from a user input to execute SQL language for a coun-
termeasure of SQL injection. However, if there is
a missing check, this measure has no effectiveness.
For additional measure, we use prepared statement of
SQL. Prepared statement is a feature used to execute
the same or similar SQL statements repeatedly with
high efficiency. Prepared statements are very effec-

tive against SQL injections, because parameter values,
which are transmitted later using a different protocol,
need not be correctly escaped. As a result of the mea-
sures, the function of executing a SQL language is se-
cured.

These measures are effective against vulnerabilities
caused by not verifying a user input.

4.3 Communication Restriction
For restricting the communication of the virtual ma-
chine, we use iptables. Iptables is packet filtering type
firewall function implemented in the Linux kernel. We
restrict the communication only between the host ma-
chine and virtual machine As a result of the measure,
it is difficult for an attacker to directly break into the
virtual machine from an external network.

4.4 Protection of Photo Image
For protecting photo images taken by the surveillance
camera, we use NFS (Network File System). NFS is a
distributed file system protocol that allows client com-
puters to access a file over a network. Also, we use
the cloud server as NFS server and the host machine as
a client. As a measure, surveillance camera program
mounts the directory of NFS server in the directory of
the host machine and then save the image in the di-
rectory. After saving the photo image, the surveillance
camera program unmounts the directory from the host
machine. As a result of the measure, since the image
file are stored on the cloud server, even if an attacker
breaks into the ODROID, the image files are not leaked
out by the attacker. However, if the attacker gains a
privilege that can mount the NFS server, this measure
has no effectiveness.

4.5 Protection of Password
For protecting a password of the configuration web in-
terface and cloud interface, the passwords are hashed
and stored in the database on the virtual machine (Sec-
tion 4.1). We use SHA-256 algorithm to hash the pass-
word. SHA-256 generates an almost-unique hash of
256 bit. If an attacker has a full hash tables of SHA-
256, the password may be cracked. Therefore, we use
a salt that is a random data and hash the combination
of password and salt. Moreover, we enhance the pro-
tection by repeating a hashing 1000 times. As a result
of the protection, it makes attacker difficult to guess an
original password. However, if an attacker can look
at a source code, the hashing method is known by the
attacker. Accordingly, the attacker might be able to
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guess an original password and the protection has no
effectiveness in the case of looking at a source code.

4.6 Countermeasure against Use of Fac-
tory Default Password

For preventing a use of a factory default password, we
incorporated the function that forced users to change
the factory default password into the configuration web
interface. When using a factory default password, the
function block the login attempt and force to change
the password. In order to realize the function, a flag
is added to the database of users. The flag indicates
whether a password of login has been changed from
the default password. If the flag is not changed, a lo-
gin attempt is failed and an error message for urging
to change the password is displayed. This measure has
the effectiveness against botnet that uses a default pass-
word, such as Mirai.

4.7 Countermeasure of Brute Force
Brute force attack is used by botnet such as Mirai (Sub-
section2.1). Therefore, for taking a measure against
brute force attack, we incorporated an account lock
function into the login function of the cloud interface
and configuration web interface (Figure 6). We add a
column to the databases of configuration web interface
and cloud interface to record the number of failed lo-
gins for each user. Every time a user fails to login, the
column is incremented. In the prototype, when an at-
tacker fails predefined number of login attempts, the
account is locked. As a result of the countermeasure,
the attacker cannot perform many login attempts and
the login functions of the cloud interface and config-
uration web interface are secured against brute force
attack. Brute force is one of typical attack method-
ologies and this countermeasure should be effective to
such attacks.

Figure 6: Example of Account Lock Function

4.8 Protection of Memory
As a protection of memory, we use some security
mechanisms of OS and compiler. The security mech-
anisms are ASLR (Address Space Layout Randomiza-
tion) [15], RELRO (Relocation Read-Only) and PIE
(Position Independent Executable) [16]. ASLR is a se-
curity mechanism that randomly arranges the address
space positions of key data areas such as stack, heap
and libraries and can be specified by the kernel param-
eter. In order to verify whether the address is actu-
ally randomized by ASLR, we made surveillance cam-
era program output the address of the buffer for ex-
ecuting OS command. In Figure 7, the result of the
output is showed. RELRO is a security mechanism
that marks various ELF memory sections as read-only.
PIE is a security mechanism that randomly arranges
the address space positions which is not randomized
by ASLR. RELRO and PIE can be specified at com-
pile time. In the prototype, RELRO and PIE are used
at compile time of the surveillance camera program.
By using these security mechanisms, we made it diffi-
cult for attackers to use memory corruption vulnerabil-
ities such as a buffer overflow and heap overflow. Al-
though these countermeasures are effective as a mitiga-
tion against a vulnerability such as the case of KCodes
NetUSB (Section 2.3), these countermeasures cannot
become a fundamental countermeasure. As the funda-
mental countermeasure, it is necessary to verify a user
input.

Figure 7: Comparison of the execution results when
ASLR is enabled or disabled

5 Conclusions and Future Work
As the number of IoT increase, the security risks of IoT
device also are increased. In this research, we built
the prototype of IoT device by referencing the actual
commercial products of similar kind. We have taken
measures it by referencing the actual damage. From
the result of measures, we assess the effectiveness and
limitation of measures. As a result of assessment, it
showed that measures must be taken since new security
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risks come up. Therefore, as the number of IoT devices
increases in the future, it is necessary to take counter-
measures against IoT devices from multiple points of
view.

We should assess the measures against the risks of
prototype in future works. For example, the prototype
should be assessed by a security benchmark. One of a
security benchmark is OWASP ZAP that can automati-
cally find general security risks [17]. At the same time,
vulnerabilities found by a security benchmark such as
OWASP ZAP should be taken measures.

Another topic of future work would be taken ad-
ditional measure against risks of the prototype. For
example, Fswebcam should be improved to encrypt
photo images on memory and an intruder log should
be browsed in the configuration web interface
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