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Abstract—In the e-Banking world, fraudulent activities in both 

financial and non-financial transactions are a primary source 

of concern. A possible solution is to capture the trends of 

transactions and fraudulent aspects who subjugate 

authentication measures. In this paper, we employ Data 

Mining techniques to analyze data for transaction initiated and 

the customer initiating those transactions. On the basis of this 

it could then be decided whether to allow/initiate that 

transaction or not. The paper discusses detailed analysis to the 

data mining techniques of decision tree classifiers. It 

elaborates the fraudulent types and characterization. With the 

help of this technique it then evaluates the e banking 

transactions that either they are fraudulent or not.  

I.  INTRODUCTION 

The concept of e-banking and specifically e-payment 

system in Pakistan is relatively not a new concept anymore. 

But as the time runs on and people are starting to rely on 

online banking, theft and fraud are also increasing. Already 

these issues are been faced on daily bases amongst the 

international banks, which very much rely on e-banking. To 

counter with scam and deceptive transactions banks use 

different measures which also include various applications 

which authenticate and authorize users by analyzing their info 

via usernames and passwords. In addition, some of them also 

cross compare their identity information when accessed via 

cross questioning before letting them enter. But this all is 

usually trespassed by hackers very easily. There are few very 

promising fields that have capacity to counter with fraudulent 

transactions like Econometrics, Fuzzy logic, Genetic 

algorithms, Machine learning, Neural Network, Pattern 

recognition, Cryptology etc. These fields provide different 

types of solutions which are then used for different domains of 

frauds. Some of the prominent players in international market 

who have worked in this field; their workability abstractions 

are explained below. 

Effective data mining begins with a properly defined fraud 

scenario [1]. The more vivid the fraud scenario the better 

would be its precision in terms of detection after taking 

fruitful fraudulent measures. Different companies provide 

viable solution in which data mining as well as to compliment 

it data warehousing plays an integral role. The requirements to 

provide faster payments and seamless STP, while improving 

the speed and convenience of customer services, can introduce 

new vulnerabilities and risk to financial institution, including 

fraud. That is why accurate real-time prevention and risk 

assessment are vital to help financial institutions identify 

fraudulent activity and block transactions to immediately 

protect against fraud losses[4]. 

With the passage of time and fraudulent activity maturity, 

the new threat environment demands a new strategic approach 

to fraud management [2]. And this is exactly what we have 

done. Our unique performance criterion not only evaluates 

different measures of fraudulent attributes but also provides 

lineage of process through which higher risks could be 

measured. KYE helps in recognizing various different types of 

enemies and then it categorizes them to take measures against 

them. Previously audited claims hold the key to recouping 

money in the future by creating models from historical 

information, you can accurately pinpoint fraudulent claims out 

of the million of claims you receive each year. These data 

mining models lower the cost of fraud and abuse while saving 

your auditor's time [3].   

 In this paper, we have worked on the domain of Pattern 

recognition through the Data mining technique of building 

decision tree classifiers. In this way, data can be analyzed and 

interpreted for both, i.e., for the user initiating that transaction 

and the transaction which is being initiated. To the best of our 

knowledge, applications which use data mining techniques 

either focus on user’s identification through machine learning 

and/or classification algorithms, or on the transactions being 

done, with the help of artificial neural networks evaluations. In 

this paper, we have proposed a model which combines both 

these concepts and on the basis of it generates possible risk 

measures. On the basis of these measures, 

allowance/disallowance of users and/or transaction could be 

controlled and hence fraudulent transaction to greater extent 

could be restricted. For instance, credit card transactions have 

become a de-facto standard for Internet and Web based e-

commerce [5]. For this reason, fraud detection in online e-

banking system is next big challenge for e-payment industry.  

Moreover, reported Internet crime has risen dramatically. 

We took a closer look at the numbers to get a better 

understanding on where, why, and how hard you can be hit by 

Internet crimes.  Back in 2000, there were only 16,838 reports 

of Internet crimes; this has then since increased to 336,655 



reports in 2009.  Obviously fraud has been climbing as the 

Internet becomes more and more a part of our daily lives. On 

top of the amount of complaints we can also see the amount of 

money that has been reported lost.  In 2001, $17.8 million was 

lost and in 2009 we reached $559.7 million reported 

lost.  While this number is not astounding, remember these are 

only the reported incidents, we estimate unreported crimes to 

be at least one magnitude higher [6] (refer to Figure 1). 

 

 
 
 
While one may perceive spam as the key source of online 

fraud, it only comes in seventh position, with a mere 6.2% of 

complaints. Identity theft, advanced fee fraud, non-delivery of 

merchandise or non-delivery of payment is all items that came 

up more frequently. Their recent growth and even mere 

existence indicates that we currently still lack the tools to 

efficiently combat these types of fraud or are not cautious 

enough when interaction online. 

II. SOLUTION SET BACKGROUND 

We have employed a top-down inductive approach, shown 

in Figure 2. Firstly it was recognized that what types of frauds 

exists.  Then in accordance with their types their probable 

scenarios were identified. Amongst those probable scenarios 

identified few were selected which would require Data Mining 

solution and/or KDD process (details regarding postulates 

given in Section III). Since decision tree classifiers have been 

the target technique to prove our hypothesis we further 

selected those scenarios, for which decision tree classifier(s) 

could be used. We used decision classifier because our 

ultimate goal is to whether in accordance with the data 

captured; is it a fraud or not. Now, let us look at one of the 

examples in the reference of solution set that has been 

discussed above, shown in Figure 3. 

 

 

Figure 2.  Our methodology for fraud detection 

 

 
 

Figure 3.  A particular solution set 
Here, cash withdrawal fraud which is a very common 

fraudulent activity in e banking, is considered. Scenarios 

which have been induced are abnormal amounts of fraud 

phantom cash machine withdrawal and card not present 

transactions. With these scenarios many others in working 

example could be considered. Now for each scenario different 

attributes have been selected. These require the subjectivity of 

the type of transaction(s) and the channel(s) through which it 

undergoes through. After this each attribute selected is 

Figure 1.  Internet crime statistics [6] 

 



preprocessed this of course involves shaping up of each 

attribute in such a way that it becomes feasible for algorithm 

(i.e. decision tree classifier) to use them. Finally classifier is 

made out of them and results carry out either fraud took place 

or not. 

There may be such scenarios like in the previous examples 

we saw that no direct solution is possible. It may be possible 

that multiple classifiers may be need for single scenario. In 

some cases like SPOOFING and PHISHING fraud types, 

these frauds do not have a knowledge discovery solution on 

the whole or may be its too complex to be useful. Other 

solutions such as Association rule principles, Neural Network, 

and Bayesian classifier may be used to predict fraud but this is 

useful only when the data is in there required form. 

III. FRAUD CLASSIFICATIONS 

The basic reason behind using data mining decision tree 

classifier is that electronic transaction requires a great deal of 

complex relationship amongst its attributes which undergo 

various different channels and conversions after which they 

reside in data repository. Obviously this data set is very huge 

and decision trees come in handy when developing 

relationships within the parameters/attributes of a transaction. 

Our classifiers which will be explained shortly in detail either 

play an individual role in identification of fraudulent activity 

or it may elaborate a crucial but partial information for 

identification of some major set of fraud type. 

Further details to experimentation are sequenced with 

respect to the steps involved one after the other in 

experimentation. After this explanation, the decision tree 

algorithm is explained. Finally four of the buildup classifiers 

as a consequence of this experimentation will be explained. 

The basic model is as follows: 

 Generation of classifier subjectivity 

 Identification of different fraud types 

To introduce the fraud types, consider Table 1. Electronic 

transaction all over the world undergoes through different 

channels like ATM, POS, IB, MB, etc. Across these channels 

fraudster can perform one or many different fraudulent 

techniques to carry out fraud.  

TABLE 1. Frauds being targeted in this paper 

 
 

Our experimentation involves following fraud types and on 

the basis of these fraud types we identified 

parameters/attributes which would then ultimately be used to 

build up classifier(s).   

 Abnormal amounts of cash withdrawn 

 Account Take Over. 

The basic idea is that we want to classify fraud types in such a 

way that there precision can be increased. For this, we induced 

set of postulates after studying different research material 

(Figure 2). These set of postulates in combinative manner 

have the capability to predict that fraud type. In most of our 

decision classifiers the classification is based upon the discrete 

values and also the rules mined are also engulfed on the basis 

of discrete boundary values making the results more vivid and 

subjective (Figure 4). 

For each fraud postulate there exists a classifier which 

plays an integral role identification of it parent fraud type. 

Every postulate either covers customer (i.e. person who 

commits transaction) or the transaction aspect, there may be 

some postulates which in combination use both customer and 

transaction aspects. Details to some of the postulates will 

elaborate in Experimental methodology.  

 
Figure 4.  Postulates for abnormal amount of cash withdrawn and account 

takeovers 

IV. DATA PREPROCESSING 

 

We acquired e-banking data concerning several Pakistani 

banks, which shall not be named for the sake of privacy. 

A. Data Summarization 

In data summarization we used lift charts to evaluate the 

overall predictability of the model made for each postulate. 



What we did was that we labeled all the attributed involved 

and made them discrete values. After this against fraud class 

of each postulate we made a lift chart to get the results. 

Performance vector matrix was used to understand the overall 

predictability performance of the classifier. It also has class 

precision in percentage. Moreover to it we also see the trends 

under textual tree construction against which the class 

specification can be noted.    

B. Data Cleaning 

In the data cleaning activity missing values were filled where 

required by using the technique Attribute mean of all values. 

But at some places such as checking inconsistent transactions 

null values have been considered. There were at few places 

where the data was violating properties of itself that is for 

instance data with indefinite lengths or regular expressions etc. 

there were few data transformation problem too in which since 

on data set many rules were applied so there textual values 

were not been induced properly and there rule values were 

induced so in this respect data was given boundary and was 

used in plain text. Redundancy in data was not found because 

the data we have taken is of several different channels 

appearing from intra bank link of switches. Also the data is 

from the transaction log and each row is has unique 

identification key for itself, so it was of no use to check for 

same values. 

 

C. Data Integration/Transformation/Reduction 

We have used two different bank's data sets but since these 

banks are connected from switches and follow standards ISO-

8583 so normally there data formats are very much consistent 

all across. The major data repository includes customer's 

accounts information, customer's own information, customer's 

card's information data set, and the transaction done by 

various customers. Hence the Data Integrity is maintained 

because the identical formatted data is used to maintain e-

banking systems. The ID3 decision tree classifiers which have 

been used in to form decision trees are very particular when it 

comes to taking out fruitful results from them. Mainly 

Decision trees require categorical data where as banking data 

is largely discrete. For example the area from which the 

transaction is been done can be from any city and any of its 

area and if we give this kind huge value set to ID3 then the 

tree made would be too prone. Hence cities were categorized 

to zones; similarly other data was also divided into certain 

categories. This data transformation was done to bridge up the 

gap between arriving source (Data set repository) and 

Decision Tree Classifier algorithm. Plus most of the data is 

taken as text to remove complexity. 

 

Data reduction was not so much needed because the Data 

set used is identical to real Bank's data and also the 

inconsistencies (outlier value) in data have also been used 

identify fraud as inconsistencies may occur in different 

situations. On the contrary the categorical approach implicated 

on the data reduced its complexity which is one type of data 

reduction too.  

V. RESULTS AND DISCUSSION 

There are twenty five classifiers that have been mined through 

from the data sets and each of them belongs to either of the 

category (already discussed above) of fraud. Each classifier 

being built categories the sub set of data and the rules against 

it which have been implemented, as potential fraudulent 

activity or not. So it would be a combined effort of each 

postulate in single category of fraud. 

Now let us look at some of the classifiers below. 

A. Classifier #01: 

Detect proxy IP addresses and reveal the true location of a 

fraudster (Figure 5). 

Attributes: User_City, ATM_Location, City_Name, class 

 
Figure 5.  Classifier #01 

The classifier is about identification of the location from 

where the transaction has been made. The identification is 

done through IP-address of the hot machine. For every city 

and region there are particular IP-Addresses allotted to 

different machines so when the transaction is done it locates 

the transaction area now this transaction area is cross 

compared with the user's city of it customer's information. If 

both cities are different and the distance between them is 

continuous for all the transactions of that particular customer 

then it may be a potential fraudulent activity. On this basis 

classifier exclaims yes else it is a no. 



The largest number of city entries is from Karachi and least 

are from Hyderabad. There are eighteen entries in total which 

are possible fraudulent activities and these are from different 

cities. It is to be noted here that cities are represented with that 

unique identification number and therefore compared with 

each other. 

  

B. Classifier #02: 

Eliminate inconvenient security checks for good customers 

(i.e. identify good customers) and Detect bad behavior 

associated with new accounts, (i.e. detect bad customers) 

(Figure 6). 

Attributes: class-city, one_down_diff, AMT_TRAN, 

good_bad 

 
Figure 6.  Classifier #02 

This tree has been to identify good customer and a bad 

customer. Here good customers are those customers which 

who do transactions from a same city on regular basis, there 

time difference is between their two transaction is not the 

same, the average amount withdrawn is not greater than five 

percent of their total average amount maintained throughout 

the year, and the fluctuation of their credit history is not very 

variant. The rest are bad customers. The reason for making 

this classifier is mobilize bank's activity in accordance with 

the changing nature of customer and this would help greatly in 

rectification of bad customers and concentrate on them in 

minutest of manners. it is another prominent postulate being 

used for account take over fraud type. The graph's parent node 

is "one_down_diff" which shows that if there is time 

difference between two entries of a same customer, then class 

city further gives its findings weather user_id city and the city 

from where transaction is been done are same or not. 

Furthermore with these credential and related t amount 

categorization good and bad customers have been actualized. 

 

C. Classifier #03: 

Detect account utilization anomalies such as credential sharing 

(inconsistent credits maintained, number of hot-marked cards, 

usage in too many cities, credit cards payment due count 

larger) (Figure 7). 

Attributes: city-anomaly, one_down_diff-anomaly, 

length_diff_anomaly, AMT_TRAN, class_anomaly 

 

 
Figure 7.  Classifier #03 

This classifier identifies the anomalies between customers. On 

the basis of these anomalies the classifier decides if it is a 

probable fraud or not. The measures include inconsistent 

credits maintained, number of hot-marked cards, usage in too 

many cities, and credit cards payment due to larger counts. 

Notice that there are few amount categorization(s) (like > 

31000) which says that there is no fraudulent activity, but 

since in Pakistan normal transaction limit is <=30,000 so the 

amount used in this figure is itself an outlier value but since 

values have been categorized therefore they are depicted in 

decision tree although the presence of these outlier values is 

rudimentary and is not of any use. Also notice that amount 

equal ant to 30,00 encountered some anomaly this may be due 

to the fact of such amount which may have not been allowed 

on that card (used for that transaction) or may be the city from 



which the transaction has been done had some constraints. 

Other anomaly parent classes are evident from the diagram. 

 

D. Classifier #04: 

Abnormal region difference (i.e. user making withdrawal from 

Karachi and then after 5 minutes doing withdrawal from 

Lahore) (Figure 8) 

Attributes: ATM_State, class-a, time_difference, 

one_down_diff 

 
Figure 8.  Classifier #04 

Abnormal amounts of cash withdrawal classifier; categorizes 

the data into four regions i.e. Sindh, Panjab, Balochistan, 

N.W.F.P provices. It is able to show the regional activities in 

terms of abnormal amounts of cash that have been withdrawn 

from banks. The table takes time_difference factor, the 

provice in which it is situated and the city of it, time measure 

of it, that is in which quarter of time the transaction took 

place. The classifier shows mixed results at almost every level 

of bifurcation of time_difference. This is due the fact that 

normally in all provinces this trend is prevalent. Notice that 

there is Class_A (attribute) also present. Class_A is a 

calculation resultant of another relatively smaller classifier in 

which city anomaly is been decided. The constant of abnormal 

amount depends on timing on which amount has been 

withdrawn, the place from where it is withdrawn and finally 

the amount against the total amount maintained by the account 

holder. 

 

E. Classifier #05: 

Phantom cash machine withdrawals (Figure 9). 

 
Figure 9.  Classifier #05 

Attributes: AMOUNT CAT, TRAN_CODE, class 

The Phantom cash classifier is based upon the fact that the 

systems can be hit by machines which are not enlisted or have 

anomaly in terms of the request that they do. These suspicious 

machines may be using internet banking or performing fake 

card number usage fraud types to perform fraudulent activity. 

Financial transaction may be done form several machines like 

POS ATM and Tele sales and purchase systems. Therefore 

various types of machine transaction code have been used as 

discrete values under which major classification has been 

done. Each record represents one transaction which done its 

transaction code is generated accordingly with that 

transaction. Amount categorization is done to make graph 

more rudimentary. In class also considers factors of Age, time, 

Amount Withdrawn and IP Address to locate the customer if 

needed.  

VI. CONCLUSIONS AND FUTURE WORK 

Till now we have been able to mine fraudulent activity on 

two fraud types i.e. Account Take Over and Abnormal 

Amounts of Cash Withdrawn. The precision of each of the 

postulate Classifier covered in fraud types is on an average 

close to 95%. But when in combination these classifications 

are considered, there precision level goes down, averaging to 

84% or so which is still good enough for the performance of 

an ID3 classifier. The crux is that e- banking data is quiet huge 

and complex, and this lead to considering the fact to make 

classifiers of very small aspects to gain accuracy rather to 

make one single classifier for each fraud type. Also different 

fraudulent activities involve either only customer data or 



transaction data but in few cases (i.e. postulates) both data 

categories are used. Therefore in order to predict well through 

decision tree classifiers both transactional data and customer's 

data are needed.  Due to space constraints, we have not been 

able to present all our classifiers in this paper. Our results are 

very useful for the e-banking industry. We are currently 

implementing these results for a banking service provider in 

Pakistan. 
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