
 Module 1: Google Apps Education Edition 

------------------------------------------------------------- 
 
This Module covers the basics of Google Apps Education Edition and how you can use Google Apps on your school 
domain.  

 

Chapter 1 Introduction to Google Apps » 

Learning 

Objectives  

• Google Apps Education Edition Overview 

• Understanding the difference between Google Apps accounts and Gmail accounts 

• Top 10 reasons to use Google Apps 

 

Chapter 2 Getting around Google Apps » 

Learning 

Objectives 

• How to sign in to Google Apps products 

• How to access the control panel as an administrator 

 

Chapter 3 Customize Google Apps for your school » 

Learning 

Objectives 

• Choosing to add/remove services for your domain 

• Customizing products for your domain 

• Understanding the benefits of Google Message Security and how to set-up email filters 

• Creating school-wide 'groups' for email lists and sharing 

• Finding more resources for Google Apps admins 

 

Chapter 4 Google Apps FAQs »  

Learning 

Objectives 

• Reviewing general FAQs 

• Accessing Google Apps Security & Privacy FAQs 
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Google Apps Education Edition 
Overview 

 

Google Apps Education Edition is a free suite of hosted communication and collaboration applications designed for 
schools and universities. Google Apps includes Gmail (webmail services), Google Calendar (shared calendaring), 
Google Docs (online document, spreadsheet,  presentation, form creation and sharing), Google Video (secure and 
private video sharing – 10GB free) and Google Sites (team website creation with videos, images, gadgets and 
documents integration), as well as administrative tools, customer support, and access to APIs to integrate Google Apps 
with existing IT systems. 

 
 
 
A 'hosted' solution means that Google provides all the servers and back-end work, but the services all exist within your 
school domain. For example, all of your email accounts will have your school domain (@myschool.org), not a Google or 
Gmail domain (@gmail.com).  
 
With Google Apps Education Edition, schools no longer need to maintain costly servers and hardware, update and 
patch software, or pay for school licenses. The entire Google Apps suite is available free of charge to all schools and 
universities. In addition, schools benefit from the rapid pace of innovation at Google to deliver high quality products and 
software.*  
 
For additional measures of email security, Google offers 2 products - powered by Postini - for a discounted cost. Google 
Message Security provides additional email security features such as content and spam filters. Google Message 
Discovery is an email archiving product that allows retention of email. Both are available at a 66% discount to education 
customers.  
 
*Google has two release tracks that Google Apps administrators can choose from: 

 Rapid Release: Customers on the Rapid Release track have access to new features as soon as the features 
have completed testing and quality assurance, and are ready to roll out. 

 Scheduled Release: Customers on the Scheduled Release track gain access to new features on a regular, 
weekly release schedule following the initial release of those features. This delay allows time for administrators 
to familiarize themselves with new features using a test domain, educate support staff, and communicate any 
changes to their users. New features will be released on the Scheduled Release track each Tuesday, with at 
least a one-week notice following the initial feature launch 

 

 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-1
http://edutraining.googleapps.com/Training-Home/module-1/chapter-1/google_apps_logo.jpg?attredirects=0
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» Google Apps Education Edition vs. Premier Edition 
 

Google offers hosted solutions for both educational institutions and businesses. 

Google Apps Education Edition is free of charge to schools – a value of $50/person/year over what we offer to our 
business customers in Google Apps Premier Edition.  
 
Here is a comparison chart of Education Edition vs. Premier Edition: 

 
Education Edition Premier Edition 

Cost Free! $50/user/year 

Google Video 10GB 3GB 

Google Sites 100GB 10Gb + 500Mb*# of paid users 

Message Security -Powered by Postini Free for K-12 schools Free for all Premier users 

Email Storage 7.3 GB 25 GB 

 

» Products and services included 

Google Apps Education Edition includes: 
 

 
 

 Gmail: 7.2 GBs ( and counting) of email storage and search tools that help your school find information fast and 
instant messaging from right inside your inbox. 

 Google Calendar: Educators and students can organize their schedules and share events and calendars with 
others. 

 Google Talk: Educators and students can call or send instant messages to their contacts for free anytime, 
anywhere in the world. 

 Google Docs: Share documents, spreadsheets, and presentations. Collaborate in real-time with your team or 
with your whole school. You can publish final documents to the entire world, too. 

 Google Sites: Work together to keep related documents, web content and other information in one place, on 
one site. 

 Google Video for education: A video hosting and sharing solution that enables schools and other organizations 
to use video as an effective medium for internal communication and collaboration. 10 GB included free for every 
school domain. 

 
and even more tools for communication and collaboration.  

 

 

 

 

 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-1/1-2
http://edutraining.googleapps.com/Training-Home/module-1/chapter-1/1-3
http://www.google.com/a/help/intl/en/edu/communication.html
http://www.google.com/a/help/intl/en/edu/collaboration.html
http://img.skitch.com/20091028-n66m5jc3mxy34hjqr8t62f7c63.jpg


 Module 1: Google Apps Education Edition 

------------------------------------------------------------- 
 

» Complying with the Children's Online Privacy Protection Act (COPPA) 
If you are using Google Docs within Google Apps Education Edition for your school domain, your school assumes the 
responsibility for complying with COPPA and the information that students submit. When offering online services to 
children under 13, schools must be cognizant of Child Online Privacy Protection Act (COPPA).  COPPA is a regulation 
that requires parental consent for the online collection of information about users under 13.  Per the Google Apps 
Education Edition Agreement, any school administering Google Apps Education Edition acknowledges and agrees that 
it is solely responsible for compliance with COPPA, including, but not limited to, obtaining parental consent concerning 
collection of students' personal information used in connection with the provisioning and use of the Services by the 
Customer and End Users. 
 
Parental consent and notification could take place in form of a permission slip granting use of Google Apps and/or other 
technology services at the school. For more information on complying with COPPA see the FTC's website 
at www.ftc.gov/coppa. 

 

Google Apps accounts vs. Gmail accounts 

» Google Apps for your domain 
 
 
Support and administrative tools 

 

All of the products included in Google Apps – Google mail, Google Calendar, Google Docs, Google Sites, Google Video 
– are also available to individual users in the general public.  
 
The key differences between using the individual products and Google Apps Education Edition are how to access the 
products, sharing privileges, and account creation. 
 

1. Account creation: All accounts for a school are created by Google Apps administrators (you can have more than 
one for your school domain). An individual teacher or student cannot create their own account like they can for 
'@gmail.com.' 

2. Access: With Google Apps Education Edition, the products "live" within your school domain. You access each 
of the products through a specific URL that is related to your school domain name.  

 
 

3. Sharing privileges: The advantages of having a set of tools for your entire school means that you can easily 
share or publish a document, calendar, or website for just the members of your domain. For example, a faculty 
calendar created with Google Apps Education Edition can be shared with the standard products, you have only 
the option to share with individuals or to publish to the world. 
 

 
 

 
One way you can think of and explain Google Apps Education Edition is as a digital locker for students and faculty. It is 
a place to safely keep online communication and collaboration documents as they relate to school – school web sites, 
school documents, school videos, school calendars, school email. You do not need to use it for personal things (you 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-1/1-4
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://edutraining.googleapps.com/Training-Home/module-1/chapter-1/2-1
http://edutraining.googleapps.com/Training-Home/module-1/chapter-1/2-2
http://www.google.com/url?q=http://img.skitch.com/20091028-rq1b13f7jtc3bep6thb2w45896.jpg&sa=D&sntz=1&usg=AFrqEzd1Bs6jcR50ODttqDmdExxn6TKdYw
http://img.skitch.com/20091028-8tketbndft9nd9h2dkg1c2usdw.jpg
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can have a separate place for those if you want like a @gmail.com email account or access Google Docs with a Google 
Account and not the school Apps account). 

 

Top 10 reasons to use Google Apps 

Here's a list of reasons we compiled why your school would want to use Google Apps. 

1. Students will love you for it 

Schools tells us that when they ask their students what email they'd prefer, they overwhelmingly say Gmail. 
"Our students approached us about a year ago, saying that we needed to improve our email and collaboration services. 
We actually had our student government tell us, 'we want you to implement Google Apps.'" - Wendy Woodward, 
Director of Technology Support Services, Northwestern University 
 

2. Free up your IT 

Focus your IT on activities that add value instead of worrying about the uptime of your email services. 
"Google Apps has allowed us to get out of providing these commodity type services - such as maintaining an email and 
calendaring system - and focus on the things that we are uniquely equipped to do, like providing more resources to be 
able to better support teaching, learning and research." - Todd Sutton, Assistant Vice Chancellor for Application 
Services, UNC Greensboro 
 

3. Easy to deploy 

No software to install, no hardware to buy, just validate your MX records and create your accounts to get started. To 
integrate with what you already have, we work with open standards, have created a multitude of APIs, can point you 
to open source solutions for common integrations, and have approved partners with experience deploying Apps in 
schools. 
"After struggling for several months to try to implement an alternative web hosted e-mail solution, we eventually turned 
to Google Apps which we were able to get up and running within a matter of hours" -Jhonny Oliveira, IT Manager, 
University of Lisbon 
 

4. Save money 

Outsourcing the maintenance of servers to Google frees up resources that would have been spent on additional 
licenses and upgrades. 
"This helped our IT staff understand that their focus should be on strategic enterprise solutions to help us reach our 
educational objectives, not just overseeing commodities like email. Had we not gone with the Google solution, we'd be 
looking at proposing a significant increase in student fees. " - Eric Hawley, Utah State University Associate Vice 
President for Technology 
 

5. You're not alone 

Thousands of Universities are using Google Apps and are happy to talk about it. Talk to other customers on our Google 
Apps Education Edition community group or read and watch our customer case studies. 
 
 

http://code.google.com/apis/apps/open_source_projects.html
http://www.google.com/enterprise/marketplace/
http://groups.google.com/group/apps-edu-circle/topics
http://www.google.com/a/help/intl/en/admins/customers.html#edu
http://www.google.com/a/help/intl/en/edu/cust_videos.html
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6. Google protects your privacy 

We take privacy very seriously. Our business is built on our users' trust: trust in our ability to properly secure your data 
and our commitment to respect the privacy of the information you place in our systems by not giving that information to 
others or using it inappropriately. More specifically, read our FAQ on privacy, visit our Privacy Center, and review how 
we've handled challenges to users' privacyin the past. 
 

7. Security as powerful as... well, Google 

The security that is provided to Google Apps customers is the same security that we rely on to protect www.google.com. 
In addition, we run our company on Google Apps 
"We're confident that Apps can meet the needs of the most demanding enterprises, because we're one ourselves. 
Google is a complex, global company in a fast-moving and competitive industry, and everything we do is powered by 
Apps. To get that kind of adoption here, it means Apps has passed a daunting bar for Enterprise suitability. If it can work 
for us, surely it can work for you, too." - Ben Fried, CIO and Vice President of Engineering, Google. 
 

8. Innovation in real-time 

What better way to prepare your students for the newest technology in the workplace, than by giving it to them as a part 
of their education? 
"The response from the university community has been extremely positive because we are now partnering with cutting-
edge technologists who understand that we're trying to provide the latest, most innovative technologies available today." 
- Roy B. Roberti, Director of Information Technology Planning, Hofstra University 
 

9. Collaborate globally 

Google Docs, our word processing application, doesn't just give you access to the same document, it actually allow 
students to work on the same document at the same time from anywhere in the world. 
"Collaborative projects really make for an excellent education experience not only because students bounce ideas off 
each other and improve each other's writing skills, but also because the process itself teaches them how to work well 
with others - a valuable skill for everyone." - Richard Ellwood, Technology Coordinator and Digital Arts Teacher, 
Columbia Secondary School 
 

10. We've got your back 

Need help? We're here to help you when you need it either through our Help Center, our Education Edition customer 
group, or directly through the phone and email contact information provided in your administrator dashboard. 
 
 
 
 
 
 
 
 
 
 
 

 

http://www.google.com/support/a/bin/answer.py?answer=60762&src=top5&lev=index
http://www.google.com/intl/en/privacy.html
http://googleblog.blogspot.com/2006/03/judge-tells-doj-no-on-search-queries.html
http://googleblog.blogspot.com/2006/03/judge-tells-doj-no-on-search-queries.html
http://googleblog.blogspot.com/2006/03/judge-tells-doj-no-on-search-queries.html
http://www.youtube.com/watch?v=s_a-gn0dYmk
http://www.google.com/support/a/?hl=en
http://groups.google.com/group/apps-edu-circle/topics
http://groups.google.com/group/apps-edu-circle/topics
http://groups.google.com/group/apps-edu-circle/topics
http://www.google.com/support/a/bin/answer.py?answer=60830
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» Chapter 2: Getting around Google Apps 

Sign in to Google Apps services 

» Overview 

You can access all the Google Apps products – Mail, Calendar, Docs, Sites, Video – from any of the product pages. 

 
In the top left corner of any product, you will see a list of links that will take you directly to the product for your school. 
 

 
 

 
 
 
 
 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-2
http://www.google.com/url?q=http%3A%2F%2Fimg.skitch.com%2F20091028-q3gfq48mdinrbx3d5jr4w84x5x.jpg&sa=D&sntz=1&usg=AFrqEzcDlgcwnCSaKHBBL5WDEvnw7hq1-Q
http://www.google.com/url?q=http%3A%2F%2Fimg.skitch.com%2F20091028-q3gfq48mdinrbx3d5jr4w84x5x.jpg&sa=D&sntz=1&usg=AFrqEzcDlgcwnCSaKHBBL5WDEvnw7hq1-Q
http://www.google.com/url?q=http://img.skitch.com/20091028-tfhjjujfxuta4w99c48q3kdjd4.jpg&sa=D&sntz=1&usg=AFrqEzdqBwJCvtuJlpt-52CKBHnYHNWl_A
http://www.google.com/url?q=http://img.skitch.com/20091028-ccen6asymynjtrb8x1cgm56axc.jpg&sa=D&sntz=1&usg=AFrqEzetX3cfMmezRroXfaHl0DE7MUZ_5Q
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» URLs to all Google Apps services 

In addition to the links at the top left of any Google Apps page, you can also access each of the products through a 
custom URL for your school, where you replace 'yourschool.org' with the name of your Google Apps school domain. 
 

 Email: http://mail.google.com/a/yourschool.org 

 Calendar: http://calendar.google.com/a/yourschool.org 

 Docs: http://docs.google.com/a/yourschool.org 

 Sites: http://sites.google.com/a/yourschool.org 

 Video: http://video.google.com/a/yourschool.org 
 
Your school Administrator may have created special URLs to access the application.  Check with him or her to find out 
the urls for these special links. 

 

» Desktop shortcuts to Google Apps services 

You can also save desktop shortcuts to some of Google Apps products when you turn on the "Offline" function within 
Mail, Calendar, and Docs.  If you click on these icons while you are connected to the Internet, they will open the online 
version of the application. 
 
You must use Gears - a piece of software that you need to install to allow your browser to save items to your computer. 
 Gears is available for Windows, Windows Mobile (IE Mobile, Opera Mobile), Mac (Firefox, Safari), Linux and Android. 
 
To enable the "Offline" function: 

1. Open Mail, Calendar, or Docs 
2. Click the 'Offline' link in the top right corner 

 
 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-2/1-2
http://edutraining.googleapps.com/Training-Home/module-1/chapter-2/1-3
http://www.google.com/url?q=http://img.skitch.com/20091028-r9hp2yw97caukwgga7ss5y4hhd.jpg&sa=D&sntz=1&usg=AFrqEzdrtTqajqMMdWa0-h6TYqlGC68AqA
http://www.google.com/url?q=http://img.skitch.com/20091028-t2ypnb9jb9cinkduk82tf1cdq9.jpg&sa=D&sntz=1&usg=AFrqEzcK52xYFfR0DrYi5Nk2Iy_b4B6I1A
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3. Click the 'Get Gears Now' button - this will also allow you to have access to Mail, Calendar, or Docs when you 
are not connected to the internet 

 
 

4. Download and install Gears 
5. When prompted to create a desktop shortcut, click 'OK.' 

 
You can complete these instructions for each of Mail, Calendar, or Docs and have a shortcut on your desktop that will 
open those products right in your browser. 

 

 

Access the control panel as an administrator 

When you sign-up for Google Apps Education Edition, you are asked to create an administrator account. With the 
administrator account, you can reach your control panel to activate services and adjust other settings for your school 
domain.  
 
The control panel URL for all administrators is: 
 
https://www.google.com/a/yourschool.org (Replace 'yourschool.org' with your actual domain name) 
 

 
 
If you're unable to log in to your control panel, visit the Can't Access Control Panel troubleshooter. 

 

Please note: You must complete the ownership verification process before you can activate services.  

 

 

 

 

 

 

 

http://www.google.com/support/a/bin/answer.py?answer=143296
http://www.google.com/support/a/bin/topic.py?hl=en&topic=9196
http://www.google.com/url?q=http://img.skitch.com/20091028-byxn3twamjxcmt5yrpj8dsu3b5.jpg&sa=D&sntz=1&usg=AFrqEzfFzMNxV94o4ALkxLFBsPFR30mjBA
http://www.google.com/url?q=http://img.skitch.com/20091028-rq1b13f7jtc3bep6thb2w45896.jpg&sa=D&sntz=1&usg=AFrqEzd1Bs6jcR50ODttqDmdExxn6TKdYw
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» Chapter 3: Customize Google Apps for your school 

Add/remove services for your domain 

Note: You must have administrative privileges to makes changes to these settings 

The Dashboard is what you see when you log in as an administrator to your school Apps domain. 
 

When you're managing your domain, the Dashboard keeps you informed - status of services, number of users, email 

activity graph, links to Inbox and Help, and access to more management settings. 

 

After you have verified your domain, you will see the following list of services available in your dashboard: 

 Mail 

 Calendar 

 Chat 

 Docs 

 Sites 

 Mobile 

 
 

 

There are additional products available if you click on "Add more services" 

 
 

 Video 

 Contacts 

 Postini 

 App Engine 

 

Google has also produced some services that can be useful, but haven't yet been proven to be added to the general set 

of services. Google Labs services are experimental. This means that Google does not offer any support for them, and 

that Google reserves the right to change these services or even remove them at any time. You may find support from 

http://www.google.com/url?q=http://img.skitch.com/20091028-fujqqc9cpq9f4543n5u3daf489.jpg&sa=D&sntz=1&usg=AFrqEzdN5xwlqf9vj2QznePfjlILJRv4_Q
http://www.google.com/url?q=http://img.skitch.com/20091028-gnykt8975g8b926456knmwxyx2.jpg&sa=D&sntz=1&usg=AFrqEzdVRGSA2wX5r8Xb48kI4AtbBiV4Pw
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other users in the discussion groups for each service, and you are welcome to submit feedback to Google on these 

services using their designated feedback email addresses. These products include: 

 Google Moderator 

 Google Short Links 

 Google Code Reviews 

 

Finally, you can also add additional services from Google Enterprise partners that have developed tools exclusively to 

use with Google Apps. You can browse or search for tools in the Solutions Marketplace.  

 

» Add services 

Adding services is easy! Once your domain has been confirmed, you can add more products for your school to use. 
Besides the list of services that appear in your dashboard, you can also add the additional services: 
 

1. Log in to your control panel at http://www.google.com/a/cpanel/yourschool.org  (replace yourschool.org with 
your actual domain name) 

2. Click Add more services on the Dashboard page.  
3. Click Add it now for each service you'd like to add. 

 

 

 
Please note: For some services that require changes to MX or DNS records, it may take some time to turn on (e.g. Mail 
or Postini services). 

 

» Remove Services 

You do not have to turn on all the services in the Google Apps suite – even the ones that appear by default in your 
dashboard. You can have Docs and Sites turned on but keep Mail and Calendar off, if you prefer not to use the email 
and calendaring services. 
 

If you're sure you no longer want one of the services available in Google Apps, you can disable the service by following 
these steps: 

http://www.google.com/enterprise/marketplace/
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/1-2
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/1-3
http://www.google.com/url?q=http://img.skitch.com/20091028-cg3ichni262j6sw2te2c3mnaef.jpg&sa=D&sntz=1&usg=AFrqEzcKCUOgUrXtfnVnamPeElWeCWYncA
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1. Log in to your control panel at http://www.google.com/a/cpanel/yourschool.org (replace yourschool.org with 
your actual domain name) 

2. From the Service settings drop-down menu, select the service that you'd like to disable. 
3. Scroll to the bottom of the page and click Disable (service). 
4. After reading the possible issues relating to disabling that service, click Yes, disable (service). 

 

 

 

Please note: You can re-activate a service at any later date by following the instructions to add a service. 

 

Customize products for your domain 

» Changing service settings 
 

The Service settings tab in the admin control panel allows you to customize settings for all services in Google Apps. In 
general, this includes setting up a custom URL for the service, selecting a default sharing permission, disabling 
services, and many other unique settings that vary by service. 
 
To change the service settings for a particular product: 

1. Log in to your control panel at http://www.google.com/a/yourschool.org  (replace yourschool.org with your 
actual domain name) 

2. Click the 'Service settings'  
3. From the drop down, select the service you'd like to modify 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/2-1
http://www.google.com/url?q=http://img.skitch.com/20091028-1uduks3mh6pqsghj3cyc4r9f1t.jpg&sa=D&sntz=1&usg=AFrqEze1rFUY983wq1cHQEwR7GigZKEe5Q
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» Overview of basic service changes 

Basic service changes available by product: 

 

Mail 

 Name format   

 Turn on Labs in Gmail 

 Turn on Voice/Video Chat 

 Outlook/Blackberry support 

 Turn on POP/IMAP 

 

Calendar 

 Select sharing options to allow users to share outside the school domain or to share only within the school. You 
can also select what level of calendar visibility can be available for those within your school and those outside 
your school (Free/Busy only, event details, or event details and the ability to make changes) 

 Google Calendar Connectors for Microsoft Exchange  

 

Chat 

 Turn off chat history by default, making all chats "Off the Record"  
Review the Mail Module Chapter 8 to learn more more about "Off the Record" chats. 

 

 

 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/2-2
http://edutraining.googleapps.com/Training-Home/module-2-mail/chapter-8
http://www.google.com/url?q=http://img.skitch.com/20091028-cf7tapesfb3uumf9w889rs6nrs.jpg&sa=D&sntz=1&usg=AFrqEzdPHqDD0_XUeOeIlyRglOp22l4fIg
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Docs 

 Select sharing options to set whether your school can share only within the school or can also share with 
individuals or the public outside the school domain 

 Turn on Templates for Docs which will allow users at the school domain to use submitted templates for Google 
Docs 

 

Sites 

 Select sharing options to set whether your school can share sites only within the school domain or also share 
outside the domain 

 Select whether Sites created by users at your school can be made public (viewable by the world) 

 

Video 

 Specify specific individuals at your school who can upload videos (up to 100) 

 Add recommended video tags 

 

» Custom URLs for services 

You can create easy-to-remember, custom URLs that redirect your users to the sign-in page for each service at your 
domain.  

Instead of telling users to sign in to their email accounts at http://mail.google.com/a/yourschool.org, you can change 
the web address tp http://mail.yourschool.org. Then, when users type http://mail.yourschool.org into their browser 
address bars, they'll be redirected to http://mail.google.com/a/yourschool.org 

 

To change the web address: 

1. Log in to your control panel at http://www.google.com/a/yourschool.org  
2. From the Services settings drop-down menu, select any service. 
3. In the web address section for the service you selected, click change URL. 
4. Select the radio button next to the custom address field, and type your new web address. Some example 

names include mail, www, inbox, home, pages, calendar, events, and main. 

 

Click Change URLs for all domain services to customize all URLs at once. You'll still have to create 

a CNAME record for each custom URL. 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/2-3
http://www.google.com/support/a/bin/answer.py?hl=en&answer=60058#C
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5. Click Continue. 
6. Follow the instructions to create a CNAME record with your domain host. (Skip this step if you purchased your 

domain from one of our domain registration partners, GoDaddy or eNom during the sign-up process.) 
o For example, to enable a custom url such as mail.example.com, create a CNAME record that 

points mail to ghs.google.com 
o Step-by-step CNAME instructions for your domain host 

7. Click I've completed these steps. 

 

Please note: Google Apps doesn't support custom URLs for domain aliases. 

 

Google Message Security and Email Filters 

» Overview 

Postini Message Security for Google Apps provides additional security features and controls for Google Apps Gmail.  

 

K-12 (Primary or secondary education) institutions are eligible for adding Postini Message Security to their Google Apps 

account at no cost if they do so before December 31, 2010.  

 

For an additional cost (given at a 66% educational discount), you can also upgrade your service to Message Discovery, 

which provides an archive of all email messages for your domain. Learn more about message discovery » 

 

The guide linked below shows you how to use Postini Message Security to meet common needs for Google Apps 

Education Edition customers, including:  

 Email policies just for students: Set up different user organizations, such as groups of students, faculty, or IT 
administrators, and apply specific email policies.  

 Blocking external mail to your students: Allow only internal or specified user to send mail to users in your 
Google Apps domain, therefore blocking external senders from mailing your users.  

 Limiting messages your students can send: Help limit students from sending mail outside of your Google Apps 
domain.  

 Blocking certain types of message attachments: Filter messages that contain specific file attachments, such as 
MP3 or movie files.  

 Email signatures for all your students or faculty: Set up a standard email footer for outbound mail for your 
users.  

 Limiting exposure to quarantined junk messages: Turn off the Quarantine Summary, which is the daily message 
sent to users that lists their messages quarantined by the Postini service. The Quarantine Summary shows the 
titles of messages (you may not want your students to see titles of junk messages) and allows users to deliver 
quarantined  

 

To activate the Postini Message Security service, follow these steps: 

1. In your Google Apps control panel Dashboard page, under Service Settings, click Add more services, and 
choose Postini services to get started with the service and begin your activation. 

http://www.google.com/support/a/bin/answer.py?answer=47283
http://www.google.com/support/a/bin/answer.py?answer=53295
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-1
http://www.google.com/postini/discovery.html
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2. During activation, your email is delivered as usual with no interruption, and the activation wizard guides you 
through the process step-by-step. Your users are automatically added and synchronized with the service, and 
your activation automatically sets up default settings that work well for most organizations. 

3. After activation, you can customize these settings for your users, create content and attachment policies, and 
more. 

 

View the full guide to using Postini Message Security with Google Apps Education Edition. 

 

» Create an organization for school staff 

When you activate your service, your Postini service has two organizations that contain your users: 

 

 

 Account Administrators org: The top-level organization, which contains the account administrator's account 
(the initial administrator specified during activation of the service) and the Default User (a user account 
template). 

 Users org: The second-level organization, which contains all the user accounts that existed in Google Apps 
when you activated the service. All new accounts you add to Google Apps are automatically placed in this org. 

 

You may want to your staff to have different policies than your students. For example, you may limit mail to your 

students only senders in your organization, while your staff can receive mail from any domain. 

 

To tailor service differently for another group of users, create a new org for them. This step creates an organization for 

your staff, and shows you how to move their user accounts to the new organization. 

1. Go to Orgs and Users > Orgs, and click the “Users”, under which you want to add the new sub-org. 

 

 

2. On the “Users” Organization Management page, type a name for the org in the New Org form (100 characters 
or less), such as “Staff”. Then click Add. 

http://docs.google.com/fileview?id=0B_3n14vxfDnsMTc4ZTQwOGItODRiMy00ZGEwLWIyZDUtYTg3NzE3NmU3YjNk&hl=en
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/orgs_list.gif?attredirects=0
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/orgs_list.gif?attredirects=0
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The name in the gray bar changes, indicating that you're now looking at your new org's settings.  

 

 

3. Next, move your staff users to the new org.TIn the Administration Console’s Home page, click the 
Add/Delete/Move Users link, just above the System Test links.  

 

 

4. On the Add, Delete, and Move Users page, enter addresses of your staff. Separate addresses with a comma 

or put them on a separate line. Each user should already have an email account in your Google Apps Edu 
domain. Tip: Enter several users at once by pasting their addresses from a text file or user database.  

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/orgs_add.gif?attredirects=0
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/orgs_list_staff.gif?attredirects=0
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/add_users_link.gif?attredirects=0
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5. Leave Welcome users upon creation unchecked. 
6. Move your users by choose the “Staff” org you created from the list at the bottom of the panel. 
7. Click the Move Users button. 

Each user receives service settings from the organization, and default filter levels from the org’s Default User. 

The next steps in this guide refer to making changes and settings to the Users organization, which contains all of your 

students. 

 

 

 

To more information on how user organizations, see the Organizations chapter in the Administration Guide. 

 

» Add approved senders 

Before limiting your incoming mail to only your domain, you may want to add certain senders to the Senders Lists, 

which bypass the inbound Content Manager filters. Approved senders typically include: 

http://www.postini.com/webdocs/admin_msd/org_toc.html
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-3
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/move_users.gif?attredirects=0
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/orgs_list_users�.png?attredirects=0
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 Trusted partners or organizations. For example, another school or group that you want to allow to send 
messages to your students. 

 Automated email notifications sent by Google. For example, your Google Calendar appointment reminders or 
Google Site update notifications. 

 

To set up Approved Senders, follow these steps: 

1. Access the Administration Console: 
o Log in to Google Apps using your administrator account. 
o On the Google Apps dashboard, click Postini services. 
o Click System Administration. 

2. Go to Orgs and Users > Orgs, and then select the organization that has your students (not your staff or 
faculty). In this procedure, this is your Users organization. 

 

3. On the org’s Organization Management page, scroll down and click Sender Lists. 

 

 

4. On the Sender Lists page, enter the Google notification addresses and your trusted sender addresses or 
trusted domains that apply for all users in this org, in the Approved Senders field, and click Add. 

 

 

Approved senders addresses for Google notifications: 

 

 Notification  Address 

Google Calendar reminders  calendar-

notifications@google.com 

Google Sites updates  noreply@google.com 

 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/orgs_list.gif?attredirects=0
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-3/Sender lists.png?attredirects=0
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WARNING: We strongly recommend that you do not add your own domain/addresses or popular domains to the 

Approved Senders list. Spammers routinely spoof these domains to bypass the message service filtering. Also, the 

service's anti-spam heuristics can recognize legitimate messages from popular domains and minimize any false 

positives. 

 

For more information on Senders lists, see the Approved and Blocked Senders chapter in the Administration Guide. 

 

» Content Manager 

Postini Message Security includes Content Manager, which you can use to create custom filters based on a message’s 
content, senders, and recipients. 
 
This section describes how to use Content Manager to: 

 Prevent users outside of your domain from sending mail to your students. 

 Reduce the potential for students to send mail outside for your domain. Note: At this time, it’s not possible for 
Content Manager to completely prevent users from sending messages outside of their domain. 

To set up the Content Manager, follow these steps: 

1. Access the Administration Console: 
o Log in to Google Apps using your administrator account. 
o On the Google Apps dashboard, click Postini services. 
o Click System Administration. 

2. Go to Orgs and Users > Orgs, and then select the organization that has your students (not your staff). In this 
procedure, this is your Users organization. 

 

3. On the Organization Management page, under Inbound Services, click Content Manager: 

http://www.postini.com/webdocs/admin_msd/sender_toc.html
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-4
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-2/orgs_list.gif?attredirects=0
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4. On the Inbound Content Manager page, click Edit Settings. 

 

5. Set Content Filtering to On. 
6. In the Quarantine Administrator field, enter the address of the administrator who should receive messages 

captured by content filters. (Content Manager sends these messages to the administrator’s quarantine in the 
Message Center.) 

7. Select “Allow mail from Approved Senders to bypass Content Manager filters” (so messages from the 
org’s Approved Senders aren’t blocked by content filters). 

8. Leave the default text in the Bounce Message field, unless you want to change the message the senders 
receive if a filter returns their messages. 

9. Leave the checkbox “Apply settings to existing sub-orgs” unchecked. 
10. Click Save. 

 

» Create a filter to block inbound messages 

Follow these steps to create a filter that limits incoming messages to only users in your domain. 

1. Access the Inbound Content Manager page for your user organization, as described in the previous step. 
2. Click Add Custom Filter. 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-5
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-4
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-4/content_mngr_bttn.gif?attredirects=0
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-4/content_settings.gif?attredirects=0
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3. In the Filter Name field, enter descriptive name for the filter, for example, “Internal Inbound Mail” (the name can 
be up to 15 characters long). 

4. Set Filter Status to On. 
5. Under Rules, in the Match drop-down list, choose whether Content Manager executes this filter’s disposition if 

an email message contains a match for any rule or all rules you specify. 
6. Specify up to three rules for this filter. For each rule, enter the following: 

o Location: The part of the message to scan. Note that Entire Message also scans content in file 
attachments. Choose “Sender”. 

o Filter Type: Choose “does not contain”. 
o Enter this value (a regular expression) and replace yourdomain with the name of your Google Apps 

Education Edition domain. If your domain ends in “.com” or another top- level domain, enter this instead 
of “.edu”. This expression filters out any messages from senders who don’t have an email address in 
your domain. 
 
(\W|^)[\w.+\-]{0,25}@(yourdomain)\.edu(\W|$) 
 
For example, if your organization’s domain is solarmora.edu, you would enter: 
(\W|^)[\w.+\-]{0,25}@(solarmora)\.edu(\W|$) 

 

 

7. Under Routing, choose how you want messages that match the filter, in this case messages not sent within 
your domain, to be handled. Choose Bounce. This rejects the message and returns an error message to the 
sender. When an external users attempts to send a message to a user, the message will be bounced back with 
an error message of “582- This message violates our email policy”. 

8. Your administrator can also receive a copy of the message. This may be useful if you’d like to monitor who’s 
attempting to send mail to your students.  
 
Under Copy to Quarantine, click Add quarantine address to send a copy of the message to another user: 

o Quarantine Administrator: Sends a copy of the message to the Message Center quarantine of the 
administrator you specified when enabling Content Manager. We recommend that you start with this 
option so you can monitor which message trigger your filters. 

o Recipient: Places the message in the recipient's quarantine in the Message Center (option available 
with only Inbound Content Manager). Do not choose this option as this will place the incoming 
messages that trigger the filter in the student’s quarantine. 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-5/content_add_filter.gif?attredirects=0
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-5/cm_edu_filter.gif?attredirects=0
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o Other User: Places the message in the quarantine of the user you specify. In the box, you can enter 
the email address of any user account that resides in a user organization for which you have Content 
Manager administrator authorization. 

9. Click Save. 

 

» Create a filter to help limit outbound messages 

Content Manager can be configured to help limit students from sending messages to users outside of your domain. 

 

However, at this time, outbound messages sent to external users can bypass the Content Manager in two cases: 

 A user sends a message to multiple recipients and includes both internal and external users on “To” line of a 
message. 

 A user includes an external recipient in the “Bcc” line of a message. 

This means, while you can create a filter so that users only receive mail from within the domain, they may be able to 

send mail outside their domain. 

 

To help limit outbound messages, follow the basic steps for configuring Inbound Content Manager with two changes: 

 To enable Outbound Content Manager: In the Organization Management page, under Outbound Services, 
click Content Manager, then follow the steps to configure. 

 When creating a filter for Outbound Content Manager, set up the filter to check the recipient (instead of sender) 
field in step 6: 

 Location: The part of the message to scan. Choose “Recipient”. 

 

To more information on how Content Manager works and additional uses, see the Content Manager chapter in 

the Administration Guide. 

 

» Attachment Manager 

Postini Message Security service includes Attachment Manager which you can use filter messages based on file 

attachment size and type. For example, you can block or quarantine MP3 files or movie files. You can set up attachment 

filters for both inbound and outbound email. 

 

To set up the Attachment Manager, follow these steps: 

1. Access the Administration Console: 
o Log in to Google Apps using your administrator account. 
o On the Google Apps dashboard, click Postini services. 
o Click System Administration. 

http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-6
http://edutraining.googleapps.com/Training-Home/module-1/chapter-3/3-5
http://www.postini.com/webdocs/admin_msd/cm_toc.html
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7


 Module 1: Google Apps Education Edition 

------------------------------------------------------------- 
 

2. Go to Orgs and Users > Orgs, and then select the organization that has your students (not your staff or 
faculty). In this procedure, this is your Users organization. 

 

3. On the Organization Management page, click Attachment Manager, listed under Inbound Services. 

 

 

4. On the Inbound Attachment Manager page, click the Edit link, in the dark gray bar. 

 

 

5. On Attachment Manager’s Edit page: 
o Set Filter Status to On. 
o Enter the address of an administrator who should handle all messages quarantined by attachment 

filters. 
o Check Approved Senders (so messages from the org’s Approved Senders don’t get blocked by 

attachment filters). 
o Click Save. 

 

6. Click the Filters link in the dark gray bar. 

https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-2/orgs_list.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/attachment_link.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/attachment_edit_link.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/attachment_status.gif?attredirects=0
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7. On the Filters page, enter a Maximum Message Size that users in this organization can receive. Messages 
with total attachments that exceed this limit will be bounced back to the sender.  

 

 

Note: This changes the size limit for Postini filters. The size limit for Google Apps mail is not changed and still 

applies. 

8. Under Custom File Types, enter file extensions in appropriate fields, depending on your desired disposition for 
messages containing those types of attachments (as described below). Separate each extension with a comma. 

 

o Approve Skips all remaining Attachment Manager filters. 
o Bounce Rejects the message and returns the sender an error message. 
o Quarantine Diverts the message to the administrator Quarantine you specified above, without 

delivering it to the user. 
o BCC Quarantine (Blind Carbon Copy) Copies the message to the administrator Quarantine, but also 

delivers it to the recipient (if the messages passes through remaining filters). You therefore review the 
types of attachments users are receiving, without preventing people from receiving them. 

o Please note: Custom filters override any subsequent attachment filters (under System Threats 
or Productivity). 

9. Leave filters under System Threats and Productivity set to Ignore. Then click Save.  

 

https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/attachment_filters_link.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/attachment_size.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/attachment_custom.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/attachment_productivity.gif?attredirects=0
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To instead filter entire categories of file types, select a disposition for any category shown above. Just be aware 

that each category contains a lot of file types. 

10. Leave “Apply settings and filters to existing sub-orgs” unchecked. 

 

 

11. Click Save. 

You can set up also filters for outbound attachments: On the Organization Management page, click Attachment 

Manager, listed under Outbound Services, and follow the previous steps to create an attachment filter. 

 

To more information on how Attachment Manager works and additional uses, see the Attachment Manager chapter in 

theAdministration Guide. 

 

» Add an outbound footer to emails 

Outbound messages can be configured with footer text that describes an email policy or standard address information. 

This compliance footer is added into the last existing text portion of a message after the user’s personal signature 

(configured in Gmail). 

 

Compliance footers are configured at the organization level. The compliance footer currently supports ASCII and 

English character sets only. 

 

Add a footer to outgoing Gmail messages 

1. Access the Administration Console: 
o Log in to Google Apps using your administrator account. 
o On the Google Apps dashboard, click Postini services. 
o Click System Administration. 

2. Go to Orgs and Users > Orgs, and then select the organization that has your students (not your staff or 
faculty). In this procedure, this is your Users organization. 

 

3. In the Organization Management page, scroll to the Outbound Services section, and click the Compliance 
Footer icon. 

http://www.postini.com/webdocs/admin_msd/attach_toc.html
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-8
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-7/apply settings.png?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-2/orgs_list.gif?attredirects=0
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4. In the Outbound Compliance Footer page: 
o Set the footer Status to On. 
o Add the footer text. We recommend plain-text footers. 
o Choose whether to propagate the footer to sub-orgs. 

 

5. Click Save. 
6. Once you have configured and enabled the compliance footer, you can test it by sending a message to another 

address,not your own (the footer does not appear when you send the message to yourself). 

Formatting the Compliance Footer Text 

 

The Outbound Compliance Footer is designed to be a text-only footer (no graphics or logos). However, it is possible to 

add some minimal HTML to the footer. If the Compliance Footer is added to an HTML-formatted message, any HTML in 

the footer is rendered as expected. If the footer is added to a plain-text or RTF message, the HTML is not rendered and 

the footer is displayed as plain text including the HTML code.  

 

Also, if you do not include line breaks in the footer, it is displayed as one long string: 

Sentence 1, Sentence 2, Sentence 3, Sentence 4....  

 

To include line breaks, press Enter at each point where you would like a break: 

Sentence 1[press Enter] 

Sentence 2[press Enter] 

https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-8/compliance_bttn.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-8/configure_footer.gif?attredirects=0
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To more information on how the outbound footer, see the Compliance Footer section in the Administration Guide.  

 

» Turn off quarantine summary 

The Quarantine Summary is an email message that contains a list of any new messages thatyour Message Security 

has quarantined for a user and a link to deliver the message to theuser’s Google Apps inbox. Users receive this 

message a maximum of once a day, dependingon the frequency you select.You may want to turn off the Quarantine 

Summary for students if you do not want them to seeany junk message titles or to deliver quarantined messages to their 

Gmail inbox. 

 
 

To turn off the Quarantine Summary, follow these steps: 

1. Access the Administration Console: 
o Log in to Google Apps using your administrator account. 
o On the Google Apps dashboard, click Postini services. 
o Click System Administration. 

2. Go to Orgs and Users > Orgs, and then select the organization that has your students (not your staff or 
faculty). In this procedure, this is your Users organization. 

 

3. On the Organization Management page, scroll down to the bottom of the page, and click Notifications. 

 

http://www.postini.com/webdocs/admin_msd/ob_foot.html
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-9
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-9/qsum_message.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-2/orgs_list.gif?attredirects=0
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-9/access_notif_link.gif?attredirects=0
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4. On the User Notifications page, click the Edit link, in the dark gray bar. 

 

 

5. On the User Notifications Edit page: 
o Set My First Spam to Off. 
o Set Spam to Off. 

6. Click Save. 

For more information on the Quarantine Summary and other notifications, see the Notifications chapter in 

the Administration Guide. 

 

Create "groups" for email lists and sharing 

» Groups Overview 

 

Within your school, you'll find that people interact repeatedly with groups of people. These groups of people may center 

around departments, job function, classes, geography, projects, topics of interest, and more. Members of these groups 

frequently need to communicate and collaborate with their whole group. In Google Apps, groups are used to facilitate 

this interaction. 

 

 

 

Google Apps groups serve as mailing lists that allow you and others at your school domain to easily send messages to 

frequently contacted groups of people. These groups also can be used for sharing privileges to sites and videos that are 

owned by or only for use by a specific group of people.  

 

You can add email addresses from within or outside your domain to a group, and you can even make one group a 

member of another group. The right to email a group can be restricted per group, which makes them great tools for 

managing announcements, private team communications, or open discussion lists. 

 

http://www.postini.com/webdocs/admin_msd/notify_toc.html
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-1
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/3-9/access_edit_link.gif?attredirects=0
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Groups make managing team communications – email or scheduling, document creation, sites, and videos easier. As 
teams and groups change from year to year (or more/less frequently), you can update the group in one place, and don't 
have to do individual updates to any of your mailing lists, shared calendars, online documents, web sites or videos. 
Please note that only administrators can add/remove members and specify owners and managers 

 

Example: 

You create a group for faculty - 'faculty@myschool.org' - that has all the faculty accounts as members of the group. This 
group can be used as a mailing list – to send communications to all the faculty –  and for sharing access to a faculty-
only site or video. Any email sent to 'faculty@myschool.org' then goes to all the members within that group, without 
having to enter individual email addresses. You can also use the group to share a site intended only for faculty. To 
share the site, you would enter the group name – in this case, 'faculty@myschool.org' – as the email address in the 
sharing preferences. Then all the members inside that group would have access to the site. You can do the same with 
video.  

 

Please note: normal sending limits apply to messages sent to groups, and that each recipient on a list is counted when 

you send to the group. 

 

» Create a group 

With groups, you can use one email address to send a message to or share a site, document, or video with multiple 

people. Here's how: 

 

1. Log in to your domain's control panel at http://www.google.com/a/yourschool.org with 
your administrator account. Replace 'yourschool.org' with your actual school Apps domain name. 

2. Click Users and groups along the navigation bar. 
3. Click the Groups tab. 
4. Click Create a new group at the top of the page. 

 

 

5. Under Create a New Group, enter a Group name and Group email address, and optionally add a group 
description and modify the group permissions. Read more about permissions in the next step » 

6. Click Create. You'll be taken to a group details page. 
7. Add group members, then click Add.  

http://mail.google.com/support/a/google.com/bin/answer.py?answer=59797
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/4-2
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/4-3
http://www.google.com/url?q=http://img.skitch.com/20091028-b24mimeuf1gwxkjsr569uhfp4i.jpg&sa=D&sntz=1&usg=AFrqEzd9rt4QiINpFQaoBAstH7WRCJ_n2Q
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That's it! You've created a group. 

 

Terminology: 

Group Name - A descriptive name for your group to helps the users at your school who may not be able to determine 

the purpose of the group solely from its email address. 

 

Group Email Address - The email address users use to send to or share to the group. For example, if you enter 'faculty' 

as the group name, you can email or share sites with 'faculty@yourschool.org.'  

 

Group Description - A long description for your group that helps the users at your school who may not be able to 

determine the purpose of a group just from its name and email address. 

 

» Define roles and permissions for a group 

You can decide who has access to email the groups that your create.  

Users in a group can be divided into members and owners. These roles are used to determine which group permissions 
apply to a given user. If emailing a group is restricted to group owners, then users who are not owners of the group will 
not be allowed to send email to it. 

Roles and permissions are a great way to restrict access for important communication channels to authorized parties. 
You can have groups where email is restricted to owners, owners and members, everyone in your domain, or everyone 
in the world. Try out the different settings. The following are the types of permissions you can set for a group: 

1. Team (the default) - Email to this group is restricted to people in your school domain and individuals outside the 
domain who are members of the group. Useful for internal discussions, team discussions. Note that individuals 
outside the domain can be part of this group, so you could add parents or district staff who are not at your 
school to these lists. 

2. Public - Email to this group is not restricted. Useful for contact lists from outside individuals, like alumni or 
parent communication. However, a public group might be prone to spam. 

3. Announcement - Email to this group is restricted to people who are owners of the group. This is useful for 
internally broadcast top down communications, or for sending updates on a topic to a list of subscribers. 

4. Custom - Restrict sending however you like. 

https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/4-3
http://www.google.com/url?q=http://img.skitch.com/20091028-xkh2i1rukwii9qftys23j7k8sk.jpg&sa=D&sntz=1&usg=AFrqEzcZ5nEHRjwlxr_m7MoB7VmVxtchag


 Module 1: Google Apps Education Edition 

------------------------------------------------------------- 
 
Please note: Domain admins automatically have full rights over any group, regardless of their membership or role in the 
group, or the group's permission settings. 

Also note that group members who are outside the domain will be able to email the group depending on their role first, 
and their membership in the domain second. 

Example: 

Suppose you create a group for a Ms. Smith's 3rd period history class - 'history3smith.' The Group email address would 
be history3smith@yourschool.org. You would set Ms. Smith, the teacher, as the group owner, while adding the students 
as members. You could then specify this group to have the 'Announcement' type of permissions, where emails are 
restricted to group owners. For this group, only the group owner - Ms. Smith - could send emails out to the class list. 
The students would receive the emails, but not be able to send emails to 'history3smith@yourschool.org'. 

 

Here's how to set roles and permission for a group: 

1. Log in to your control panel at http://www.google.com/a/yourschool.org 
2. Click Users and groups. 
3. Click Groups. 

 

 

4. Select the group you would like to modify from the list. The groups email permissions are displayed in the right 
column. 

5. Select Roles and permissions. 
6. To allow people outside of your domain to send to the group, select Public. Or use the 

other Permission presets or controls to determine who can send to the group. 
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7. You can confirm exactly who you want to be able to send emails using the flowchart below.  
8. To customize who has the right to send emails to the group, check or uncheck the boxes for: Owners, 

Members, yourschool.org users, or anyone. 
9. Click Save changes. 

 

» Create an email list or group for the entire school 

If you want to easily communicate with all the users at your school, you can create a group for your entire domain. This 
could be useful for school-wide announcements such as testing schedule or in-service day reminders, monthly events, 
etc. Instead of entering the name of every user at your school, you can check the box next to Add all users within this 
domain when you create the group. 
 
All users within yourschool.org will appear as a special entry in the group member list, which you can remove and add 
back easily. You can apply different sending permissions for this type of group as well. 
 
For example, you can have a school-wide group that only group owners can send mail to – such as an announcement 
style where only the principals and select faculty can send out mail, or you could create a school-wide list that only 
members can send mail to – this could be like a 'watercooler' type of list where anyone from the school can send out an 
email and anyone at the school can read and reply, or even a list where any email address, school or non-school can 
send mail to. 
 
At your school, you will most likely use the 'announcement' style of school-wide lists, where only a select few owners 
can send out emails to the entire school. 

 

» Use groups without email 

You do not have to have use email in Google Apps to use groups for sharing! You can set-up groups for the purpose of 
easily sharing documents, sites, calendars, and videos. 
 
You will still create a group as outlined in the previous steps, but the email permissions will be irrelevant (if you do not 
have email turned on). When you are sharing calendars, documents, sites, or video you can use that group 'email 
address' and everyone who is a member of that group will automatically be shared with. 
 
Example: 
You do not have email turned on for your school, but Ms. Smith still wants her 3rd period history class group so she can 
easily share her online documents and class site. You create the group as you normally would, within the Users & 
Groups settings for 'history3smith@yourschool.org.' You add each of Ms. Smith's students as members of the group. 
Ms. Smith can then share her online document and class site with the address 'history3smith@yourschool.org' and each 
of her students will be able to access her document and site. Ms. Smith did not need to add each email address 
individually to the document or the site, she could still use the group 'email' address.  
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» Share calendar, docs, sites and videos with a group  

 

You can use the group email alias to share calendars, documents, sites, and videos in Google Apps. As you add new 
people to groups, they'll gain access to resources you previously shared with that group. Let's call them smart groups 
because they adapt to changes within your organization. 

For example, using the alias 'faculty@yourschool.org' you can give access to anyone who is a part of the 'faculty' group 
in your school Apps domain. Any new faculty members you add later on will automatically gain access to shared items. 
Likewise, any faculty members removed from the group will no longer have access to the shared items. 

In Google Calendar, you can share a calendar with a group by navigating to 'Share this calendar', and then entering a 
group's email address where you normally enter an individual's. The calendar will be shared with everyone in the group, 
and will automatically adjust to any membership changes over time. 
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In Google Docs, groups can be given permission to edit or view individual documents, spreadsheets, presentations, or 
files. Use the 'Share' button and invite the group email address to be the owner, collaborator, or viewer of the document. 

 

In Google Sites, you can share a site with a group in the same way. When you go to 'More Actions' > 'Share this site', 
choose whether you want everyone in the group to be an owner, collaborator, or viewer. Enter in the group email 
address, select the appropriate sharing level, and the site will be shared with everyone in the group. The site will 
automatically detect group membership changes - if you remove one member from the group, they will no longer be 
able to view the site. 

 

In Google Video, you can make a video available to a group as well by adding a group to the collaborator or viewer list. 
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» Edit an existing group  
 

As a school year ends and another begins, you may find yourself needing to change memberships in the various groups 
you have created. You can edit group memberships, roles, and permissions at any time. Just go to an existing group's 
page: 

If you know the group email address, enter the following URL into your browser's location box: 
https://www.google.com/a/cpanel/yourschool.org/Group?groupId=yourgroup@yourschool.org 

For example, if you wanted to modify your 'faculty' group address, you would enter: 
https://www.google.com/a/cpanel/yourschool.org/Group?groupId=faculty@yourschool.org 

If you don't know the group email address: 

1. Log in to your control panel at http://www.google.com/a/cpanel/yourschool.org  
2. Click Users and Groups. 
3. Click the Groups tab. 
4. Browse through the list of groups until you find your group, and click on the group email address. 

https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/4-7
https://sites.google.com/a/googleapps.com/edu-training-center/Training-Home/module-1/chapter-3/4-6/group share video.png?attredirects=0


 Module 1: Google Apps Education Edition 

------------------------------------------------------------- 
 

 

To add more users to your group: 

1. Go to the group's page in your control panel. 
2. Enter the usernames you'd like to add in the box under Add as a comma separated list. 
3. Click Add.  

 

To remove users from your group: 

1. Go to the group's page in your control panel. 
2. Check the box next to the name(s) you want to remove. 
3. Click Remove from this list.  
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Please note: Removing a username from a list does not delete the user's account - he or she will simply stop receiving 
messages addressed to the list. 

Also note that you can also add users to a list or remove them from lists by opening the user's profile. Look for the 
appropriate links in the Email lists section of the user's profile. 

To change roles of members/owners in your group: 

1. Go to the group's page in your control panel. 
2. Check the box next to the member(s) whose roles you want to change, and select the role from the More 

Actions dropdown. 

To modify permissions of who can send email in your group: 

1. Go to the group's page in your control panel. 
2. Click on Roles and Permissions. 
3. Select either the descriptive permission preset for the group or adjust the slider for Who can email this group 

directly. 
4. Click Save. 

 

» Delete a group  

You can delete groups if you won't need them anymore. Here's how: 

1. Go to the group's page in your control panel. You can get to the group's page from the Users and groups tab 
in your control panel. 

2. Click Delete group along the top of the page.  
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You can also delete multiple groups at once from the group list page. Deleting a group does not delete the users 

subscribed to the list. 

 

» Groups FAQ 

Here are some commonly asked questions about Groups in Google Apps: 

 Can a group contain other groups? 
o Yes, your group can contain other groups, you can use them as building blocks for communications to 

large numbers of users. For example, the groups, faculty@yourschool.org might contain the 
groups math_faculty@yourschoool.org andscience_faculty@yourschool.org. 

 When I add a new members to a group, can they share all the group's sites and videos? 
o Yes, new members automatically have access the group's shared sites and videos. When your remove 

the member from the group, the member no longer has access to the groups's shared sites or videos. 

 How do message limits work with groups? 
o The sending limits apply to messages sent to groups; each recipient on a list is counted when you send 

to the group. 

 Does the Provisioning API support the groups feature? 
o Yes, the Provisioning API 2.0 support provisioning of users and groups. See the documentation on 

Google Codesite for more information. 

 

More resources for Google Apps admins 

There is more help documentation that goes into extensive detail on how to manage your school Apps domain.  

 

Here are a few topics you can review in the Google Apps Admin Help Center: 

 Setting up and verifying your school domain 

 Android Device Management 

 Google Apps Connector for BlackBerry 

 Google Apps Sync for Outlook 
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 Adding your school logo to Google Apps services 

 Advanced domain settings including turning off advertisements 

 

Visit the Google Apps Admin Help Center: http://www.google.com/support/a/ 

 

» Chapter 4: Google Apps FAQs 

Is Google Apps really free?  
Google Apps Education Edition is free – available at no charge for nonprofit educational institutions 
anywhere in world. There's no "catch." Google Apps Education Edition is free of ads, so that faculty, 
staff, and students never see ads in any application – ever. 
 

What's included with Google Apps?  
Google Apps includes Gmail and a full range of applications for getting work done, in the classroom 
and among faculty and staff. Calendar, document (word processing, spreadsheet, and more), forms 
for surveys or other input, website creation and publishing, video sharing, and group communication 
are all integrated into Google Apps. Video, voice, and IM chat are also built right in. You can use all 
of these services or just what you want – it's up to you.  

What if I only want to use Gmail, or use other services within Google Apps, but not Gmail? 

You select which services in the Google Apps to make available to your domain – or even for 
specific groups of users. 
 
What are the technical requirements?  
You can use Google Apps with any computer or mobile device that's capable of internet access. 
You don't need any extra servers, IT staff, or hardware. When you're not online, you can use an 
easy extension to work with your documents. You can import/export your documents into common 
formats, including Microsoft Office, or add solutions that sync and back up your documents on your 
computer.  
 
What about reliability? 
Google guarantees 99.9% uptime – which exceeds the uptime generally associated with on-premise 
solutions.  
 
Who owns my data? 

Data created and stored within Google Apps is available until you remove it for as long as you 
maintain an active Google Apps account. If you wish to move data in or out of Google Apps, our 
tools help you easily import, export, or download information. After you delete an account, we 
remove the data associated with that account. 
 

Can I customize my email policies, and create different policies for faculty and students? 

Yes. Policies include controls for the source, destination, or content of messages. You can set up 
different email policies for faculty and students using Google Message Security – powered by 
Postini – currently offered free for K-12 schools or districts. Usage policy for the other services 
included in Google Apps remain consistent across users in your school.  
 

https://www.google.com/support/a/bin/answer.py?hl=en&answer=96474
https://www.google.com/support/a/bin/answer.py?hl=en&answer=60758
http://www.google.com/support/a/


 Module 1: Google Apps Education Edition 

------------------------------------------------------------- 
 

Can I archive email with Google Apps? 

Yes, with Google Message Discovery, an add-on email archiving product provided by Google, 

available to educational institutions at a 66% discount from regular price. 

 

How does use of Google Apps affect compliance with the Child Online Privacy and 

Protection Act (COPPA)? 

Your school assumes the responsibility for complying with COPPA and the information that students 

submit. Per the Google Apps Education Edition Agreement, any school administering Google Apps 

Education Edition acknowledges and agrees that it is solely responsible for compliance with 

COPPA, including, but not limited to, obtaining parental consent concerning collection of students' 

personal information used in connection with the provisioning and use of the Services by the 

Customer and End Users. 

 

 

 

Security & Privacy FAQs 

Two of the most common topics of questions regarding Google in general, and Google Apps specifically, are security 

and privacy. We take both topics very seriously and truly believe that our offerings are a great option for customers on 

both fronts. Our business is built on our users' trust: trust in our ability to properly secure their data and our commitment 

respect the privacy of the information they place in our systems by not giving that information to others or using it 

inappropriately. 

 

For the full Security & Privacy FAQs as they relate to Google Apps, visit this site. 

 

Google Apps is also governed by a detailed Privacy Policy, which ensures we will not inappropriately share or use 

personal information placed in our systems.  

 The Google Apps Terms of Service contractually ensures that your institution (or students, faculty, and staff) are 
the sole owners of their data. 

 Because customers own the data they put into Google Apps, we believe it should be easy for your users to 
move their data in and out of our systems. 

 The controls, processes and policies that protect user data in our systems have obtained a SAS 70 Type II 
attestation and will continue to seek similar attestation. 

 Google complies with applicable US privacy law, and the Google Apps Terms of Service can specifically detail 
our obligations and compliance with FERPA (Family Educational Rights and Privacy Act) regulations. 

 Google is registered with the US-EU Safe Harbor agreement, which helps ensure that our data protection 
compliance meets European Union standards for educational institutions. 

Here are some of the most common security and privacy questions: 

Who owns the data that organizations put into Google Apps? 

To put it simply, Google does not own your data. We do not take a position on whether the data belongs to the 
institution signing up for Apps, or the individual user (that's between the two of you), but we know it doesn't belong to us! 
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The data you put into our systems is yours, and we believe it should stay that way. We think that means three key 
things. 

 We won't share your data with others except as noted in our Privacy Policy. 

 We keep your data as long as you require us to keep it. 

 Finally, you should be able to take your data with you if you choose to use external services in conjunction with 
Google Apps or stop using our services altogether. 

Where is my organization's data stored? 

Your data will be stored in Google's network of data centers. Google maintains a number of geographically distributed 
data centers, the locations of which are kept discreet for security purposes. Google's computing clusters are designed 
with resiliency and redundancy in mind, eliminating any single point of failure and minimizing the impact of common 
equipment failures and environmental risks. 

Access to data centers is very limited to only authorized select Google employees personnel. 

Is my organizations data safe from your other customers when it is running on the same servers? 

Yes. Data is virtually protected as if it were on its own server. Unauthorized parties cannot access your data. Your 
competitors cannot access your data, and vice versa. In fact, all user accounts are protected via this virtual lock and key 
that ensures that one user cannot see another user's data. This is similar to how customer data is segmented in other 
shared infrastructures such as online banking applications. 

Google Apps has received a satisfactory SAS 70 Type II audit. This means that an independent auditor has examined 
the controls protecting the data in Google Apps (including logical security, privacy, Data Center security, etc) and 
provided reasonable assurance that these controls are in place and operating effectively. 

What does a Google Apps SAS70 Type II audit mean to me? 

An independent third party auditor issued Google Apps an unqualified SAS70 Type II attestation. Google is proud to 
provide Google Apps administrators the peace of mind knowing that their data is secure under the SAS70 auditing 
industry standard. 

The independent third party auditor verified that Google Apps has the following controls and protocols in place: 

 Logical security: Controls provide reasonable assurance that logical access to Google Apps production systems 
and data is restricted to authorized individuals 

 Privacy: Controls provide reasonable assurance that Google has implemented policies and procedures 
addressing the privacy of customer data related to Google Apps 

 Data center physical security: Controls provide reasonable assurance that data centers that house Google Apps 
data and corporate offices are protected 

 Incident management and availability: Controls provide reasonable assurance that Google Apps systems are 
redundant and incidents are properly reported, responded to, and recorded 

 Change management: Controls provide reasonable assurance that development of and changes to Google 
Apps undergo testing and independent code review prior to release into production 

 Organization and administration: Controls provide reasonable assurance that management provides the 
infrastructure and mechanisms to track and communicate initiatives within the company that impact Google 
Apps 

Can my organization use our own authentication system to provide user access to Google Apps? 

Google Apps integrates with standard web single sign-on systems using the SAML 2.0 standard. Organizations can do 
the integration themselves, or work with a Google partner to accomplish this. 


