
 

Dear Clients,   

In this edition of the newsletter we will be exploring identity theft 

and scams: how to prevent them and how to respond if it 

happens to you! Identity theft, phone scams, mail scams, 

“phishing” scams, no matter the type of theft or scam, you don’t 

want to be a victim! Hopefully this information will just be an 

informative resource for you now and throughout the year.  

We hope that you are enjoying your summer and the beautiful 

weather we are having. As we are gearing up for the fall here in 

the office we are in the process of completing tax returns on 

extension, tax planning for 2017 and focusing on our business 

clients.  

As I have stated previously, we are in the office year round. 

Please give us a call should you have any questions or need any 

assistance in the upcoming months.  

 
Thomas J. Hoover, CPA 

 
 

 

 

 

Identity Theft and Your Taxes  
Your identity and money can be stolen in a tax-related scam via 

email (“phishing”), fax, phone, or by letter very easily. Some 

recent examples of identity and credit card theft scams are:  

 Refund scam. A bogus email, claiming to come from 
the IRS, tells you that you are eligible to receive a tax 
refund for a given amount if you just follow the 
instructions in the email. 

 Purchase scam: A bogus email, claiming to come from 
a familiar online retailer, contains a realistic-looking 
screenshot of the website with a message about a 
purchase you made. The bogus email tells you to click 
a link to log-in and cancel your order.  

 Gas or Electric Scam: A bogus email or phone call, 
claiming to be from your gas or electric supplier, 
claims you have a credit due to you. In order to claim 
the bogus credit, you must provide your name and 
checking account for your credit to be applied. 

 Inherited funds, lottery winnings, and cash 
consignment scams: A bogus email, claiming to come 
from the U.S. Department of the Treasury, notifies you 
that you will receive millions of dollars if you follow the 
instructions in the email. This may be a multi-step 
scheme that includes instructions for you to deposit 
taxes on the funds before they can be paid out or the 
issuance of a phony check on which you must pay 
10% tax before the check can be deposited.  

 EFTPS scam. A bogus email, claiming to come from 
the IRS, contains a realistic-looking screenshot of the 
IRS website with a message about fraud attempts 
regarding your bank account. The email states that 
the bank account can be unblocked if you just click a 
link and provide information. 

 EIN scam. A bogus fax, claiming to be from the IRS, 
informs you that you have failed to submit required 
bank account details. You are asked to fax back a 
form that requests your EIN, bank information, and 
officer signatures.  
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New in this edition is our Q & A Section. Each month we will 

feature the most frequently asked question and answer. If you 

have a question you would like answered email it to 

cpa@hoovco.com! This month’s question is:  

 

How does the IRS Contact Taxpayers?   

• The IRS will never initiate contact with you by email or any 

social media tools to request personal or financial information.  

• It is unusual for the IRS to initiate contact by fax or phone call. 

You can call the IRS at 800-829-1040 to verify that an 

unexpected fax or phone call is legitimate.  

 

mailto:cpa@hoovco.com


According to Bankrate’s 2016 Survery,  

41 million U.S. adults have had their identities stolen. 

Still nearly 42% of Americans do not regularly check their credit 

reports and 36% conduct banking and other sensitive business on 

unsecured Wi-Fi networks. Over a quarter of those polled also said 

their online account passwords are all or mostly the same.  

- Courtesy of CNBC.com and Bankrate.com 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

What to do if you are a Victim of  

Credit Card Fraud or Identity Theft  
1) Report the crime to the police immediately. Get a copy of the 

police report and case number. Credit card companies, bank, or 

insurance companies may ask for the report to verify the crime.  

2) Immediately contact the credit card issuers. Get replacement 

cards with new account numbers and ask that the old account be 

processed as “account closed at consumer’s request” for credit 

record purposes. Follow up with a letter to the credit card 

company that summarizes the request in writing.  

3) Call one of the credit reporting bureaus (listed below) to report 

the theft and put a fraud alert on your account. The fraud alert will 

tell potential creditors that your information has been jeopardized. 

• Equifax Credit Information Services -Consumer Fraud Division  

  P.O. Box 740256, Atlanta, GA 30374 Call: (888) 766-0008  

  Website: www.equifax.com  

• Experian, P.O. Box 9554, Allen, TX 75013-9554  

  Call: (888) EXPERIAN (397-3742) Website: www.experian.com  

• Trans Union Fraud Victim Assistance Department P.O.   

  2000, Chester, PA 19016-2000 Call: (888) 909-8872  

  Website: www.transunion.com  
   

In addition to the fraud alert, you also have the opportunity to 

include a fraud victim statement, up to 100 words, in your credit 

file to alert potential credit grantors that something is wrong. 

4) Notify the Social Security Administration’s Office of Inspector 

General if the Social Security number has been used fraudulently. 

5) File a complaint with the Federal Trade Commission.  

By phone: Toll-free 1-877-ID-THEFT (438-4338) 

Website: www.consumer.ftc.gov 

 

Important Notes 
Notify the IRS If you receive a tax-related phishing email, do not 

click on the links or open any attachments. Forward the email to 

phishing@irs.gov or call the IRS at 800-829-1040. If you cannot 

determine whether the tax-related phishing email or phone call is 

legitimate, find the company’s customer service number or 

website and contact them directly (never use a phone number, 

website or email that the bogus company provides.) Most 

companies are already aware that these scams are occurring 

and will be able to tell you whether it is a legitimate call or email.  

Identity Theft Outside the Tax System 

You may be at increased risk for tax-related identity theft for 

various reasons.  

• You have lost or had stolen a wallet, purse, or documents that 

include sensitive identifying information.  

• You have noted questionable credit card activity or credit report 

information.  

• You have fallen victim to an identity theft scam 

Protect Yourself 
• Never provide personal financial information over the phone or 

internet if you did not initiate the contact. Instead, call the 

company yourself for verification.  

• Do not be intimidated by an email or phone call. Any 

communication suggesting dire consequences for failing to 

provide or verify financial information should be ignored.  

• Review account statements regularly to ensure all charges are 

correct. If your account statement is late arriving, contact the 

lending institution immediately.  

• Don’t fall for an IRS imposter. The IRS does not send out 

unsolicited emails or make phone calls asking for personal 

information. 

 

http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
http://www.consumer.ftc.gov/


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

    

 

Fraudulent Tax Returns 
   An identity thief might use your Social 

   Security number to fraudulently file a 

   tax return and claim a refund. You  

   could be completely unaware that 

your identity has been  stolen until your return is rejected for 

e-filing or you get an IRS notice or letter.  

IRS Identity Protection Specialized Unit (IPSU)  
If you believe there is a risk of identity theft due to lost or stolen 

personal information, contact the IPSU immediately so the 

agency can take action to secure your tax account.  

• Call 800-908-4490 

• You will be asked to complete Form 14039, Identity Theft 

Affidavit which can be provided by Thomas J. Hoover, CPA & 

Company.  

Identity Protection PIN (IP PIN) Program  
If the IPSU determines that you do have a tax-related identity 

theft problem, the IPSU will research your account, identify the 

IRS business unit handling the case, and monitor the case to 

ensure it is being handled in a timely manner. 

• The IRS may issue you an Identity Protection PIN (IP PIN). The 

computer-generated IP PIN has six digits and is specific to the 

tax year for which it was provided. The IRS will mail you this 

single-use PIN. Please note that IRS does not use email or fax to 

notify taxpayers of an IP PIN.  

• The IRS issues IP PINs to allow a legitimate taxpayer’s return 

to bypass the identity theft filter, prevent fraudulent returns from 

being processed, and minimize taxpayer burden associated with 

potential delays when a return fails one or more of the identity 

theft filters. 

 • A new IP PIN will be issued to you every filing season as long 

as the identity theft indicator remains on your account. 

 

Don’t Become a Victim! Know your information 

Websites like creditkarma.com and annualcreditreport.com offer 

free yearly credit reports from each of the credit reporting 

bureaus. Don’t become a  

victim! Know your information!   

 

 

 

Contact Us! 
There are many events that occur during the year that can affect 

your tax situation. Preparation of your tax return involves 

summarizing transactions and events that occurred during the 

prior year. In most situations, treatment is firmly established at 

the time the transaction occurs. However, negative tax effects 

can be avoided by proper planning.  

Please contact us at 440-695-0201 in advance if you have 

questions about the tax effects of a transaction or event, 

including the following:  

• Pension or IRA distributions.    

• Job Change 

• Significant change in income or deductions.  

• Marriage.   

• Divorce or separation.   

• Attainment of age 59½ or 70½.     

• Sale or purchase of a business.  

• Retirement.    

• Sale or purchase of a residence or other real estate.  

• Self-employment 

• Notice from IRS or other revenue department.  

• Charitable contributions of property in excess of $5,000. 

• IRS records indicating that you received wages from an 

employer in which you didn’t work.  

 

  Summer Office Hours 

  Monday: 9 am - 4 pm 

  Tuesday: 9 am - 4 pm 

  Wednesday: 9 am - 4 pm 

  Thursday: 9 am - 4 pm 

  Friday: 9 am - 12 noon 

  Closed Saturday and Sunday.  

 

       Other hours are available by appointment. 

          Appointments can be made by calling  

                     the office at 440-695-0201. 


