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ABSTRACT
Background: Over recent years, software developers have
been evaluating the benefits of both Service-Oriented Ar-
chitecture (SOA) and software fault tolerance techniques
based on design diversity by creating fault-tolerant compos-
ite services that leverage functionally equivalent services, or
variant services. Three major design issues need to be con-
sidered while building fault-tolerant architectures based on
design diversity namely, selection and execution of variants
and selection of an adjudication algorithm to determine the
correct or adjudicated result from the variants. Each design
issue, in turn, might be realized by a set of alternative design
solutions, which present different degrees of efficiency (e.g.
memory consumption, reliability and response time). Aim:
To investigate whether existing approaches for fault-tolerant
composite services support the above mentioned design is-
sues and to provide a detailed classification of the analysed
approaches. Method: A systematic literature review of
diversity-based approaches for fault-tolerant composite ser-
vices, which compose our primary studies. Results: We
found 17 primary studies providing direct evidence about
the research question. Our findings reveal that the primary
studies support a wide variety of design decisions. For ex-
ample, (i) variant services may be chosen at different points
during the software lifecycle; (ii) both parallel and sequen-
tial execution schemes have been addressed; and (iii) a va-
riety of adjudication mechanisms were found amongst the
target papers. Conclusions: We build up a broad picture
of what design issues have been addressed by existing soft-
ware diversity-based approaches for fault-tolerant composite
services. Finally, practical issues and difficulties are summa-
rized and directions for future work are suggested.

Categories and Subject Descriptors
B.4.5 [Reliability, Testing, and Fault-Tolerance]: [Re-
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dundant design, Error-checking]; H.3.5 [Online Informa-
tion Services]: Web-based services

General Terms
Reliability, Design

Keywords
Survey, Fault Tolerance, SOA

1. INTRODUCTION
Nowadays, society is highly dependent on systems based on
Service Oriented Architectures (SOA) for its basic day-to-
day functioning [23, 44]. These systems range from on-line
stores to complex applications, called mashups, that com-
bine their own resources with content retrieved, via services,
from external data sources to create entirely new and inno-
vative functionalities [23, 44, 55]. Nevertheless, it is unlikely
that services, usually controlled by third parties, will ever
be completely free from software faults arising out of wrong
specifications and incorrect coding [49]. Consequently, an
SOA-based application should operate according to the spec-
ification in spite of faults from reused services in order to
avoid undesirable consequences, which range from mildly
annoying to great financial losses [44, 41, 55]. That is, these
systems should support high level of reliability.

The adoption of software fault tolerance techniques based
on design diversity has been advocated as a means of cop-
ing with residual software design faults in operational soft-
ware [45]. Design diversity is the provision of functionally
equivalent software components, called variants, through dif-
ferent design and implementations [45]. The main goal of
increasing diversity is to increase the probability that vari-
ants fail on disjoint subsets of the input space, because this
makes failures of variants detectable [45, 34]. In summary,
three major design issues need to be considered while build-
ing fault-tolerant architectures based on design diversity,
namely, selection of variants that are sufficiently diverse and
able to tolerate software faults; execution of variants; and
selection of an adjudicator to determine the acceptability of
the results obtained from the variants [45, 13, 32]. Each
design issue might be realized by a set of alternative design
decisions, which, in turn, imply in different degrees of qual-
ity requirements (e.g. memory consumption, financial cost,
response time and reliability). For example, variants might
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be executed either sequentially or in parallel and variant
outputs might be adjudicated by adopting different voting
and acceptance algorithms [45, 13].

In the context of SOA, on the web, a number of functionally
equivalent web services, or variant services, usually exist to
achieve a particular task [55]. Web services compose one
of the realizations of SOA principles. These variant Web
services might be simply cost-free and open access or even
offered by different organizations to their own business part-
ners to cope with changes in the level of user requirements
and quality of services (QoS) (e.g. when financial or public
administration bodies decide to cooperate) [44]. Due to the
low cost of reusing existing variant services, several diversity-
based approaches have been developed to support reliable
SOA-based applications. These approaches operate as me-
diator between clients and variant services. The latter are
structured in fault-tolerant composite web services [41, 55,
17], called FT-compositions for simplicity. From the clients’
viewpoint, the FT-composition works as a single, reliable
service.

Nevertheless, it is unclear the extent to which existing ap-
proaches for FT-compositions support the above mentioned
design issues related to software diversity-based fault toler-
ance. Moreover, the publications regarding FT-compositions
are written from different viewpoints and rely on different
technical backgrounds. As a result, it is hard to compare
them and choose from these solutions. In this sense, we
conducted a systematic literature review that sheds light
on the similarities and differences among various diversity-
based approaches for FT-compositions, which compose our
primary studies. A taxonomy is developed to help address
the three major design issues and their respective alternative
design solutions and to classify the primary studies. In this
paper, we present details regarding the specified systematic
literature review method, including, our research questions;
search strategy; inclusion and exclusion criteria to assess
each potential primary study; data collection and data anal-
ysis. Finally, we report our main findings and identify gaps
in current approaches in order to suggest opportunities for
greater progress related to the design and implementation
of reliable SOA-based applications.

2. BACKGROUND
In this section, we present an overview of service-oriented
architecture and design diversity.

2.1 Service-Oriented Architecture
Service-Oriented Architecture (SOA) is described as a component-
based model which interrelates different functional units (or
services) by means of well-defined interfaces that should be
neutral, platform- and language-independent [44, 23]. Ser-
vices running over heterogeneous systems may then interact
and be used as building blocks for new applications [44]. A
composite service, the basis for the construction of applica-
tions in the SOA world, can be regarded as a combination
of activities invoked in a predefined order and executed as a
whole [44]. SOA is most frequently found in web service ap-
plications. Web Services, called as services for simplicity, of-
ten rely on XML-based standards such as SOAP (Simple Ob-
ject Access Protocol) and WSDL (Web Services Description
Language) to exchange information with other applications

over the Internet. In addition, recently, Representational
State Transfer (REST) has gained widespread acceptance
across the Web as a simpler alternative to SOAP- and Web
Services Description Language (WSDL)-based Web services.

2.2 Diversity-based Architectures
A fault is the identified or hypothesized cause of an error [49,
3]. An error is part of the system state that is liable to lead
to a failure [49, 3]. A failure, in turn, occurs when the
service delivered by the system deviates from the specified
service [45, 3]. Software failures can be avoided by utilizing
fault-tolerant architectures in order to detect errors when
they occur and react appropriately [45]. Moreover, error
recovery is performed using either backward recovery or for-
ward recovery. On one hand, backward recovery attempts to
return the system to a correct or error-free state by restor-
ing or rolling back the system to a previously saved state,
which is assumed to be error-free. On the other hand, for-
ward recovery attempts to return the system to a correct or
error-free state by finding a new state from which the system
can continue operation.

Compared with backward error recovery, the forward re-
covery is usually more efficient in terms of the overhead
(time and memory) it requires [45]. In particular, this re-
view focuses on software fault-tolerant architectures based
on design-diversity that employ forward error recovery [45].
Figure 1 illustrates the basic design diversity concept. In
software fault-tolerant architectures based on design diver-
sity and forward error recovery, input is distributed to multi-
ple software components, each with equivalent functionality
yet different designs, called variants. The variants execute
their operations and produce their results. Potentially, sev-
eral alternate results can be produced, from which a sin-
gle correct or acceptable result must be derived [45]. The
mechanism responsible for this task is called an adjudicator,
or decider.

Figure 1: Basic Design Diversity [45]

2.3 A general taxonomy for Design Diverse Soft-
ware Fault Tolerance Techniques

Three major design issues need to be considered while build-
ing design diverse software fault tolerance solutions that
leverage forward error recovery, namely, (DI1) selection of
variants; (DI2) selection of variant execution schemes; and
(DI3) judgement on results acceptability [45, 32, 13]. We de-
fine a general taxonomy, represented in Figure 2, for these
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common design issues and their different design solutions.
The proposed taxonomy is adopted to discuss and classify
the analysed primary studies. Both design issues and deci-
sions were derived from the analysis of largely adopted de-
sign diverse software fault tolerance techniques (e.g. Recov-
ery Blocks, N-Version Programming, N-Self Checking Pro-
gramming, Consensus Recovery Block and Acceptance Vot-
ing) and adjudicators [22, 12, 25, 30, 47, 34, 32, 45]. We also
considered the reliable hybrid pattern structure proposed by
Kim and Vouk [13]. In comparison with their work, we (i)
identify more types of voters and acceptance tests based on
the general taxonomy of adjudicators presented by Pullum;
and (ii) explicitly distinguish the different schemes of vari-
ant execution (i.e. sequentially or in parallel) [45].

Different design decisions employ different measures of qual-
ity requirements (e.g. memory utilization, execution time,
reliability, financial costs and availability) [45]. The differ-
ences among them make each fault tolerance solution suit-
able for a particular situation. In the discussion and sum-
mary of outcomes sections (respectively, Section 5) and Sec-
tion 6, we briefly compare the described design solutions
and present some general remarks about their effectiveness.
We emphasize that to provide an exhaustive discussion into
the performances of described design decisions is outside the
scope of this paper. We refer to Pullum [45] for a list of ref-
erences for efficiency and capability investigations on design
solutions of fault tolerance techniques.

The elements of the taxonomy are described in the following.

DI1 - Selection of Variants: The number of variant soft-
ware components can range from two variants to n and they
must be provided by different software design and implemen-
tations. The main goal of increasing diversity is to increase
the probability that variants fail on disjoint subsets of the
input space in order to increase the ability to detect failures
when they occurs [45, 34]. The reliability of the variants
should be as high as possible, so that at least one variant
will be operational at all times [45]. Finally, variants might
be chosen at different points during the software lifecycle.

DI2 - Variant Execution Scheme: Variants might be
executed either sequentially or in parallel.

• Sequential: in implementing sequential execution scheme,
the variants are executed one at a time. Generally,
in the sequential execution scheme, the most efficient
variant (e.g. in terms of response time, successful ex-
ecution rate, financial cost) is located first in the se-
ries, and is termed primary variant. The less efficient
variant(s) are placed serially after the primary variant
and are referred to as (secondary) alternates. Thus,
the resulting rank of the variants reflects the graceful
degradation in the performance of the variants [45].

• Parallel: in parallel scheme, variants are executed
concurrently. The resulting outputs can be provided
to the adjudicator in an asynchronous fashion as each
version completes, or in a synchronous manner [45, 13].

DI3 - Adjudication algorithm: Adjudicators generally
come in two flavours, voters and Acceptance Tests (ATs).

Voters: Voters are based on a relative judgement on result
acceptability, by comparison of variant results. We present
an overview of voters that are mostly described in the lit-
erature [45, 32]. We refer to Pullum [45] for further details
on voter procedures and for a table, presented on page 310,
summarizing some details of voters. The table states the
type of variant output values supported by different voters
and voter outputs given specific indications of variant re-
sults’ correctness [45].

• Exact Majority Voter: The exact majority selects
the value of the majority of the variants as its presum-
ably correct result [37]. This voter is also known as
the m-out-of-n voter [45]. The agreement number, m,
is the number of versions required to match for system
success [11]. The total number of alternatives, i.e. n,
is rarely more than 3 [45]. Consequently, the majority
voter is generally seen as a 2-out-of-3 voter [45].

• Consensus Voter: This voter allows the selection of
a consensus or set of matching variant results as the
adjudicated result if no majority exists [45]. That is,
this voter is a generalization of the majority voter [36].

• Formal Consensus and Majority Voter: The for-
mal voter is a variation of, respective, the consensus
and the exact majority voters. Basically, the formal
voter uses a comparison tolerance indicating the maxi-
mum distance allowed between two correct output val-
ues for the same input. In this way, variants results
that are different, but quite close together, are the ad-
judicated correct answers.

• Median Voter: The median voter selects the me-
dian of the variant’ output values as its adjudicated
result [45]. Variant outputs must be in an ordered
space [45].

• Mean an Weighted Voter: The mean and weighted
voter selects, respectively, the mean or weighted aver-
age of the variants’ output values, which are in an or-
dered space, as the adjudicated result [4]. Additional
information related to the trustworthiness of the alter-
natives might be used to assign weights to the variant
outputs, if using the weighted average voter [45].

• Dynamic Majority andConsensus Voters: Unlike
previously described voters, dynamic voters are not de-
feated when any variant fails to provide a result [45].
Dynamic majority and consensus voters operate in a
way similar to, respectively, majority and consensus
voters [45], with the exception that dynamic voters
can handle a varying number of inputs [45]. When the
dynamic voter adjudicates upon two results, a com-
parison takes place. When comparing, if the results
match, the matching value will be output as the correct
result. Otherwise, no selected output will be returned.

Acceptance Tests (ATs): ATs relies on an absolute judge-
ment, with respect to a specification. With ATs, only one
variant is executed at a time. The AT is responsible for
checking whether the produced result is correct. In case it
is not, another variant is executed until a correct result is
obtained, if possible.
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Figure 2: General Taxonomy of Design Issues and Solutions

• Acceptance Tests Based on Satisfaction of Re-
quirements: When conditions that must be met at
the completion of variant execution are used to con-
struct AT, we have a ‘satisfaction of requirements’ type
AT [45]. These conditions might arise from the prob-
lem statement of the software specifications. A simple
illustration of a satisfaction of requirements AT is the
sort operation AT [45]. The AT might check that the
number of elements in the sorted set is equal to the
number of elements in the original set.

• Accounting Tests: Accounting ATs are suitable for
transaction-oriented applications with simple mathe-
matical operations. For example, when a large number
of records are reordered or transmitted, a tally is made
of both the sum over all records and the total number
of records of a particular data field. These results can
be compared between the source and the destination
to implement an accounting check AT [45].

• Computer Run-Time Tests: Run-time tests detect
anomalous states such as overflow, undefined operation
code, underflow, write-protection violations or end of
file [45].

• Reasonableness Tests: These ATs are used to deter-
mine if the state of an object in the system is reason-
able (e.g. precomputed ranges or expected sequences
of program states [45]).

Hybrid Adjudicators: A hybrid adjudicator generally in-
corporates a combination of AT and voter characteristics.
For example, variant results are evaluated by an AT, and
only accepted results are sent to the voter [45].

3. RESEARCH METHOD
This study has been undertaken as a systematic literature
review based on guidelines proposed by Kitchenham [26].
The guideline covers three phases of a systematic review:
planning, executing and reporting the review. In this case

the goal of the review is to provide a better understanding
of diversity-based approaches for fault-tolerance composite
services (i.e. FT-compositions), which compose our primary
studies [26].

3.1 The Research Question
This work aims to answer the following research question.

RQ What design issues and respective design solutions re-
lated to fault tolerance based on software diversity are being
supported by existing approaches for fault-tolerant compos-
ite services (i.e. FT-compositions)?

To address the research question, we classify the primary
studies using the proposed taxonomy for software fault tol-
erance (Figure 2) and present general remarks regarding so-
lutions proposed to address the listed design issues.

3.2 Search Process
Searches for primary studies were undertaken from search-
ing databases of software engineering research that met the
following criteria [50]:

• Contains peer-reviewed software engineering journals
articles, conference proceedings, and book chapters.

• Contains multiple journals and conference proceedings,
which include volumes that range from 2000 to 2012.

• Used in other software engineering systematic reviews
(e.g. [7, 50, 24, 28]).

The resulting list of databases was: (i) ACM Digital Li-
brary; (ii) IEEE Electronic Library; (iii) SpringerLink; (iv)
Scopus; and (v) Scirus (Elsevier).

We adopted various combinations of search terms derived
from (i) the main purpose of this survey; (ii) the research
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questions [26, 27] and (iii) meaningful synonyms and alter-
nate spellings. The resulting search string is summarized in
Table 1:

Table 1: The Search String

(fault tolerance OR diversity OR fault-tolerant OR re-
dundancy OR recovery block OR N-Version Program-
ming OR Distributed Recovery Blocks OR N Self-
Checking Programming OR Consensus Recovery Block
OR Acceptance Voting OR dependability OR dependable
OR reliable OR reliability ) < AND > ( service-oriented
architecture OR SOA OR service computing OR SOC
OR web services OR services)

3.3 Study Selection
The database searches resulted in a large number of candi-
date papers. We adopted study selection criteria to identify
those studies that provide direct evidence about the research
question.

Inclusion Criteria:

• Approaches based on software diversity (e.g. concep-
tual models, tools, frameworks) for fault-tolerant com-
posite services, specifically focused on web services,
that support one or more relevant aspects identified in
the taxonomy presented in Figure 2 - i.e. selection of
variant services, execution of variants and judgement
on result acceptability.

Exclusion Criteria:

• Solutions for reliable SOA-based applications employ-
ing solely replicas of identical services - although the
adoption of identical replicas might improve system
availability, they are not able to tolerate software faults.

• Solutions for fault-tolerant SOAs based on data diverse
software fault tolerance techniques

• Solutions for fault-tolerant SOA relying solely on ex-
ception handling - variant services are not employed
as part of the exception handling mechanism.

• Duplicate reports of the same solution - when several
reports of the proposed solution exist in different pa-
pers the most complete version of the study was in-
cluded in the review.

• Short papers, introductions to special issues, tutorials,
and mini-tracks.

• Studies presented in languages other than English.

• Papers addressing empirical studies on fault tolerance
based on design diversity applied to SOAs - not propos-
ing any particular solution to employ FT-compositions.

• Grey literature, that is, informally published written
material.

These criteria were applied as performed in [26, 50]:

1. Reading the title in order to eliminate any irrelevant
papers.

2. Reading the abstract and keywords to eliminate ad-
ditional papers whose title may have fit, but abstract
did not relate to the research question.

3. Reading the introduction and, whenever it is necessary,
the conclusion to eliminate additional papers whose
abstract was not enough to decide whether the inclu-
sion/exclusion criteria are applicable.

4. Reading the remainder of the paper and including only
those that addressed the research question.

3.4 Data Collection and Synthesis
We adopted a data extraction form to collect all the in-
formation needed to address the review question [26]. The
contents of the designed data form are composed by [26, 27]:
the source (e.g. journal, conference) and full reference; date
of extraction; summary of the proposed solution; supported
design issues/solutions (Figure 2); and space for additional
notes.

4. RESULTS
In this section, we present the results obtained.

4.1 Search Results
The searches returned thousands of papers that were filtered
down to 17 primary studies [21, 6, 42, 48, 39, 10, 41, 1, 46,
33, 29, 18, 54, 17, 9, 35, 31]. In the solutions by Dillen
et al. [10], Santos et al. [46] and Mansour and Dillen [35],
despite each service being named a replica by the authors,
these solutions were designed to tolerate different responses
by means of adjudicator mechanisms. This suggests these
solutions could be also implemented as a design-diverse so-
lution. Therefore, these solutions were included as primary
studies.

Although we identified 23 articles by this search process,
the articles [55, 53] are short versions of another article
[54], the article [1] is also an extended version of the ar-
ticle [14]. The study presented by Gorbenko et al. in [19]
and by Nascimento et al. [39] are based, respectively, on the
solutions proposed in [18] and in [40] - for instance, we con-
sider the proposed solutions, i.e. [18, 39], as primary studies.
Xu [52] examined challenges in the fields of dependability
and security that need to be addressed carefully in order to
provide sufficient support to enable service-oriented systems
to offer non-trivial Quality of Service guarantees. Then,
Xu presents several advanced techniques developed at the
University of Leeds to achieve dependability and security
in service-oriented systems and applications, including, the
solution proposed by Townend et al [48]. Therefore, only
the work by Townend et al. [48] is included as a primary
study. Milanovic and Miroslaw [38] also highlight the use
of techniques to tolerate software faults in SOA, including
techniques based on software diversity (e.g. N-Versions);
however, no specific solution is proposed in this direction.

4.2 A Classification of the Primary Studies
In Table 2, we present the summary of the design solutions
supported by the analysed primary studies. Each primary
study was classified as follows:
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Y(yes), the design solution is supported by a primary study;
N(no), no information at all about the design solution is
specified; U(unknown) according to the authors the de-
sign issue is supported, however, what design solutions are
supported cannot be readily inferred.

It is important to emphasize that the Table 2 was fashioned
to show which design issues have been addressed by existing
approaches for FT-compositions. It might be meaningless to
rank the primary studies based solely on their ‘quantity of
Yes’ since the studies present different purposes (e.g. some
solutions are mainly focused on supporting the selection of
variant services [39, 48], while other ones are focused on
variants execution [17, 9]).

5. DISCUSSION
In this section, we discuss the answers to our research ques-
tion RQ (Section 3.1) and present the main proposed so-
lutions regarding the design issues (Figure 2). Because of
space considerations, the summary solutions are representa-
tive rather than exhaustive.

5.1 Selection of variants
The aims of selecting variants is twofold: (i) to increase
the probability of selecting variants that are provided by
different designs and implementations; (ii) to determine an
appropriate degree and/or selection of variant services tar-
geting an optimal trade-off between reliability measures as
well as performance-related factors such as timeliness, cost
and resource consumption. In general, variants have been
chosen at different points during the software lifecycle. For
instance, they may be chosen at design time by the engineer,
configured manually once the software is deployed, or even
be discovered and selected at run-time by the software itself.

The solutions by Townend et al. [48] and by Nascimento
et al. [39] address the issue (i): ensuring designs are di-
verse. Townend et al. [48] aims to detect diverse designs
during runtime. This is achieved by monitoring previous
results and flow of data from a variant service using inter-
action provenance in order to reveal evidence that two vari-
ants share similar services or workflows. Such evidence may
include matching common-mode failures that have propa-
gated back from two variant services. Nascimento et al. [39]
propose an experimental setup to investigate, from clients’
viewpoint and by means of statistical tests, whether variant
services present a difference in their outputs and their failure
behaviours. Their solution also investigates if and by how
much the use of FT-composition improves reliability when
compared to a single non-fault-tolerant service [39].

Regarding issue (ii): the degree of variants necessary, Buys
et al. [6] and Dillen et al. [10] propose a fault tolerance strat-
egy that autonomously changes the amount of redundancy
or the selection of variant services. The architecture pro-
posed by Buys et al. [6] bases this decision upon the current
execution context and clients’ requirements at the time of
request. They propose a measure to infer combinations of
variant services that are, in fact, effective. This measure
quantifies the historical effectiveness of each variant service
by penalising or rewarding it when it disagrees or complies
with the majority decision respectively. Gotze et al. [21]
propose a solution where every atomic service provides in-

formation about its dependability attributes and every com-
posite service has to provide additional information about
their external services that are used to provide the desired
functionality. The calculated dependability attributes and
probability values of the resulting composite service are then
used to manually optimize the composite service towards
the user’s expectations [21], differing from the solution by
Buys [6] and Dillen et al. [10] in which variant services are
automatically selected.

The solution by Nascimento et al. [41], Abdeldjelil et al. [14,
1], Chen and Romanovsky [9] and Zheng and Lyu [53, 55,
54] allows the dynamic selection of variants based on a pri-
ority schemes where client defines requirements in terms
of QoS. QoS values are updated by monitoring procedures
in [41, 14, 1, 9] and by encouraging users to contribute
their individually-obtained QoS information of the target
Web services in [53, 55, 54]. The solution by Kotonya and
Stephen [29] and by Mansour and Dillon [35] support a QoS
matching scheme that will prioritize services based on re-
liability and performance metrics. These metrics are not
shared with the client, i.e., a client cannot express prefer-
ence for specific QoS metrics. The solution by Gorbenko [18]
monitors dependability attributes and selects an appropri-
ate service based on them. However, the motivation behind
this solution was to manage service upgrades, i.e. switching
from an old version to a new version online when the level
of dependability of the new service is acceptable.

5.2 Execution of Variants
Both parallel and sequential execution schemes have been
addressed. The solution by Nascimento et al. [39] does not
aim to support execution schemes. The solutions by Gotze
et al. [21], Townend et al. [48] supports execution of vari-
ants, however, they do not specify how variants might be
executed in parallel, sequentially or both. Most solutions
support both execution schemes [6, 42, 10, 41, 1, 18, 17,
9, 31, 53, 55, 54, 35], the solution by Looker et al. [33],
Santos et al. [46] and by Kotonya and Stephen [29] support
the parallel execution of variants. An important character-
istic of the execution scheme proposed by Laranjeiro and
Vieira [31] is that it can use functionally equivalent web
services that have different interfaces, providing developers
with more options to build their solutions (i.e. input/output
adapters). However, their solution operates on a static con-
nectivity mode, requiring static generation of local proxy
classes for each variant service. [31]. The solution by Ab-
deldjelil et al. [1] allows the execution of variant services
that present diversity also in their interfaces and results by
mapping operations and parameters in the domain ontology.

5.3 Decision Mechanisms
A variety of decision mechanisms were found amongst the
target papers. The main advantage of diversity-based solu-
tions is that they allow for variant service responses to be
compared using a large choice of voter and acceptance test
techniques. For instance, majority, consensus, formal and
dynamic voters are addressed by some of the existing ap-
proaches for FT-compositions, as described in the following.
Acceptance tests (ATs) are also supported, however, as they
are strongly application-dependent there are less approaches
supporting ATs.
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Table 2: Classification of the Primary Studies
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DESIGN SOLUTIONS
Selection of Variants Y Y N Y Y Y Y Y N N Y Y Y N Y Y N
Execution Scheme (ES) U Y Y U N Y Y Y Y Y Y Y Y Y Y Y Y
ES - Sequentially - Y Y - - Y Y Y N N N Y Y Y Y Y Y
ES - Parallely - Y Y - - Y Y Y Y Y Y Y Y Y Y Y Y
Decision Mechanism (DM) Y Y Y Y N Y Y Y Y Y Y U Y N N Y Y
DM - Voter Y Y Y Y - Y Y Y Y N U - Y - - U Y
DM - Median Voter N N N N - N N N N N - - N - - - N
DM - Mean Voter N N N N - N N N N N - - N - - - N
DM - Majority Voter N N Y N - N Y N N Y - - Y - - - N
DM - Consensus Voter N N Y N - N N N Y N - - N - - - Y
DM - Formal Voter N N N N - Y N Y N N - - N - - - N
DM - Dynamic Voter Y Y Y Y - N N N N N - - N - - - N
DM - Acceptance Tests N N U N - Y U N N N N - N - - U N
DM - AT - Satisf. Requir. - - - - - Y - - - - - - - - - - -
DM - AT - Account. Tests - - - - - N - - - - - - - - - - -
DM - AT - Comp. Run-Time Tests - - - - - N - - - - - - - - - - -
DM - AT - Reasonableness Tests - - - - - N - - - - - - - - - - -
DM - Hybrid Adjudicator N N Y N - N N N N N N - N - - N N

5.3.1 Majority Voters
For instance, majority voters are supported by Nourani et
al. [43, 42], Looker et al. [33], Nascimento et al. [41] and
Zheng and Lyu [53, 55, 54]. The solution by Nourani et
al. [43, 42] supports the implementation of FT-compositions
by means of theWS-BPEL. In this sense, the authors present
details on the prototype implementation by identifying the
BPEL structured activities adopted. For the adjudication
mechanism, which is also implemented as web service and in-
voked from a BPEL process, the authors mention the adop-
tion of voters, including majority, dynamic and consensus
ones, acceptance test and hybrid adjudicator. Nevertheless,
no details on voting procedures are provided, excpet for the
majority one. Differently from other solutions, they adopt
diversity to allow two majority voting mechanisms to be ap-
plied, if necessary, to the same input set. In BPEL process,
if for any reason the voter faces faults or the result shows
the absence of consensus, the second version of voter is in-
voked using the same inputs. This avoids the voting process
to become a single point of failure [43, 42]. The solution
by Gorbenko et al. [18] supports an adjudicator, whose type
is not explicitly specified, that is also responsible for recon-
figuration (switching the releases on or off), recovery of the
failed releases and for logging the information which may be
needed for further analysis [18]. The Web Service-Fault Tol-
erance Mechanism (WS-FTM) proposed by Looker et al. [33]
supports the majority voter that allows generic result com-
parison. Nascimento et al. [41] and Zheng and Lyu [53, 55,
54] do not present additional information on voting proce-
dures. We emphasize, however, that the solution by Zheng
and Lyu [53, 55, 54] supports different fault tolerance strate-
gies and the authors described in detail the a dynamic fault
tolerance strategy selection algorithm.

5.3.2 Consensus Voters

In the solution by Santos et al. [46] there is a component
responsible for arbitrating the adjudged output based on
the output with the highest number of occurrences. There-
fore, we inferred that their decision mechanism is based on
the consensus voter. The benefits of diverse components is
not only limited to the services, in the solution proposed
by Laranjeiro and Vieira [31] the voter protocol supports
two voting mechanisms to be utilized at the same time: a
unanimous voter and a consensus voter. Their solution also
supports an evaluation mechanism that performs a continu-
ous assessment of quality of services. During voting process,
if an impasse occurs the QoS values of the variants are used
to select one response. According to the authors, the im-
passe occurs whenever different variant results present the
same number of occurrences [31]. However, in their solution,
it is not clear how they judge on variant result acceptability
when variants are executed sequentially.

5.3.3 Formal Voters
When dealing with greater variability in variant service in-
terfaces, a straightforward consensus voting mechanism may
not suffice. Some solutions accept a certain amount of vari-
ability and agree that a consensus is formed with multiple
equivalent results. Dillen et al. [10] supports the formal con-
sensus voting, in the paper, called plurality voting. For each
invocation of the scheme, the replicas will be partitioned
based on the equivalence of their results, and the result as-
sociated to the largest cluster will be accepted as the correct
result [10]. Abdeldjelil et al. [14, 1] details a specific voting
algorithm, called equivalence vote, that will decide if multi-
ple concurrent service responses are equivalent or not. This
is based on a pre-agreed amount of deviation for answers
to be considered equivalent. Their algorithm requires as in-
put an ordered set of equivalent results and the functional
deviation to authorize among them.
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5.3.4 Dynamic Voters
Dynamic consensus and dynamic majority voters are utilised
in a number of solutions e.g. [6, 48, 21]. This may be more
suitable for applications where it is acceptable for some vari-
ant services to fail and an answer still be returned from the
remaining variant services. Due to the intricacies of dynamic
decision mechanisms defined in our taxonomy some classi-
fications in our review have been changed from the classi-
fications used in the target papers. The solution by Gotze
et al. [21] define three FT-protocols, namely, one, any and
majority. Only the majority operator allows for the enhance-
ment of reliability and availability. The remaining operators
are mainly focused on achieving high levels of availability
and are out of the scope of this paper. They define the ma-
jority as an operation that schedules the same request to all
defined services. Afterwards this operation uses the results
of all services that did not fail and chooses the most com-
mon result. Based on this general definition, we inferred
that their solution (according to our taxonomy) in fact sup-
ports the dynamic consensus voter instead of the majority
one that has been specified by the authors [21].

According to Buys et al. [6], their solution, called A-NVP
composite, supports majority voting. However, for similar
reasons to the Gotze et al classification we decided their solu-
tion instead supports a dynamic majority voter. Moreover,
the response latency of the A-NVP composite is guaran-
teed not to exceed a maximum response time defined by the
client. If no absolute majority could be established before
the maximum response time, an exception will be issued to
signal that consensus could not be found [6]. In addition,
according to Townend et al. [48], their solution supports dif-
ferent types of voting algorithms to choose from. However,
we inferred that the dynamic consensus voting is the only
decision mechanism supported. The voter is dynamic as it
can process 0 to n results, where n is the number of executed
variant services. Specifically, the voting discards results of
any variant service whose weighting, which is defined based
on the confidence of that service returning a correct result,
falls below a user-defined value, and performs consensus vot-
ing on the remaining results. It should be noticed that the
execution scheme and adjudication of variant results are not
the main contribution of this work. These mechanisms were
used as part of the proof-of-concept performed to evaluate
the adoption of provenance to analyse service’s workflow.

5.3.5 Acceptance Tests
Acceptance tests give the client the freedom to specify ac-
cepted values according to pre-defined requirements. Nasci-
mento et al. [41] propose a solution that supports a mecha-
nism responsible for the error-processing technique, which,
in turn, supports acceptance tests, voters and comparisons.
The solution by Dillen et al. [10] has been designed so that
acceptance tests are no longer hardwired within the FT-
composition. ATs can be configured at runtime through a
parameterised assertion holding an XPath expression that
will be used to assess the acceptability of the response re-
turned by each of the probed variants. The solution by
Mansour and Dillon [35] propose a scheme to combine vari-
ant web services into parallel and serial configurations with
centralized coordination. In this case, the broker has an
acceptance testing mechanism that examines the results re-
turned from a particular web service. The acceptance test is

conducted using the broker, which might be a single point of
failure. To increase the reliability of the broker introduced in
their systems and mask out errors at the broker level they
suggest a modified general scheme based on triple modu-
lar redundancy and N-version programming, which also in-
cludes a voting algorithm. According to the authors the
ATs could be specified as examining a post-condition or in-
variant association with the service. The solution by Zheng
and Lyu [53, 55, 54] and by Chen and Romanovsky [9] sup-
ports recovery block strategy (RB), nevertheless, they do
not mention any acceptance tests, the adjudicator employed
in RB.

5.3.6 Other Remarks
Extensibility is an important feature, and is important in
SOA architecture when the context and available services
are constantly changing. In the solution by Kotonya and
Stephen [29] different adjudicators might be plugged to their
solutions. Also, new web services may be discovered and
combined with the existing set of services. A particularly
robust protocol detailed in this paper, Andros, provides a
three-step consensus and authentication solution to toler-
ate Byzantine faults at a trade-off with system resources.
Chen and Romanovsky [9] claim that although N-Version
programming techniques require voting on results, in a real
world application, it is not always possible to vote on results
received from different services. In this sense, their solu-
tion for fault-tolerant SOAs supports well defined extension-
points in which voting implementation might be included.
The solution by Gonçalves and Rubira [17] does not deal
with adjudication mechanisms, they only support execution
of alternative services. However, this solution encapsulates
the WS-Mediator proposed by Chen and Romanovsky [9],
therefore, it is possible to include voting implementations in
extension-points of the WS-Mediator.

6. SUMMARY OF OUTCOMES
With respect to the execution scheme, both parallel and se-
quential execution schemes have been addressed. This is
particularly important, as the type of execution scheme will
affect important QoS attributes such as execution time and
resource consumption. In the parallel scheme, there is an un-
derlying assumption that sufficient hardware resources are
available to enable the execution of variants concurrently.
Even with sufficient parallelism, the execution time of this
scheme will be constrained by the slowest version - there
may be a substantial difference in the execution speeds of
the fastest and slowest version because of the need to gener-
ate independent designs [45]. On the other hand, the time
required to execute variants in a sequential way will range
from the execution time of the primary variant (if acceptance
tests are employed and primary result is acceptable) to the
sum of execution time of all variants (e.g. if all variant re-
sults are subjected to ATs [6]). Under some circumstances,
a specific execution scheme is not applied, e.g., when there
is a processing cost charged for the use of variant services,
invoking them in parallel might incur in greater actual cost
(i.e. in sequential schemes, not all variants are necessarily
executed) [54].

Related to the selection of variants, we identified its two
main purposes, to select diverse variants and to determine an
appropriate degree and/or selection of variant services. We
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should emphasize that these two different purposes are com-
plementary. This is because the reliability of fault-tolerant
compositions depends upon design diversity of their variant
services to increase the probability that they fail on dis-
joint input spaces. For most of the proposed approaches
for FT-compositions there is an underlying assumption that
variant services can always be efficiently employed by means
of diversity-based techniques [53, 55, 54, 29, 21]. However,
Nascimento et al. [40] presents an empirical study to inves-
tigate whether variant services are able to tolerate software
faults. They concluded that the benefits of diversity-based
solutions applied to SOAs are not straightforward. Even
when variants present design diversity, in some cases, this
diversity might not be sufficient to improve system reliabil-
ity. That is, the chosen set of variants will impact on the
success of the FT-strategy used.

Runtime decisions regarding which variant services are used
require trade-offs according to which specific QoS attributes
to use, and their feasibility of obtaining them. For instance,
many approaches measure availability by monitoring the
variant service ’heartbeat’ - this is certainly feasible with
most available services. However, a particular challenge for
fault-tolerance is to find a feasible way of measuring an-
other QoS attributes, for example, the security of potential
services, an issue tackled by Gotze et al. [21] where various
levels of service transparency are taken into account. More-
over, while many solutions provide means of optimizing ser-
vice selection once the variant services have been chosen, we
feel there is a growing need to integrate tests to ensure a spe-
cific service as being, indeed, suitable as a candidate variant
service. This is particularly needed with growing capabili-
ties of fault-tolerant SOA in terms of autonomic searching,
discovering and selection of variant services.

Related to the decision mechanisms, it is important to no-
tice that the expected behaviour of variant services is likely
to affect the complexity of the chosen decision mechanism.
For example, to choose among voting algorithms presented
in the proposed taxonomy (Figure 2), we must consider the
primary concerns surrounding the software’s application and
details about the output space. For example, if safety is
the primary concern, we should adopt the voter that would
rather raise an exception and produce no selected output
than present an incorrect output as presumably correct one
(e.g. the exact majority or dynamic majority voters) [45].
If the primary goal is to avoid cases in which the voter does
not reach a decision, i.e., an answer is better than no an-
swer, than it is sufficient to adopt the voter that reaches a
‘No output’ result least often (e.g. the median voter) [45].
In addition, if we can assume that a majority of variants’
outputs are correct and no incorrect result lies between two
correct results, then the mean voter produces a correct out-
put [45]. Under circumstances in which some or all variants
might not produce their results (e.g. some or all variants
not providing their results within the maximum expected
time frame; catastrophic failure of some or all of the vari-
ants), dynamic voters are the best option since they can
process zero to n inputs. Adjudicators are also dependent
on the number of alternatives and details about the output
space [45, 30]. For example, acceptance tests, exact ma-
jority, consensus and dynamic voters can process any type
of variant outputs, while the remaining adjudicators must

receive inputs in an ordered space.

Firstly, as we can observe in the proposed classification (Ta-
ble 2) there are still some voters not addressed by current
approaches for FT-compositions, e.g., median, mean voters
and acceptance tests. One can claim that existing solutions
might be easily extended. On one hand, when looking be-
yond the implementation of solely the decision mechanism
functionality, we can also find interesting architectural so-
lutions that provide additional functionality at this point.
For instance, by defining key extension points or ability for
pluggable FT strategies enhances the flexibility and interop-
erability of fault-tolerant SOA design. On the other hand,
the authors do not explicitly describe how to extend their so-
lutions, for example, what interfaces must be implemented
when inserting a custom adjudicator [41, 29, 31, 9]. Sec-
ondly, in general, adjudication procedures are marginally
described, for example authors do not specify which type of
variant outputs their solutions are able to process or how
to navigate through elements and attributes in messages re-
turned by the variant services in order to adjudicate the
acceptability of specific fragments from these messages [10,
41, 46, 29]. In other words, most authors do not specify clear
guidelines on the reuse and, in particular, customization of
their decision mechanisms in practical settings.

In addition, it is interesting to observe that although vari-
ous design issues and respective design solutions related to
diversity-based fault tolerance have been supported, they
are spread among existing approaches for FT-compositions.
That is, there is no a unique solution able to cope with con-
flicting client requirements by employing a wide variety of
schemes to select and execute variant services and to deter-
mine the adjudicated result from the variants. There is a
lack of solutions able to bring out a set of closely related
fault tolerance strategies based on design diversity in close
accordance with customers’s requirements and high level
policies (e.g. to adopt a fault tolerance strategy based on
parallel execution scheme for better response time). Finally
related with the decision mechanism, many FT-protocols
within diversity-based fault tolerance solutions frequently
selected results based properties other than the actual re-
sponse values, such as response time or likelihood of failure.
This perhaps reflects the reality that even when reliability
of results is uncertain, the fastest response time remains one
of the main sought-after service qualities.

7. THREATS TO VALIDITY
We identified some possible threats to validity [51] and the
measures we took to reduce the risks.

Internal Validity: In terms of internal validity, our study
is based on 17 papers that matched our criteria (Section
3.2). This number is not high, nevertheless, it is reflective
of this area in research [27, 5]. To mitigate this risk, we
adopted a search strategy that aims to detect as much of
the relevant literature as possible [26]. Nevertheless, the
size of the sample should however be kept in mind when
assessing the generality of our results.

Construct validity: We identified two threats to construct
validity: the study selection and data extraction are error-
prone activities. Related to the study selection, this ac-
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tivity was performed by one of the researches at two dif-
ferent points in time thus reducing the risk of having the
inclusion/exclusion criteria applied inconsistently. Related
to the data extraction, data might have been extracted in
an inconsistent manner and to reduce this risk, as suggested
by Kitchenham [26], all primary studies were assigned to
one of the researchers, responsible for extracting the data.
Another researcher was asked to perform data extraction on
subset of primary studies chosen at random (for instance, on
6 studies). Data from the researches were compared and dis-
agreements were resolved by consensus among researchers.

Conclusion validity: We identified one threat to conclu-
sion validity, which is the reliability of the taxonomy itself
used to classify the primary studies. To mitigate the risks of
employing an inadequate taxonomy, before it was built, we
had analysed the domain knowledge in design diverse soft-
ware fault tolerance techniques in depth (e.g. [22, 12, 25,
30, 47, 34, 32, 45]).

8. RELATED WORK
We are not familiar with any work that surveys diverse fault-
tolerant SOAs. We address, in turn, work related to litera-
ture review of fault tolerance techniques, in general, applied
to software systems.

Garcia et al. [16] present a comparative study of excep-
tion handling mechanisms for building dependable object-
oriented software. The authors define a taxonomy to help
address main basic technical aspects for a given exception
handling proposal. By means of the proposed taxonomy, the
authors survey various exception mechanisms implemented
in different object-oriented languages, evaluates and com-
pares different designs. Our classification of software fault-
tolerance solutions is also based on a general taxonomy of
design issues. However, compared to their work, we do not
provide a rating of the primary studies according to a quality
assessment.

Carzaniga et al [8] identify some key dimensions upon which
they define a taxonomy of fault tolerance and self-healing
techniques in order to survey and compare the different
ways redundancy has been exploited in the software domain.
These are the intention of redundancy (deliberate or oppor-
tunistic), the type of redundancy (code, data, environment),
the nature of triggers and adjudicators that can activate
redundant mechanisms and use their results (preventive -
implicit adjudicator or reactive or- implicit/explicit adjudi-
cator), and lastly the class of faults addressed by the re-
dundancy mechanisms (Bohrbugs or Heisenbugs). The pro-
posed taxonomy is used to classify well known techniques,
for example, N-version programming, exception handling
and data diversity. The concepts presented in their taxon-
omy and the ones presented in the taxonomy we employed
are orthogonal. In fact, our classification is performed in
lower level of abstraction.

Ammar et al. [2] propose a survey of the different aspects of
system fault tolerance and discuss some issues that arise in
hardware fault tolerance and software fault tolerance. In
this context, the authors distinguish information, spatial
and temporal redundancy; present the three fundamental
concepts of fault tolerance (i.e. failure, error, fault); de-

scribe the four steps of fault tolerance (i.e. error detection,
damage assessment, error recovery, and fault removal) and
relate these to the differences of redundant techniques for
handling hardware as well as software faults. According to
the authors, since redundancy may be used under a variety
of forms to achieve fault tolerance, the design of a fault tol-
erant system involves a set of trade-offs between redundancy
requirements (imposed by the need for fault tolerance) and
requirements of economy (economy of the process, and the
product) [2]. The authors also emphasize that program fault
tolerance is no panacea, like almost everything in software
engineering. We refer to their work for an interesting dis-
cussion on reasons to support this claim.

Florio and Blonda [15] present a survey of linguistic struc-
tures for application-level fault tolerance (ALFT). The au-
thors emphasize the importance of employing appropriate
structuring techniques to support an adequate separation
between the functional and fault-tolerance concerns. They
claim that the design choice of which fault-tolerance pro-
visions to support is not a trivial task since an inadequate
choice might increase costs and even reduce reliability. The
design choice of which fault-tolerance provisions to support
can be conditioned by the adequacy of the syntactical struc-
ture at ‘hosting’ the various provisions, called syntactical
adequacy. Moreover, offline and online (dynamic) manage-
ment of fault-tolerance provisions and their parameters may
be an important requirement for managing the fault-tolerant
code in an ALFT, called adaptability. These three proper-
ties, separation of concerns, adaptability and syntactical ad-
equacy are referred as the structural attributes of ALFT. The
structural attributes are adopted to classify and analyse a
number of ALFTs, including, recovery blocks and n-version
programming. This classification is also orthogonal to the
classification we have provided.

9. CONCLUDING REMARKS
Due to the low cost of reusing existing functionally equiva-
lent services, called variant services, several solutions based
on design diversity exist to support fault-tolerant Service-
Oriented Architecture (SOA). Regarding fault tolerance based
on software diversity, three major design issues need to be
considered, namely, selection of variants; variant execution
schemes; and judgement on results acceptability. These de-
sign issues may be realized by different design solutions. Dif-
ferent design decisions imply in different measures of quality
requirements (e.g. memory utilization, execution time, re-
liability, financial costs and availability). In this paper, we
define a general taxonomy for these common design issues
and their different design solutions. Based on this informa-
tion and by means of systematic literature review method,
we present a comprehensive survey of existing solutions for
fault-tolerant SOAs and discuss their main contributions
and limitations, thus, suggesting directions for future work.

Because an SOA differs from conventional architectures, it
poses new challenges for diversity-based solutions. Applica-
tions based on SOA rely in a singular scenario, where the
environment is highly dynamic, the uncertainty is high and
several decisions cannot be taken at design time but must
be postponed until runtime, where the control is highly dis-
tributed, and we have different stakeholders with possibly
conflicting requirements. For future work, we will investi-
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gate whether the existing solutions are able to support the
specifics of SOAs scenario.
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1.03/08). Cećılia is supported by CNPq (305331/2009-4)
and FAPESP (2010/00628-1).

10. REFERENCES
[1] H. Abdeldjelil, N. Faci, Z. Maamar, and

D. Benslimane. A diversity-based approach for
managing faults in web services. In IEEE 26th Intl.
Conf. on Advanced Information Networking and
Applications, pages 81 –88, Mar 2012.

[2] H. H. Ammar, B. Cukic, A. Mili, and C. Fuhrman. A
comparative analysis of hardware and software fault
tolerance: Impact on software reliability engineering.
Annals of Software Engineering, 10(1-4), Jan. 2000.

[3] A. Avizienis, J. C. Laprie, B. Randell, and
C. Landwehr. Basic concepts and taxonomy of
dependable and secure computing. IEEE Transactions
on Dependable and Secure Computing, 1(1):11 – 33,
Jan.-Mar. 2004.

[4] R. B. Broen. New voters for redundant systems.
Journal of Dynamic Systems, Measurement, and
Control, 97(1):41–45, 1975.

[5] R. Burrows, A. Garcia, and F. Täıani. Coupling
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