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Abstract. A signature is a handwritten method of providing proof of identity, and can be 

used to validate and authenticate a person. The purpose of this paper is provide insight on 

PI-1 – a prototype system designed to improve validation of holographic signatures. This is 

achieved by a precise, scalable, flexible and robust architecture, combining wavelets with 

neural computation. In this research several existing techniques to perform this type of 

validation were studied. It was found that currently available methods do not 

provide sufficient scalability, portability and security. This research prototype has been 

designed to provide a robust and scalable infrastructure through extensive use of free 

software and low cost hardware while focusing on providing flexibility to allow the system 

adapt to future changes.  
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1   Introduction  

An important business requirement across industry is to identify and authenticate people. Approximately 10 

million US citizens are affected by identity fraud each year, which is not always detected by the 

victims.[1][2]  

   
Humans have long used signatures as a way to authenticate and express their will, for example in 

constitutions and marriages. Long before other modern methods were invented, signatures were already 

culturally accepted and understood.[3]  

   

It is important to note the difference between validation and authentication. Validation verifies that the 

information provided matches previously recorded data. Authentication checks identity against certain 

biographic information that was previously declared. Essentially, it confirms that a person is who they say 

they are.  

   

There are now many ways to verify identity, including iris and fingerprint scanning. However handwriting 

is still the most prevalent and natural way to do it.  

   

   

This mechanism is non-invasive, and the rate of false positives is lower than using other fingerprint 

techniques.[4] [5] 

   

 

 



2   Background  

Instead of pursuing identity validation using signatures, many companies chose instead to concentrate on 

biometric information like fingerprint or iris scanning. In Israel, IBM developed a product to authenticate 

signature using an online server [6], but it is limited by the fact that is not available on mobile devices.  

   

Common security and validation approaches include face recognition [7], fingerprint scanning[8], iris and 

retina scans[9][10] and voice recognition[11][12]. These techniques all share a common goal; to validate an 

individual using biometric data. 

 

Wavelets are created in a way that has useful properties for signal processing. They work in an analog way, 

like the Fourier Transform, but instead of sine and cosine, they use convolution. [13] 

PI-1 differentiates on the usage of wavelets, which are normally used in face recognition, not signature 

validation. 

Neural networks are frequently deployed in other situations related to pattern recognition, such as face 

recognition. 

Another key feature of PI-1 is the use of neural networks in conjunction with wavelets; this is a new 

approach given that normally these techniques are not used together at the same time. 

3   The chosen architecture 

Objectives to be met in the design phase of this project were portability, and the ability to support data from 

different client sources. It was important to support a wide range of devices which can digitize handwritten 

signatures, including cell phones, scanners, smart boards andothers.. For that reason, it was decided to 

deploy all of the business logic and processing on the server. By doing this we maximize flexibility and 

keep the complexity of our thin clients to a minimum through abstraction using a common interface   

The server is based on J2EE technology, using servlets as the communication backend. Persistence is 

provided by a database-agnostic XML schema, thus providing portability and flexibility.  

   

The system can be installed on GNU/Linux and Microsoft Windows, and was tested in x86 and AMD64 

architectures. The neural network algorithm was written using Matlab language.  

   

The complete system runs on a encrypted partition  utilizing TrueCrypt, a software based security suite that 

provides real-time, automatic on-the-fly encryption. This software was chosen because it is open source 

and provides “plausible deniability” [14]. In case a user is forced to reveal their password, another 

password can ber provided which works but doesn't grant the same rights.  This works by creating a hidden 

volume (using stenography) that remains concealed from the operating system until the complete secret key 

is provided.  The encryption algorithm is AES-256 which in modern computers can be accelerated in 

hardware (ex: Intel Core i7) [15]. It is possible to implement cascade ciphers to increase security if 

required. [16]  

   

Cell phone open standards are used [17] to allow the use of any handset with a camera and internet 

connection, even if they don't comply with a specific J2ME profile.  To broaden the range of compatible 

client devices, there is the possibility to use the multimedia messaging (MMS) and email capabilities of cell 

phones.   

4   Future Work  

The next stage of this investigation will focus primarily on the general configuration of the system to 

deliver results in a more efficient way. Scalability shall also be assessed through statistical analysis of 

system load testing. Additionally, system vulnerability can be tested through attack simulation penetration 



testing. The roadmap of PI-1 is planned to include support of smart boards, clustering and load-balancing 

deployments, multi-threading of algorithms and processes, and  deployment in virtualized environments. 

Smart boards are devices that digital signature capture using a stylus and a sensitive surface. with the 

inclusion of this technology it can be attained a higher amount of details and information to improve the 

prototype. [18] 

Clustered computing will allow the system to scale not only vertically, but also horizontally, a key benefit 

given that the PI-1 prototype was designed with scalability in mind. Without the constraint of software 

licenses, this scalability is achieved at minimal cost free open source software and low cost hardware. [19] 

Through the use of multi-threading the system can take the advantage of multi-core CPUs. With 

virtualization the hardware remains more efficient, because if needed, the virtual servers can be moved, 

reconfigured, and installed easily. [20] [21] 
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