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Chapter 1

Motivation for Quantum
Cryptography

Failure is the key to success;
Each mistake teaches us something.

Morihei Ueshiba, The Art of Peace

The ability to communicate securely has been critical since man has had
secrets to keep...and secrets to exploit. As man’s ability to communicate has
improved, so has the ability for opponents to exploit those communications, but
with each advance in the opponent’s capability, the art of making the commu-
nication more secure has improved in stride in successful cultural systems, by
necessity.

As technology has advanced, it has allowed man to communicate over longer
distances at faster rates. With each advance in communication technology has
come a more advanced means of exploiting communication that is not secure
enough, and thus a need has arisen with each advance for better methods of se-
curing sensitive information. Current protocols for information security rely on
mathematical complexities, but soon these protocols may not suffice as under-
standing of systems, currently in their infancy, including quantum computation
and quantum memory storage are introduced into the mainstream.

Technological advances have always been a double-edged sword. While tech-
nology has made communication faster, available over longer distances, and even
more secure, it has also improved the means of intercepting, recording, under-
standing and exploiting that same communication.

For this reason, cryptography, or the art of hiding messages to secure commu-
nication has developed in time with advances in technology, as has cryptanalysis,
the art of cracking the code to find meaning in those hidden messages and turn
it into intelligence that may be acted upon, or actionable intelligence.

The ultimate goal of quantum cryptographers is to exploit the quantum me-
chanical properties inherent in nature in order to provide a means of creating
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and sharing a key. The quantum cryptographic key is used to encrypt and
decrypt messages and may someday provide a means of communication so se-
cure that they are mathematically impossible to exploit except by brute-force
techniques due to the classically counter-intuitive quirks inherent in quantum
systems.

Quantum cryptographers hope that improved understanding of the quantum
nature of the universe will advance secure communication in this new century
much as improved understanding of the nature of electricity and magnetism
did for long-distance communication in the 20th century from telegraphy to
radio-communication to cellular phones to geosynchronous global satellite com-
munication and the World Wide Web.
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Chapter 2

Cryptography

The word cryptography is derived from the ancient Greek words κρνπτώσ
(kryptós) meaning “hidden” and γράφω (gráfo) meaning “write”. Cryptog-
raphy is literally the study of message secrecy and security in the presence of
adversaries by concealing the meaning of the message being transmitted using
coding and decoding protocols.

2.1 General Procedure

First, the message to be sent, referred to in the cryptographic industry as “plain-
text” was encrypted, or hidden, using an algorithm, that resulted in the creation
of the “cipher text”. The cipher text was then transmitted from the sender, tra-
ditionally referred to in the cryptographic community as “Alice” to the intended
recipient, “Bob”. Once Bob successfully received the cipher text, he applied an-
other algorithm, often the same algorithm in reverse, to the cipher text and
decrypted it to recover the plaintext message.

Encryption and decryption were secure so long as the algorithms used by
Alice and Bob were secure, and even if the algorithms were known by hostile
agents, the communication may still have been secure so long as the key was not
discovered by a hostile agent. In the cryptographic literature, these theoretical
hostile agents are often classified as either “Eve” for a passive eavesdropper
who tries to passively intercept communication and gain actionable intelligence
or “Mallory” for someone attempting to maliciously disrupt communication by
interference, impersonation or deception.

While there are a zoo of other characters depending on the protocols being
discussed, the only other character mentioned in this paper will be “Trent”.
Trent is a source trusted by both Alice and Bob who is capable of verifying his
identity to both without being impersonated.
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2.2 Early Algorithms

In centuries past, algorithms were generally simple techniques known to both
parties that were applied to the plaintext. The message was then transmitted
physically by courier, aurally by drum, visually by smoke signal or semaphore,
and later by telegraphy, telephony and eventually radio, computer, and satellite
communication systems. Most of the earliest techniques could be implemented
quickly with pen and paper by anyone who knew the language and the algorithm
being used and who had the key.

In every case, as technology and mathematical aptitude increased, there
was eventually the need to increase the complexity of the protocol, learning
something from each failure and securing communication protocols that had
been exploited. Those who were unaware of their compromise have historically
suffered disastrous results. Even with modern computer-generated encryption
schemes involving factorization of the products of huge prime numbers which
multiply easily to create a key, but take a much longer time to factor, there still
exists the possibility of some mathematical or computational advance that will
render the algorithm as obsolete as others that have been abandoned except as
puzzles or children’s games.

Since the rules of quantum mechanics are generally considered immutable,
the use of quantum systems to generate encryption algorithms has the potential
to create a cryptographer’s dream and a cryptanalyst’s nightmare, an unbreak-
able key. Mathematically, the only unbreakable keys known are one-time pads.
These were literally throw-away pages used for encryption and decryption. If the
key is randomly-generated and only used once, there is no means of exploiting
the cipher text.

Therein lay both the appeal of creating a working quantum cryptographic
algorithm for optimal security of friendly communication, and simultaneously,
the rather daunting possibility that adversaries may able to send unbreakable
messages that could conceal plans potentially threatening to our interests.

Historically, in the days before the computer’s rise to power for both com-
putation and analysis, the earliest algorithms for encryption and decryption
involved one or more of the following techniques, to be delineated in subsequent
sections, used in conjunction.

• Text Transposition

• Direct Substitution

• Fractionation

• Polyalphabetic Substitution

• Mechanical Encryption

• Electromechanical Encryption
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2.2.1 Text Transposition

Text transposition algorithms literally transposed letters in the plaintext mes-
sage. A physical example of a text transposition method was the scytale used
by the ancient Spartans to send messages from the military commander at the
headquarters, Alice, to the field commander, Bob.

The scytale was a staff around which a leather strap was wrapped. The
plaintext message was then written along the length of the scytale on the leather
strap. The strip of leather was then unraveled and physically sent from Alice
to Bob who also had a scytale of the same diameter as Alice’s. For example, a
message like

ATTACK ENEMY LEFT FLANK AT DAWN

when wrapped around a scytale, that had a circumference of 4 letters, would be
written on a strap of leather which when unrolled would read

ANTOTEFOTMLNAYARCLNIKEKSEFME

with the spaces removed to increase the difficulty of Eve guessing a word of
known length and thereby discovering part of the key. Without a scytale of
the correct circumference, in this case a key with physical properties, this short
message could only be deciphered by trial-and-error permutation of spacing
between subsequent letters, known as a brute-force decryption.

More complex, longer messages, use of codewords in the plaintext, added
mutually-known nonsense letters at the beginning or end of the message, and
the general level of illiteracy of the times meant that for time-sensitive tactical
messages, an intercepted message could not be decrypted in a timely enough
manner for the intelligence to be actionable, and therefore the communication
was secure so long as a scytale of the proper dimensions was not pilfered by an
enemy spy and Bob’s was not broken or lost during the campaign.

The inclusion of nonsense strings and removal of empty spaces were common
techniques as was breaking the full cipher text into short strings of a fixed size
to facilitate transmission and authentication by Bob. If, for example, Bob knew
that all authentic messages from Alice contained a fixed number of characters,
and he received a message that was short by one letter, he would have to assume
it was an attempt at deception or ask Alice to retransmit the entire cipher text
giving Eve a second chance at capturing the entire message. If the message were
broken into small groups of a known length, Bob could just send back the groups
without the correct number of entries and ask for a retransmission of only those
incorrectly sized groups minimizing the chances of Eve having a second chance
to intercept the entire message or the parts she may not have gotten.

2.2.2 Alphanumeric Substitution

In the times of the Cæsars in ancient Rome, a commonly used encryption scheme
was alphanumeric substitution, and therefore, this class of algorithms was re-
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ferred to as a Cæsar cipher, all the characters in the alphabet and all the num-
bers were written in an order optimally known only to Alice and Bob.

For example, if one wrote the alphabet followed by the numbers 0-9 in the
standard order:

ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789

and then shifted the entire string left by 3 positions, in essence truncating the
first 3 letters and moving them to the end, one would have as the key,

DEFGHIJKLMNOPQRSTUVWXYZ0123456789ABC

so long as both parties knew the shift and the order of the original string, then
moving from plaintext to cipher and back should be a trivial, but secure matter.

For example, plaintext that read:

NESTOR 21218

would be encrypted as

QHVWRU4545B

and in order for Bob to decrypt it, all he would have to know was how far
the alphabet was shifted. Even with this simple scheme, much complexity may
be added by using a scrambled string version. In a transposed alphanumeric
substitution, Alice would use not the normal alphanumeric ordering, but some
other order known only to her and Bob. This would make a brute-force solution
by cycling through the 36 variations of an in-order string combinatorially more
complicated.

Again, this algorithm was secure so long as the the key string character order
and the subsequent shift were known only to Alice and Bob.

If Eve, were to discover the order and then in 36 or less tries, she would have
the entire key, and the ability to decrypt subsequent communications between
Alice and Bob so long as they continued using the same key, hence the allure
of the one-time key. Further, if she then gave, traded, shared or sold both the
string and shift to Mallory, Mallory would be able to impersonate Alice or Bob
and further disrupt the security of the communication between them.

2.2.3 Fractionation of Plaintext

Fractionating plaintext was a variation on substitutive algorithms that instead
of replacing each character one-by-one, assigned a pair of digits, called a “di-
nome” to each individual character. In the first World War , this protocol was
implemented in the form of a coding scheme called the ADFGX Code outlined
on the following table:
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Modified ADFGX Coding Table
A D F G X

A P O I U Y
D T R E W Q
F L K H G F
G D S A M N
X B V C X Z

The table was created using a matrix made of the encrypting letters A, D, F,
G, and X, chosen for to their ability to be distinguished from one another when
transmitted via Morse code. The ordering for the internal letters was preselected
and known to both Alice and Bob, thus either could make a quick crib-sheet if
needed and then destroy it immediately after decryption was completed. For
the purposes of this example, the interior order was chosen by taking the letters
of the standard QWERTY keyboard read from right-to-left starting at P, and
placing them in the matrix from left-to-right. Once the table was built, the
fractionation was a simple algorithm.

Alice would create her dinome by pairing together the two letters associated
with the letter from her plaintext.

The plaintext message

NESTOR

encrypted in dinomes using the modified ADFGX code would be transmitted
as

XGFDDGADDADD

Upon receipt of the message, Bob, who would have the same matrix filled in
the same order, then decrypted the dinomes by using the dinome as coordinates
to find to the matrix element that corresponded to Alice’s original plaintext.

Examples of this type of fractionation were known to the ancient Greeks,
and the underlying matrix method is often referred to as a Polybius’ Square.
Polybius mentioned this technique in volume 10 of his Histories, but in his
example, he used the integers from 1-5 and the Greek alphabet which only has
24 characters, so there was a blank square on his grid.

Since the letters “i” and “j” in the American alphabet are similar, they were
often combined. In alphabets like Cyrillic, which has 33 letters, the grid was
expanded to a 6×6 square. This fractionation technique has even been used
with Japanese hiragana, a syllabic representation of the language where each
symbol equated to a syllable in Japanese and words of the recovered plaintext
message were read syllable-by-syllable.

The fact that both of the previous schemes could be decrypted using fre-
quency analysis once the dinomic nature of the code was recognized made them
obsolete after a time. Mathematicians as early as the 11th century could reli-
ably break these codes quickly enough that they were no longer secure. West-
ern mathematicians did not use frequency analysis until the time of Descartes;
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however, there were purportedly religious scholars in the Arabic world who de-
veloped the technique while searching for patterns in the Koran.

However, simple techniques were used to increase the security of these schemes
weak to frequency analysis including concealing the dinomic nature of the Poly-
bius’ square methodology by breaking the dinomes into groups of 3 or 5 or 7
and transmitting as such.

In the earlier example, the string

XGFDDGADDADD

could be transmitted as four groups of three and would read

XGF DDG ADD ADD

which would buy some time by perhaps tricking Eve’s cryptanalyst into theo-
rizing that the group “ADD” might correlate to a single repeated letter in the
plaintext, however letter by letter mathematical analysis of a longer message
would eventually give one all of the dinomes used and based on letter frequency,
“e” being the most common in English, the matrix could then be filled. Even
if the index letters were in the incorrect place, there would still be a one-to-one
correspondence negating the need to have the exact same grid and fill order as
Alice and Bob.

2.2.4 Polyalphabetic Substitution

Once Western civilization realized that substitution techniques were no longer
secure, based upon the mathematical work of Descartes and others during the
Renaissance, obfuscation algorithms in which more complicated multi-layered
algorithms were developed, and for a time, these proved to be far more secure,
relegating earlier techniques to the status of brain-teasers and children’s games.

Lewis Carrol, the famed author of Alice in Wonderland, mathematician,
and amateur cryptanalyst, dubbed the best-known, but improperly credited
obfuscation technique, the Vigenère Cipher, as an “unbreakable” code, but as
mathematical knowledge advanced, this was provably shown not to be the case.

Tragically, the autokey cipher Vigenère presented to the court of Henry III
of France was actually much stronger than the one bearing his name which was
invented by an Italian author, Belaso in 1553.

Belaso suggested using a Trimethius’ tabula recta as explained below, but his
method of encryption included a repeated key in order to encrypt and decrypt
and thus added another layer of security to the algorithm. The one Vigenè
actually designed used earlier parts of the cipher text itself as the key for later
encryption.

The tabula recta was a 26× 26 grid using the standard alphabet written in
order and then shifted once for each subsequent row. Thus, the first row was
the standard alphabet from A-Z, the second began with B-Z and ended with A,
the third started with C-Z and ended with A-B, and so on as shown below:
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V igenère Cipher 26× 26 Square
A B C D E F G H I J K L M N O P Q R S T U VWX Y Z
B C D E F G H I J K L M N O P Q R S T U VWX Y Z A
C D E F G H I J K L M N O P Q R S T U VWX Y Z A B
D E F G H I J K L M N O P Q R S T U VWX Y Z A B C
E F G H I J K L M N O P Q R S T U VWX Y Z A B C D
F G H I J K L M N O P Q R S T U VWX Y Z A B C D E
G H I J K L M N O P Q R S T U VWX Y Z A B C D E F
H I J K L M N O P Q R S T U VWX Y Z A B C D E F G
I J K L M N O P Q R S T U VWX Y Z A B C D E F G H
J K L M N O P Q R S T U VWX Y Z A B C D E F G H I
K L M N O P Q R S T U VWX Y Z A B C D E F G H I J
L M N O P Q R S T U VWX Y Z A B C D E F G H I J K
M N O P Q R S T U VWX Y Z A B C D E F G H I J K L
N O P Q R S T U VWX Y Z A B C D E F G H I J K L M
O P Q R S T U VWX Y Z A B C D E F G H I J K L M N
P Q R S T U VWX Y Z A B C D E F G H I J K L M N O
Q R S T U VWX Y Z A B C D E F G H I J K L M N O P
R S T U VWX Y Z A B C D E F G H I J K L M N O P Q
S T U VWX Y Z A B C D E F G H I J K L M N O P Q R
T U VWX Y Z A B C D E F G H I J K L M N O P Q R S
U VWX Y Z A B C D E F G H I J K L M N O P Q R S T
VWX Y Z A B C D E F G H I J K L M N O P Q R S T U
WX Y Z A B C D E F G H I J K L M N O P Q R S T U V
X Y Z A B C D E F G H I J K L M N O P Q R S T U VW
Y Z A B C D E F G H I J K L M N O P Q R S T U VWX
Z A B C D E F G H I J K L M N O P Q R S T U VWX Y

In order to encrypt and decrypt using the simpler version of the cipher,
both parties needed a known, common key word or phrase. The keyword was
then repeated enough times to match the number of letters in the plaintext.
For example, using “NESTOR” as the keyword, one would have encrypted the
plaintext message:

I LIKE PHYSICS

as follows. Since there were 12 letters total in the message, the keyword would
be repeated twice. One then matched each letter of the plaintext with the
corresponding letter in the keyword as follows

N E S T O R N E S T O R
I L I K E P H Y S I C S

The corresponding letter from the keyword selected the row from which the
encrypted letter would come. The row on top with the regular alphabet was
used to find the plaintext letter thus choosing the column, and the cipher text
was the matrix element where row met column
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Following this algorithm, the plaintext became the following string of cipher
text

VPADSGUCKBQJ

This message would then be deciphered by repeating the algorithm.
Bob knew the keyword, so he matched the same mutually known keyword

letter-for-letter with the cipher text that began with the dinome “NV” which
meant he began in the N row, and then moved over to the V position in that
row and finally moved to the top of the chart to recover the original plaintext
message.

To demonstrate the complexity of this encryption scheme, one could look
at how the three “I”s in the plaintext were encrypted by different letters from
the keyword each time, and came out as “V”, “A”, and “T” in that order by
correlation to “N”, “S”, and “T” in the keyword respectively.

Thus, without the key, even this simpler version is much more complex
than any of the previous methods, and in fact, it is not vulnerable to regular
frequency analysis. Eventually, the weakness was discovered to be the shortness
of the key. Once a cryptanalyst deduced the key’s lenght, then it goes back to
being a frequency analysis problem as was discovered by Charles Babbage in
1854.

2.2.5 Encryption by Mechanical Devices

The slide-rule was a well-known example of a mechanical device used to make
calculations that would have been tedious and time-consuming quick and effi-
cient. Thus, man was able to better perform higher mathematical calculations
and more easily encrypt and decrypt plaintext messages.

There were historical examples of purely mechanical pre-computer era de-
vices that made encrypting and decrypting easier. In fact, the scytale of ancient
times could have been considered a mechanical encryption device.

In United States history, the Confederacy created a set of concentric brass
disks that allowed for the encryption and decryption of messages by soldiers in
the field, known as a field cipher. Each disk had the alphabet printed around its
circumference and again around the circumference of the inner disk. Rotating
the outer disk in accordance with the appropriate keyword letter encrypted or
decrypted the letter. The device was used following the same procedure as the
chart, but instead of needing an unwieldy 26 × 26 chart, the disk was small
enough to be carried in a pocket or a pouch.

This early example of a mechanical encryption device was much like the
scytale but with the advantage that even if the enemy acquired the encryp-
tion/decryption disk, without the keyword, they would still be unable to use
the device to break the code.

Historically, however, intercepted Confederate messages were routinely de-
crypted since the Confederacy primarily relied on only three keywords; “Manch-
ester Bluff”, “Complete Victory”, and “Come Retribution”.
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2.3 Electro-Mechanical and Computer-Based Al-
gorithms

At the turn of the last century, physicists solidified their understanding of elec-
tricity and magnetism to the point where Boolean logic gate and switch circuits
were possible, and tabulation and calculation moved from being done by me-
chanical devices like the abacus or slide-rule, to being performed by the early
predecessors of the modern computer. This made deciphering codes a much eas-
ier process, but it simultaneously allowed cryptographers to create much more
complex algorithms.

Marconi demonstrated that radio signals could be coherently propagated
across distances as large as the Atlantic ocean. This made communication over
previously unimaginable distances a reality. However, a transmitted radio signal
could also be intercepted by hostiles in a variety of ways. This meant that long-
distance communication needed newer and better ways to be encrypted and
decrypted.

In modern times, encryption is an everyday phenomenon in our daily lives.
Automated teller machines read data encoded on the back of bank cards, com-
merce takes place on the Internet, even cordless phones in the homes and some
cellular phones have encryption algorithms and even frequency-hopping capa-
bilities for security. As RFID technologies gain popularity, one must hope that
the information on these tiny chips will be secure or identity theft may move to
a whole new level.

2.3.1 Enigma Machines

The best-known example of electromechanical encryption devices were originally
created for businesses. Merchants have long had the need to keep their informa-
tion to themselves in order to remain competitive. Even the Aztec merchants
had a means of encrypting their information in woven necklaces that only the
merchant or someone who knew the meaning of the placement of his knots could
decrypt.

The Enigma company first mass-produced electromechanical encryption ma-
chines for businesses to encrypt their sensitive communications. These machines
were later adapted for use by the military in World War II, most famously in the
form of the Wehrmacht Enigma Machine used by Germany first with frustrating
success, but ultimately to their detriment. It is believed that Allied decryption
of the German Enigma encryption protocols may have shortened fighting in the
European theater by as much as two years.

The Enigma company created a series of electro-mechanical devices consist-
ing of adjustable series of mechanical apparatuses including wheels and rings of
which the physical ordering could be changed. The flow of electricity could also
be changed by connecting different sub-circuits using different input plugs and
the selective use of electronic reflectors.

As long as both sides had the same initial settings, usually accomplished
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by configuring them side-by-side and then deploying them to the front. If the
internal wiring was kept secret, there were on the order of 10114 possible combi-
nations for encryption key order. Even if one of the initially configured machines
were captured and the internal wiring was discovered, there would still be 1023

possible initial setting combinations.
Interestingly, the only code believed to have been secure throughout the

war was the code based upon the Navaho language spoken by native speakers
specially recruited by the United States Marine Corps. While not overly complex
from a cryptographic viewpoint, the rarity of native speakers, lack of a written
form of the language, and the fact that an adult trained to speak the language
sounds noticeably different to a true native speaker, made the simple code so
secure that it was used through the early days of the Vietnam Conflict.

2.3.2 Computer Age

The use of computer technology and the massive calculations that this tech-
nology brought to bear have made decoding even the most complex electrome-
chanical encryptions a routine matter. Luckily for Alice and Bob, it also allows
for vastly increased mathematical complexity in encryption and decryption al-
gorithms.

Key Terminology and Analogies

There are two main types of keys defined by the exact nature of the key used by
both Alice and Bob. If both have an identical key, it is known as a symmetric
key protocol. If they only share some portion of the key, but each have their
own private key which is unknown to the other, then the protocol is known as
an asymmetric key.

Symmetric Key

A symmetric key means that Alice and Bob both have identical keys for encryp-
tion and decryption. Using an analogy to sending messages by post, assume
Alice and Bob both had identical physical keys to a mechanical lock. Alice put
her message in a box and lock it using her copy of the key. She then sent the
securely locked box to Bob. He, with his matching key, opened the lock and read
the secure message. If he needed to respond, he would then place his message
in the box and lock it with the same lock before sending it back to Alice who
would open it with her identical key.

This message was secure so long as no one in the middle can figure out how
to pick the lock. These types of algorithms are extremely secure given a complex
enough key, but if one of the keys were compromised by Eve, then she could
access all the information she can intercept.

She could then send it on to the recipient while acting on the intelligence
she gained without either Alice or Bob being any the wiser. Worse yet, with
a working copy of the key, Mallory could intercept the message and replace it
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with a message of her own thereby confusing Alice and Bob or controlling their
actions.

In order to maintain security of the key, Alice and Bob would have to meet
face to face or via some other known secure means to prevent Eve from discov-
ering any portion of the key, and this could be difficult at times, especially if
one key is compromised and the need to create a new key presented itself.

Asymmetric Key

Asymmetric key encryption, became available as computers made communica-
tion and computation much easier. Since part of the key was shared publicly, it
could be sent over a non-secure, or open, channel, or even painted on a billboard
or posted on the Internet. For this reason, many asymmetric key protocols are
known as public key protocols.

Again, as the name implies, Alice and Bob had different individual keys and
only shared a portion of their key with one another publicly or otherwise since
Eve or Mallory ideally can not mathematically derive the rest of the key or
decrypt intercepted messages.

The analogous postal system for this set up would be the following. Bob
first sent Alice his opened lock. Alice used Bob’s lock to lock both her message
and her open lock in the box without needing to know anything about Bob’s
lock. She sent both things locked in the box with Bob’s lock back to Bob, and
he used his key to open the box. If he needed to respond, he would lock his
message in the box with Eve’s lock and include his opened lock in the box sent
back to Eve.

This system had the distinct advantage that neither party had any need
to know about the locking mechanism for the other lock, and therefore needed
know nothing about the key used by the other. Additionally, even if Eve or
Mallory managed to deduce the nature of one of the keys, they still could only
get actionable intelligence from one side of the conversation and, and would be
able to deduce nothing about the unknown key.

Data Encryption Standard

The Data Encryption Algorithm is a classic example of a symmetric key algo-
rithm that was developed in the early 1970s. At its inception, IBM designed it
to provide electronic security. It was later approved by the National Security
Agency after minor modifications and was implemented as the national encryp-
tion standard. Now, it still serves as a minor stage in more complex encryption
algorithms. After being accepted as the national standard the algorithm was
renamed DES where the S is for standard.

DES is the quintessential example of a block cipher. The previous examples
have, for the most part been string ciphers wherein the key is applied to the
plaintext string one character at a time. A block cipher breaks the plaintext into
fixed-length strings which are then run through the remainder of the algorithm

15



in blocks. DES uses a customizable key so that only someone who knows Alice’s
key can decrypt messages she has block-encrypted using the DES protocol.

Each block of 64 bits in the original plaintext, M is multiply permuted and
the encryption results from the stream being shifted into one of the 264 possible
arrangements of the 64 plaintext bits. Without going into specifics about the
order of permutation or the specific tables used, it is implemented as follows.

First, a 64-bit key, K is permuted once to create a 56-bit permutation K ′

consisting of a known permutation of the original. K ′ is split into two 28-bit
halves, C0 and D0. These are used to create 16 distinct permuted blocks Cn and
Dn where 1 ≤ n ≤ 16. This is accomplished using a series of linear permutations,
known as left-shifts, of the binary digits in each half.

Now, 16 new permuted keys are formed Kn by permuting the concatenated
pairs CnDn. Each permutation uses only 48 bits from the original 56 bit CnDn.

Once the sub-keys are created, the message itself is encrypted. An initial
permutation of the 64 bits of M is performed keeping all 64 bits and writing
them in a new string, IP . The string, IP , is then similarly broken into two
equal halves, L0 and R0.

A function, f , then operates on two blocks at a time, a data block of 32 bits
and the corresponding 48-bit key, Kn. If one defines ⊕ as logical XOR addition,
then one calculates

Ln = Rn−1

Rn = Ln−1 ⊕ f(R0,K1)

In order to calculate f , each block, Rn−1 is expanded from 32 bits to 48 bits
by repeating some of the bits using a function E, thus E(Rn−1) takes a 32-bit
input and outputs 48-bit blocks as 8 blocks of 6 bits each.

Then XOR the E(Rn−1) with the key, Kn as follows

Kn ⊕ E(Rn−1)

. This results in eight groups of six digits, Bi where i goes from 1 to 8, or
symbolically,

Kn ⊕ E(Rn−1) = B1B2B3B4B5B6B7B8

These Bi are used to define addresses in tables known as S boxes. Each
group of 6 bits pointed to an address in a different S box. That address housed
a 4 bit number that replaced the original 6 bits. This made 8 groups of 6 bits
into 8 bits of 4 bits for a total of 32.

The S boxes selected values based on the 6-digit string by using it to define
2 other values and finally, f is calculated as follows

f = P (S1(B1)S2(B2)S3(B3)S4(B4)S5(B5)S6(B6)S7(B7)S8(B8))
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where P is another well-defined permutation of all of the S box results in blocks.
The left and right halves are calculated iteratively up until the 16th iteration
where R16 and L16 are only block-reversed resulting in R16L16.

A final permutation FP is applied to the whole string such that FP=IP−1.
The initial and final permutations were not required parts of the protocol, but
they made loading the plaintext and extracting the cipher simpler for both the
hardware and the software.

RSA Encryption

As an example of the power of asymmetric key encryption, RSA Encryption is
still used today in many systems. The name RSA comes from the first letters
of the last names of its designers at the Massachusetts Institute of Technology,
Rivest, Shamir and Adleman. This algorithm designed in 1977 is still considered
secure enough to be used for e-commerce given enough key characters.

In this algorithm, one created a number, n such that

n = p·q

where p and q were both very large prime numbers. Then a private key, d, and
a public key, e, were created. As the names imply, the public key is released
publicly and the private key is kept securely by Alice.

The keys, d and e are created such that

d·e = 1(mod φ(n))

where φ(n) is Euler’s totient function, φ(n) = (p − 1)(q − 1). Also, if (a, b) is
the greatest common divisor between a and b and (a, b) = 1, then a and b are
relatively prime. This implies that

a = b mod m

is a mathematical congruence.
Alice converted her message to a number M , and then she made n and e

public by broadcasting them to Bob or the entire world. She encrypted her
message and sent the encrypted message, E, defined as follows

E = Me(mod n)

Then Bob, who knew d, his private key, calculated

Ed ≡ (Me)d

but since

e·d ≡ d·e ≡ N φ(n) + 1

then this implied that
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Ed≡MN φ(n)+1≡M(mod n)

where N was obviously an integer.
Thus, as long as d was secure, the code was secure after the following con-

straints were placed on p and q:

p = 2p1 + 1 q = 2q2 + 1

p1 = 2p2 + 1 q1 = 2q2 + 1

This ensured that

φ(n) = 4p1q1

φ(φ(n)) = 8p2q2

where p1, p2, q1 and q2 are all prime numbers and further, it has been shown
that p2 and q2 should be of the order of 1075 [Meijer, A. R. (1996)]

2.4 Enter Quantum

Modern computer-generated cryptography protocols are more complex mathe-
matically than these examples and are normally layered mixing multiple stages
to enhance the security of the message. These advanced protocols are consid-
ered good enough for online security of financial information, e-commerce, and
banking, and for storage of private, confidential data by banks, hospitals and
even the government.

However, for every new protocol, the security of the protocol is still based on
the mathematical complexity of the algorithm(s) used. This has been proved
time and time again to be breakable as computational technology advances.
While the current protocols are good enough now, there is always the risk that
some mathematical or computational advancement will render a protocol or
entire class of protocols obsolete.

As computation times get faster and parallel and vectorized computing tech-
niques become more available and more sophisticated with more, faster, and
bigger processors, it is possible that all mathematically based cryptographic
protocols may become obsolete someday.

For this reason, information security personnel, mathematicians, physicists,
military forces and governments are investing time and effort into exploiting the
properties of quantum mechanical systems to create keys that are secure and
necessarily unbreakable except by luck and brute-force attacks involving trying
every possible key to try and extract actionable intelligence.

18



Chapter 3

Quantum Cryptography
Protocols

Quantum cryptography is conceptually very simple and has been successfully
shown in some cases to be a viable option for symmetric and asymmetric key
creation and distribution. Some texts refer to these protocols as quantum key
distribution, since the quantum mechanical systems are used to generate and
distribute a necessarily secure key that is then used to classically encrypt infor-
mation.

The classically non-intuitive aspects of quantum mechanics are often stated
in terms of what can not be known. A list of the properties that are currently
being exploited in both theoretical and real world quantum cryptography fol-
lows.

• Measurement can not be made without perturbation

• One can not know conjugate (non-commuting) values to arbitrary preci-
sion

• Photon polarization can not be measured in the horizontal and circular
bases simultaneously

• A solitary quantum event can not be pictured

• An unknown quantum state can not be duplicated

It is known that every measurement perturbs the system. For quantum key
distribution, this implies that if Alice sends Bob a message using a quantum
system, Eve can not make measurements without detection. From this it follows
that theoretically, if there is no perturbation, then there could have been no
eavesdropping.

Eloquent as this concept is, there are a variety of issues, both theoretical
and practical, that complicate the implementation of these systems.
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Two differing protocols currently under investigation are quantum key distri-
bution using the properties of various versions of the uncertainty in simultaneous
measurement of superposed states and quantum key distribution using different
properties of quantum entanglement.

Pivotal to both methods it the concept of the qubit which is a portmanteau
of “quantum” from physics and “bit” from traditional computation terminology.
The qubit is geometrically represented as a Bloch sphere. The Bloch sphere is
a true sphere in the sense that it can be mapped one-to-one in <3, but it is
slightly modified in order to represent either the pure state space of a two-level
quantum mechanical system, for example spinor space, or the pure state space
of the 1 qubit quantum register.

3.1 Uncertainty

Various types of uncertainty in measurement have successfully been exploited
for creating quantum keys and distributing them. In protocols of this type, the
security relies on quantum randomness to keep Eve from learning the key. The
basic protocol for uncertainty of quantum measurement quantum cryptography
is known as BB84. It is named thusly after the first initials of the last names
of the designers, Bennett of IBM Research and Brassard of the University of
Montreal, and the year they published which was 1984. Despite the physical
setup used, the theory behind BB84 remains the same.

3.1.1 Theoretical Basis

By encoding information on non-orthogonal conjugate states in a quantum sys-
tem, the quantum indeterminacy dictates that Eve can not interfere in any way
without detection in accordance with the fact that she can not make measure-
ments without perturbing the received quantum system nor can she record the
unmeasured system and send off an identical copy of it without seeing it and
thereby perturbing it.

In uncertainty-based schemes, the objective is for Alice to create a key, work-
ing in conjunction with Bob, that only they know. It is a one-way paradigm that
results in both parties having a viable copy of random, unknown bits from which
they may construct multiple encryption keys for use in one-time encryption.

In order to encode the states, Alice uses randomly selected bits to select
one set of states and then randomly chooses a transmission polarization axis
in order to build the final combined 4-state qubit. Mathematically, this can be
represented by the following.

Defining the total state of n qubits, |Ψ〉, as follows

|Ψ〉 =
n⊗

1=1

|Ψaibi〉

where ai and bi are the ith bits of a and b respectively. The index aibi create a
basis for the following four qubit states:
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|Ψ00〉 = |0〉
|Ψ10〉 = |1〉
|Ψ01〉 = |+〉
|Ψ11〉 = |−〉

Since the construction for this protocol requires two sets of non-commutative
orthogonal states, the following mathematical definitions are standard

|+〉 = 1√
2
(|0〉+ |1〉)

|−〉 = 1√
2
(|0〉 − |1〉)

3.1.2 General Procedure

By using a randomly generated set of n bits, an and n randomly chosen orien-
tations from two non-commuting transmission polarizations, she creates the n
qubit system mathematically represented in the previous sub-section.

Since the states are not all mutually orthogonal, it is impossible to distin-
guish all of them simultaneously since polarization can not be measured in both
bases simultaneously. Now Alice sends |Ψ〉 via a quantum channel to Bob.

Although the mathematical structure was originally designed for mixed pho-
ton polarization states, analogous systems work for with other mutually or-
thogonal superposable expectation values such as energy-time or phase-phase
superposed states all of which follow Heisenberg’s uncertainty principle stating
that there exists some absolute minimum value beyond which both variables
can not be precisely determined. This uncertainty which is a purely quantum
mechanical quirk was once viewed as a complication, but is now being put to
good use.

Notice that since Alice uses randomly generated bits for a and randomly
chooses the basis in which to transmit, it is b or her choice of transmission basis
that defines the final prepared state being sent. Bob does not know the state
in which the system was prepared, so he randomly chooses a basis in which to
make his measurements of her data.

Once Bob has received his copy, he makes measurements on the string he
received from Alice, a′, and announces publicly that he has received the trans-
mission. He now knows the length of the final string, so he randomly generates
string of bits, b′, of length n′ which should match n if all transmitted qubits
were received.

At this point, Alice announces her values for b, the polarization state the
qubit was built in, over a public or private channel. Bob and Alice then compare
their values to find ones where b = b′ ensuring that the qubit was transmitted
and measured in the same basis.

In cases where b 6=b′, Alice and Bob both discard their a and a′ values corre-
sponding to the ith qubit, leaving them with a shorter string of bits known as
the sifted key, k, that is necessarily of the order of ≤n/2.

Alice then chooses half of the remaining qubits randomly, and they compare
values their measured values to see if a minimum number of these test bits
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match, but since these have now been publicly distributed, these bits are thrown
out of the final set. If the check fails, they start over again assuming either there
was too much error in the transmission, or that they have detected measurement
by Eve which necessarily changes some of the k states of the qubits measured in
the same basis. Once they decide that they have enough good bits, they then
use a variety of algorithms to create a series of keys created from the sifted key.

3.2 Entanglement

The phenomenon of quantum-pair entanglement, while disconcerting even to
Einstein, because of its “spooky action at a distance” properties, has also been
successfully exploited to perform quantum key distribution. This possibility was
first proposed by Eckert in his doctoral thesis in 1991, and is generally referred
to as the Ekert scheme.

The most amazing thing about the Ekert scheme is that there are protocols
where the pair is created by either Alice or Bob, however, the scheme works
just as well if some trusted third-party, Trent, creates the photon pairs. Alice
and Bob are even able to use this scheme to create a totally secure key using
entangled photons created by Eve or even by Mallory with equal facility so long
as both Alice and Bob receive exactly one photon each from the entangled pair.

3.2.1 Theoretical Basis

The three properties of entanglement that are exploited in the Ekert scheme are
the following

• Quantum pairs are perfectly correlated

If both measure in the same basis, results will always be opposite

If they measure in different bases, their results will always be random

Their individual results, however, will always be completely random
and non predictable

• Quantum pairs exhibit the property of quantum non-locality

There is an above-50% probability that Alice can deduce Bob’s mea-
surement even in unmatched bases

These correlations are stronger than any model based on classical
physics or even intuition can predict

• Any attempts by Eve to intercept will weaken these correlations in a
detectable fashion

This paradigm may theoretically be used for any quantum system that ex-
hibits these entanglement properties, photons, phonons, even fermions, and pos-
sibly more complicated systems.
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3.2.2 Card Trick Analogy

The quirkiness of entanglement protocols are best demonstrated using a “card
trick” analogy as is outlined by Ekert himself on his website. Assume that there
is a system of 2 cards that are either red or green. These cards are marked with
a value of either 0 ∨ 1 (where ∨ is the symbol for a logical OR). The cards are
sealed in envelopes and can not be seen by either party.

Both Alice and Bob have two card reading magazines, one dubbed red ma-
chine and the other dubbed green machine. These machines have the property
that the red machine always reads the value, 0 ∨ 1 of red cards correctly and
the green machine always reads the green card values correctly.

Both machines are “blind” to cards of the other color and randomly assign
a value to the card of either 0 ∨ 1 with equal probability. For cross-colored
readings, the machine physically changes the color of the card to the color it
reads correctly in addition to assigning the random value.

As an example, a green card, with the value 0 put into a red machine had its
color changed to red and was assigned a value 0∨ 1 randomly. Hereafter, if the
card is put back into a red machine, it will be read as 0 ∨ 1 as it was assigned.

However, putting the (now red) card back into the green machine will turn
the card green, but since the card is red, it is again randomly assigned 0 ∨ 1
that may or may not match the value it had when it was green. In essence, the
card has forgotten its original green number.

For simplicity, assume the entangled pairs, or in this analogy, playing cards
were prepared by Trent, the trusted source, although this is not necessary for
this to work.

He sent each an unknown card. Alice and Bob randomly and independently
put their card into either their own red machine or the green machine.

Looking at their own results, each saw completely random results no matter
which machine they chose.

After comparing results, they discovered that in instances where they both
chose the same machine, their results were always the same

(A,B) = (0, 0) ∨ (1, 1)

If however, they used different machines, their results were randomly dis-
tributed over all the possible values

(A,B) = (0, 0) ∨ (0, 1) ∨ (1, 0) ∨ (1, 1)

This resulted from a phenomenon known as the EPR(B) paradox, named
for Einstein, Podolsky, and Rosen, (and sometimes Bohm), who theorized the
“spooky action at a distance” concept as a thought experiment.

It can be shown that the cards could not deterministically be the same color
and value or any other preset configuration, otherwise, the results can not end
up the way that they have been shown to in experiment. The cards must have
“changed” if they needed to when they were fed into the machine they ended up
in. Measurement in this case defined the system, hence the “action”, but since

23



the machines could be arbitrarily far away, this implies the action occured “at
a distance”.

Thus, they seemed to communicate at superluminal speeds. This was what
made the observed action at a distance “spooky” even to these great minds. The
cards or pairs had no way to communicate, but the results provably imply they
must. This is only “spooky” if one expected classical results to hold, accepting
the phenomenology as a given, the “paradox” is only counter-intuitive, but is
obviously the way things happen in nature.

Since Alice and Bob can figure out what the other has simply by discarding
the values obtained they measured in different machines, they can create a sifted
key, again without disclosing actual the actual 0∨ 1 values they obtained in the
open, but only disclosing the machine they used to read the value.

3.3 Other Theoretical Possibilities

In addition to these two original paradigms, which were the first two to be
considered in theory, and the first to be implemented, there is ongoing work in
designing and implementing other possibly more versatile paradigms which are
equally or in some cases theoretically more secure, and as simple theoretically
if not in the final implementation.

3.3.1 Three Stage Quantum Cryptography

In the three stage quantum cryptographic schemes, neither party has any need
to know what key the other is using. Assuming there is a means of verifying that
Alice and Bob are communicating with one another, this has the potential to
eliminate any open discussion of the final sifted key or even of the transformation
either applies. As such it is true quantum cryptography using the properties of
quantum mechanics itself as a means of sending secure messages.

One-Way Three Stage Quantum Cryptography

In this paradigm, Alice begins with a randomly generated key or even an en-
crypted message if she so chooses, X that she wishes to transmit via a quantum
channel. To encrypt this, she applies a unitary change to the entire system, UA,
a viable candidate would be a rotation by some known phase, φA such that

UA = eiφA

and then transmits this modified system, UA(X). Upon receipt, Bob then ap-
plies his transformation to the system, UB ideally, but not necessarily of the
same form so long as it is unitary and commutes with UA. He then transmits
the new system,

UBUA(X)

back to Alice.
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Upon receipt of the system, Alice then applies the conjugate transformation
to what she receives. She then transmits

UA
†UBUA(X) = UB(X)

back to Bob. This works so long as

UA
†UBUA = UBUA

†UA = UB=

where = represents the identity.
Finally, Bob applies his conjugate transformation to the system he received

and finally

UB
†UB(X) = =(X) = X

Thus, a secure communication has been successfully transmitted without
even needing a key! As mentioned, this requires the security of the quantum
communication channel itself. Again, however, if Eve tries to intercept, the
communication will fail, but so long as the channel is secure, so is the informa-
tion. The only way Eve could get actionable intelligence would be to happen to
hit the correct transformation by sheer luck.

Three Stage Quantum Key Distribution

In this paradigm, a mutually intelligible key may be created by Alice and Bob
working in conjunction with Trent, and again using their own unitary trans-
formations, UA and UB respectively without any a priori knowledge of the
transformation being used by the other party. In this paradigm, they do not
even need the ability to reverse their own transformations.

In this case, Trent creates a key string, X and transmits it to both Alice
and Bob simultaneously. Upon receipt of the key string, Alice applies UA while
Bob applies UB to his key.

Now, Alice transmits her set, UA(X), to Bob while he transmits UB(X) to
Alice. Neither one sees the original key, but so long as it is identical, no matter
who created it, they can still build a key that Eve has no knowledge of.

Once each receives the modified stream from the other, they then apply their
transformation to it again. This means that Alice now has

UAUB(X)

while Bob now has
UBUA(X)

Again, so long as
UBUA = UAUB

then they both have the same key which no one else knows and can proceed
to encrypt their messages by whatever algorithm they choose that required a
secure, symmetric key.
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3.3.2 Variations Not Involving Two Two-State Systems

The norm for quantum key distribution involving uncertainty in measurement
is a four-state system created using two two-state systems as demonstrated in
the section on uncertainty.

However, it was shown by Bennett in 1992, that a single two-state system
could suffice at least in theory.

The idea was that since Eve must not be able to measure without perturbing
the system in order for the system to be considered a secure quantum key
distribution system, at least a minimum of two-states might be a feasible option.

However, this key creation system has been shown to allow, with sufficient
work, Eve to extract non-trivial data from the communication without guaran-
teed detection. For a long enough key, this non-trivial portion may not have any
effect on the security of the system; however, it is possible that she may deduce
some critical bit of the key and thereby decrypt some messages encrypted with
this key, so studies along this branch are not receiving much attention.

Since a single two-state system was demonstrated to be insufficient, but four-
state systems are minimally sufficient for security thus far, investigations have
been made into using six-state systems.

The six-state protocol requires three mutually orthogonal bases and are
therefore more difficult to construct, also, the chances of Alice and Bob ran-
domly and independently choosing the same basis for transmission and mea-
surement or independent measurements by both parties are reduced from 1/2
to only 1/3. This requires the transmission of more qubits to get a long enough
sifted key, however, it further minimizes any possible information gain by Eve
and therefore increases security even further.

As more investigation is done on the real-world security of quantum cryp-
tography systems wherein the limitations of technology play a measurable role
in the form of transmission errors that could conceivably conceal the actions of
Eve, it is likely that being able to reliably create and transmit higher and higher
order systems of increasingly complex states will become critical in the viability
of the budding industry.
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Chapter 4

Applied Quantum
Cryptography

Quantum cryptography has been successfully implemented both in the lab and
there are companies offering quantum cryptographic technology for sale using
a variety of protocols and setups. The two dominant technologies are currently
implemented using two different methodologies. Uncertainty-based quantum
cryptography has been successfully created using faint laser pulses (FLPs) with
a variety of four-state setups. For entanglement-based quantum cryptography,
the systems are based on entangled photon pairs.

4.1 Experimental QC using FLPs

The idea behind FLP-based systems is to use mutually-orthogonal quantum
states by creating laser pulses wherein the mean number of photons per pulse
is less than one. This has the limitation that some of the pulses will be empty,
and further, some will have more than one photon per pulse which could be
undetectably intercepted by Eve if it is assumed she has the technology to do
such.

4.1.1 Polarization Coding

As stated earlier, the original BB84 scheme was created to use two different
polarization bases, normally referred to as the horizontal/vertical basis and the
circular basis. These are normally considered to be oriented along the (0, π/2)
axes and those axes rotated by π/4.

To use polarization coding in the real world, consider Alice having 4 light-
emitters along the 4 axes that she can use to create her state by random emission.
By passing these through a series of splitters and reflectors such that only one
enters the transmission line, she knows which polarization she sent and which
laser sent the pulse.
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Upon arrival at Bob’s apparatus, the incoming pulse is then filtered and
split and reflected to one of two “basis” measurement apparatus, so he knows
what basis his measurement was made in and upon arrival in the given basis
measurement apparatus, it is randomly put into a bin in the device thereby
automatically creating his randomly generated string.

Random Bit (A) 0 1 1 0 1 0 0 1
Random Basis (A) + + × + × × × +

Polarization Sent (A) ↑ → ↘ ↑ ↘ ↗ ↗ →
Measured Basis (B) + × × × + × + +

Polarization Measured (B) ↑ ↗ ↗ ↘ → ↗ → →
Shared Key (A & B) 0 1 0 1

4.1.2 Phase Coding

In a more physically symmetric setup, instead of superposing two different po-
larizations in order to create the key, the phase is instead altered. This is
accomplished by Alice creating a pulse that is either a 0 ∨ 1 and then trans-
mitting it past a phase shifter that adds a shift of either 0 ∨ π/2 for initial bit
equals 0 or π ∨ 3π/2 for an initial bit value of 1 before transmitting the pulse
on via the quantum channel to Bob.

Upon arrival at Bob’s system, the photon either goes straight to his detector
or else it goes through another phase shift of π/2 and then arrives at his detector.
If the phase difference is 0, then the bit reads as a 0. If the phase difference
is π, then the resultant bit is registered as a 1. All other combinations are
undetermined and randomly distributed.

Depending on the path taken the possible values for start and finish are
tabulated below with ? in the place of the randomly-distributed values.

Alice Bob
Bit Value φA φB φA − φB Bit Value

0 0 0 0 0
0 0 π/2 3π/2 ?
1 π 0 π 1
1 π π/2 π/2 ?
0 π/2 0 π/2 ?
0 π/2 π/2 0 0
1 3π/2 0 3π/2 ?
1 3π/2 π/2 π 1

4.1.3 Frequency Coding

In this case, the qubit is not coded in the frequency of the transmitted laser
pulse, but instead in the sidebands of a central transmission frequency. There
is a locked frequency of transmission between Alice and Bob.
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Alice then randomly chooses to apply a phase shift φA = 0∨π to the sideband
she is transmitting, and Bob independently and randomly chooses whether to
apply a phase shift to the sideband he receives φB = 0 ∨ π.

If |φA − φB | = 0 then a constructive interference occurs and Bob records a
count meaning either they both applied the phase shift or both did not apply the
phase shift. This is analogous to measuring in the same basis in the polarization
coding version of BB84 and the results are interpreted similarly.

4.2 Photon-Pair Entanglement

Using the Ekert scheme, entangled photon pairs are utilized in one of two fash-
ions to distribute the key. No matter what entangled property is used, either
polarization entanglement or energy-time entanglement, the basic premise is the
same.

An entangled photon pair is created, again, either by Alice, Bob, Trent or
even Eve, and then one photon is sent to Alice and one photon is sent to Bob.
The difference in the schemes is what happens to the photon as it travels to the
recipients.

4.2.1 Polarization Entanglement

In this variation, there is a polarizing beam splitter at each recipient’s location.
This is the easiest of the versions to implement in free-space transmission, but
is not very successful when transmitted over fiber-optical channels.

As was mentioned in the theoretical portion, if both stations record the
photon in the along the same path, that is to say that it is detected in the same
channel after splitting, then Alice and Bob both know that their values are
correlated. If they are detected in different channels, then the bit is discarded
since it is completely randomly distributed amongst the possible values.

The correlated values are then used to create the sifted key and again the
sifted key is used to create multiple totally secure encryption schemes.

4.2.2 Energy-Time Entanglement

For this variation, the photon source transmits one photon each to Alice and
Bob where the pair is energy-correlated. Each pair is created at an identical
but uncertain time.

Each recipient has a detector that is connected to the other via another
channel which records the arrival times, or more precisely, the difference between
the arrival times.

Upon arrival at the detector, the photon encounters a splitter and has the
option of following a long, diverted, doubly-reflected path that converges with
the short, direct path before being split into one of two detectors. Along the
long path, there is a polarizer that shifts phase with respect to the other.
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Thus, the photon pair has four possible paths, akin to the four possible
states needed to create a secure key. The possible paths are short-short, long-
long, short-long and long-short.

Since the arrival times of short-short and long-long are equal, the two choices
are indistinguishable and appear as a central peak, and therefore, that data is
discarded. The short-long path appears as a satellite peak on one side and the
long-short path appears as a satellite peak on the other side.

During the public communication phase, Alice and Bob openly communicate
on what they measured, without saying which detector it was measured in. If
both measured a satellite peak, then they know what the other has, and if both
recorded a central peak, then they can use that to determine which values need
to be discarded.

4.2.3 The Differences

There are quite a few differences between the two main schemes and even the
different subsets within each scheme. For the most part, uncertainty-based
schemes are unidirectional and only go from Alice to Bob, but they do both
still end up with a key. Entanglement-based schemes are more bidirectional and
symmetric, and have the added advantage that the source does not matter so
long as the photons are still entangled and only one copy of each is recieved.

Another key difference between the two that will probably result in one or the
other being favored overall or at least for certain applications is the sensitivity
of the quantum states to the medium. For example, polarized lasers may travel
better in air than they do down existing fiber-optic cable due to birefringence
and other effect in the cable that may not affect a self-aligning laser from rooftop
to rooftop or better yet, into space. On the other hand, entangled photons may
become disentangled depending on their medium of propogation.

Time and phase based FLP systems require lasers of longer coherence time
than the uncertainty between the paths which can be done, but detection appa-
ratuses rapidly get expensive. On the other hand, some systems can be created
with simple single-photon detectors already in existence as their primary mea-
surement tool.

As the industry gains more interest, and hopefully before the death of math-
ematical encryption, the technology will eventually catch up to the theory as it
always does once funding exists for implementation. Better FLP “photon” guns,
quantum “repeaters” that allow the entanglement to be sent further and further
by mathematically back-mapping all of the intermediate measured states, even
perhaps some new type of fiber optical infrastructure better suited for the laser
wavelengths wherein superpositions and single photon pulses are cheapest and
easiest are just a few of the many engineering challenges that will ultimately
decide how viable the field as a whole is.
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4.3 What About Eve & Mallory?

In any of the real world systems discussed, there will always be errors introduced
into the transmission whether it results from noise in the transmission fiber or
interference in open-air transmissions, the effects of this error can be disastrous
in a few ways.

First, if the naturally occurring error is too great, then there are not enough
qubits from which to create a sifted key with sufficient bits in order to implement
quantum secret sharing which is any of a number of algorithms that allow the
sifted key to be made into separate, secure keys for use as one time pads.

Worse than this is the fact that if the system is naturally noisy, there is a
finite possibility that Eve can deduce non-trivial information about the sifted
key and destroy the security of a system that is assumed secure.

Since too many errors may result in the whole transmission being aborted
and retried, there are other forms of attack where Eve gains no knowledge, but
Mallory prevents Alice and Bob from being able to effectively create a key.

4.3.1 Attacks on Cryptographic Systems

Historically, for as long as cryptographers have worked to communicate securely,
there have been those who have had the need to crack that security. As tech-
nology has advanced, so has the ability to communicate faster, farther and
more securely, likewise, so have the methodologies for exploiting those com-
munications. There are a variety of attacks that are common in traditional
cryptographic systems that can also affect quantum systems, also of interest,
there are some attacks that only affect the quantum cryptographic system.

4.3.2 Man-in-the-Middle Attack

As the name implies, this type of attack is a common name for communication
interception. Originally, this was literally performed by a person in the middle
by physically intercepting a courier or a message. In the age of telecommu-
nication, the interceptor does not necessarily have to be in the “middle” in a
geographic sense, just in the footprint of the transmission shadow.

While this is a major problem in classical cryptography, and the reason for
institutions like the National Security Agency, the inability to make any mea-
surement on a quantum system without noticeably altering the system makes
this attack in its normal formulation a nominal issue at best.

Eve can not passively deduce information about the system without being
detected. After she has been detected, the key may be used anyway on the
assumption that she will still not be able to deduce the sub-keys created from
the key since these values would register as errors and have been thrown out
during sifting anyway.
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Intercept-Resend Attack

In this form of attack, even though it is theoretically impossible, there are ways
in which Eve might be able to intercept evaluate and then resend a portion of
what she intercepted without detection.

Depending on the system, here are a few methods that will need study by
both Alice and Bob to minimize their effectiveness, and in the case that the
friendly side is Eve, in order to exploit someone else’s quantum cryptographic
system.

Measurement in Intermediate Basis
For any of the four-state polarization-based systems, it may be possible for

Eve to measure the intercepted stream in the Breidbart Basis.
In order to visualize this basis, assume that the mixed states are arranged

in the cardinal directions around a circle of unit radius. Since the values that
end up with a ? will most likely be discarded by Alice and Bob, then arrange
their states in the order of the results, 1, 1, , 0 , 0 around the circle clockwise
from beginning with the direction coinciding with north.

If Eve developed a system that could measure polarization in the Breidbart
basis, she would in this geometrical representation, be measuring along the
diagonal from between 0, 0 and 1, 1. She would get meaningless results for
the values that would be thrown out anyway, but she has a mathematically
non-negligible chance of acquiring the same state as Bob without necessarily
throwing off all of his “good” and therefore utilized key bits.

Beam-Splitter Measurements
Depending on the FLP system, Eve could intercept a pulse, count the number

of photons in the pulse without making measurement, and if there is more than
one photon in the pulse, she could then keep one, make a measurement and
send the rest on to Bob.

If Eve has a channel with a lower error rate than the one Alice uses for
Bob, then she could theoretically implement this scheme while hidden within
the error that Alice and Bob already expect.

Photon-Number Measurement
Until a perfect photon pair generator is created, there will necessarily be

some entangled pairs that are actually quartets or of higher order with extra
photons being sent to Alice or Bob. Again, counting, in this case the physical
photons, Eve can only make measurements on the “extra” photons and only
after the state has been set by Alice and Bob.

On the other hand, Alice and Bob may prefer that multiple sets of paired
photons be created since they can exploit the total quantum randomness of the
system and use extra pairs as part of their key.

These attacks are both passive and ideally could be implemented without
detection in order to gain information about the key generated by Alice and
Bob.
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Denial of Service Attack

Since making measurements on the system does perturb the system, the very
properties that make quantum cryptography so secure could also prevent it from
being successfully implemented under poor conditions. After all, Mallory could
intentionally try and make measurements on all of the qubits somewhere dur-
ing the transmission and thereby destroy the quantum coherence or correlation
properties Alice and Bob need to create a long enough key to work with. Eve
might even accidentally have this effect although in order for her to be remotely
effective, she generally wants Alice and Bob to be able to communicate a finite
amount or she has nothing to exploit.

In classical electronic warfare, this would be analogous to “jamming” the
frequency being used for classical communication by radiating high-energy white
noise in the range of frequencies that are known to be used by Bob or Alice,
or by blasting coherent signals at higher energies than is allowed by friendly
transmitters.

In malicious versions of both the beamsplitter and photon number attacks,
Eve’s friend Mallory could, instead of passing on the remainder of the signal
without interfering, choose to destroy the pulses or remaining photons after she
has intercepted them, thereby potentially gaining information about the systems
being used by Alice and Bob while simultaneously disrupting their ability to
effectively create keys.

Attacks on Classical Components

This type of attack could be viewed as a form of sabotage. In this case, the
saboteur can literally destroy the physical equipment or disrupt the initial con-
ditions needed for a given protocol to function. For example, an FLP-based
system could have its fiber-optical transmission cable physically destroyed, or
an open-air transmission protocol could have the photon source destroyed or the
photons blocked, reflected or mis-aligned. Other options would be “blinding” an
open-air receiver with random pulses or light bright enough to bury the single
photons or fry the photon detector.

Interference from Within

If either position, or even somewhere in the middle is somehow controlled by Eve
or Mallory, there are a few more attacks that are possible. The first is a com-
bination of a few of the previously mentioned attacks, the second is interesting
because it is purely a quantum communication problem.

Impersonation or Spoofing
This attack is akin to many of the varieties of identity theft that already

pose problems even in non-quantum cryptography as Alice and Bob need know
nothing about one another in order to trade potentially critical information,
and attacking even these classical systems by pretending to be one or the other
recipient is a multi-billion dollar industry already.
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Eve or Mallory could attempt to impersonate Bob or Alice in order to trick
the other into revealing some critical piece of intelligence. For example, if Bob’s
physical position gets overrun, then Mallory would have access to his physical
setup. If Mallory could get Alice to run through a creation sequence, then she
could gather information about the protocol used by her opponent and perhaps
the combinations of lasers, splitters and mirrors she is using.

In at least one of the protocols discussed, three-stage one-way communica-
tion, all Mallory would have to do would be to intercept and retransmit the
message while impersonating Bob or Alice. In open-air systems, this might be
trivial by placing her intercept-transmit gear in the way spatially. This could
potentially allow her to impersonate both parties to the other.

Backlighting

Backlighting is an attack that is applicable only to the quantum cryptographic
system. Specifically, the FLP-based ones.

The attack would involve Eve hacking in to the transmission fiber between
Alice and Bob and sending a pulse of her own down the line to the apparatuses
themselves.

If Eve timed her pulse to transmit when communication was not going on,
but instead when the reception gates were still open, then by examining the
pulses reflected back to her, she might gain some critical understanding of the
system of polarizers and mirrors being used. From this, she might construct her
own identical apparatus for interception or impersonation.
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Chapter 5

Records Set & the Future

At the time this research was done, in March of 2007, the greatest distance
for the BB84 protocol using fiber-optic cable was 148.7 km by NIST and Los
Alamos National Laboratories. For entangled photons, the record at that time
was 144 km through the atmosphere. As distance from the Earth increases, the
atmosphere thins, so it is conceivable that quantum encrypted communication
between ground control and space shuttles, satellites and even space stations
will soon be feasible if necessary.

5.1 QKD in Business

There are a range of companies in various countries who are openly investigating
many aspects of quantum cryptography, and a few who have industrial versions
on the market at this time.

The three companies id Quantique, MagiQ Technologies and SmartQuantum
already have websites selling QKD systems, devices used for cryptography, and
hardware for both quantum and digital cryptographic systems respectively.

Most computer companies in the United States and internationally are also
working on quantum computing and cryptography as well, including HP, IBM,
Mitsubishi, and NEC to name a few.

5.2 Technology and Advances in the 21st Cen-
tury

Much as the 20th century saw man move from sending messages that once
took months by pony or ship to sending entire encyclopedia in a fraction of a
second via satellite thanks to the improvements in theoretical understanding
of the properties of electricity and magnetism and the technological advances
that this spurred, it is the dream of most quantum cryptographers that 21st
century understanding of the quirks of quantum systems, and the technologies

35



that this understanding may birth will take communication and security into
previously inconceivable levels of security where a single system could create
and distribute keys that necessarily have the security inherent in a one-time
pad, which to current understanding is as secure as things get.

Fields that will contribute to these advances include quantum information
theory, quantum computing, quantum teleportation, and quantum memory sys-
tems. All in their infancy as actual technologies with the potential to grow
into much more as the associated technologies are improved including non-
linear optics, photonic computation, trapped ion computation, super- and semi-
conducting computation.

It is conceivable that in the next century, quantum mechanics will have
gone from being a poorly understood and often vilified subset of theoretical
physics to being the basis for the technologies of the future that will make ear-
lier technologies obsolete by moving into the quantum realm. As such, quantum
computation and cryptography may well represent the first real-world applica-
tions of quantum systems, and it is exciting to think about where this may lead
in the very near future.
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