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Abstract 
Mobile ad-hoc network technology has gained popularity in recent years by researchers on account of its flexibility, 
low cost and eases of deployment. The objective of this paper is to survey different kinds of techniques in order to 
detecting anomalies and overcoming the observed anomalies and the behavior of MANET in presence of anomalies. 
After gone through various literatures it has been observed that, all researches had given attention only on different 
kinds of attack, till date there is no such research found that can focus other anomalies other than attacks. 
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1. Introduction 
 

The network is ad hoc because it does not rely on a preexisting infrastructure, such as routers in 
wired networks or access points in managed (infrastructure) wireless networks. Instead, each node 
participates in routing by forwarding data for other nodes, and so the determination of which nodes 
forward data is made dynamically based on the network connectivity. In addition to the classic routing, 
ad hoc networks can use flooding for forwarding the data. An ad hoc network typically refers to any set 
of networks where all devices have equal status on a network and are free to associate with any other ad 
hoc network devices in link range. Very often, ad hoc network refers to a mode of operation of IEEE 
802.11wireless networks. A Mobile Ad hoc network (MANET) is a system of   mobile nodes that 
dynamically establishes wireless connectivity in arbitrary and temporary network topologies In the 
mobile ad hoc network, nodes can directly communicate with all the other nodes within their radio range; 
whereas nodes that are not in the direct communication range use intermediate node(s) to communicate 
with each other. In these two situations, all the nodes that have participated in the communication 
automatically form a wireless network, which is called mobile ad hoc network. These interconnected 
nodes should be well protected by unauthorized users from accessing [1]. 
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1.1 State of Art 
 

The whole state of art of Ad Hoc networks   could be categorized into first, second, third, fourth, & 
fifth generation Ad Hoc network systems. Present ad-hoc networks systems are considered the third 
generation. 

 
The first generation of wireless Ad Hoc networks dates back to 1972. At the time, they were called 

PRNET (Packet Radio Networks). In conjunction with ALOHA and CSMA (Carrier Sense Multiple 
Access), approaches for medium access control and a kind of distance-vector routing, PRNET were used on 
a trial basis to provide different networking capabilities in a combat environment.  
 

The second generation [2] of Ad hoc networks emerged in 1980s, when the ad-hoc network systems 
were further enhanced and implemented as a part of the SURAN (Survivable Adaptive Radio Networks) 
program. This provided a packet-switched network to the mobile battlefield in an environment without 
infrastructure. This program proved to be beneficial in improving the radios' performance by making them 
smaller, cheaper, and resilient to electronic attacks. In the 1990s, the concept of commercial ad-hoc 
networks [3] arrived with notebook computers and other viable communications equipment. At the same 
time, the idea of a collection of mobile nodes was proposed at several research conferences. 

 
The IEEE 802.11 subcommittee had adopted the term "ad-hoc networks" and the research community 

had started to look into the possibility of deploying ad-hoc networks in other areas of application. 
Meanwhile, work was going on to advance the previously built ad-hoc networks. GloMo   (Global Mobile 
Information Systems) and the NTDR (Near-term Digital Radio) are results of these efforts. GloMo was 
designed to provide an office environment with Ethernet-type multimedia connectivity anywhere and 
anytime in handheld devices. NTDR   is the only "real" non-prototypical ad-hoc network that is in use 
today. It uses clustering and link-state routing, and is self-organized into a two-tier ad-hoc network.  

 
Development of different channel access approaches now in the CSMA/CA and TDMA molds, 

and several other routing and topology control mechanisms were some of the other inventions of that time. 
Later on in mid-1990s, within the Internet Engineering Task Force (IETF), the Mobile Ad- Hoc 
Networking working group was formed to standardize routing protocols for ad-hoc networks. The 
development of routing within the working group and the larger community resulted in the invention of 
reactive and proactive routing protocols. Soon after, the IEEE 802.11 subcommittee standardized a 
medium access protocol that was based on collision avoidance and tolerated hidden terminals, making it 
usable for building mobile ad-hoc networks prototypes out of notebooks and 802.11 PCMCIA (Personal 
Computer Memory Card International Association cards). Wireless local area products (IEEE 802.11, 
Hiperlan) provide in-building wireless access; however, they are usually deployed as access links only, 
packet relaying being performed by traditional bridges or routers. Bluetooth is a low cost technology for 
short range communication; its market is targeted towards PCs, phones, appliances, watches, etc. It allows 
multiple nodes to connect to each other in a multi-hop arrangement.  

 
The Fourth generation (4G) will provide access to wide range of telecommunication   services, 

including advanced mobile services, supported by mobile and fixed networks, which are increasingly 
packet based, along with a support for low to high mobility applications and wide range of data rates, in 
accordance with service demands in multiuser environment.[3] 
 

2. Literature 
 

     A lot of research either has been done or proposed in resolving MANET challenges and issues, Some of 
them are introduced here:  
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G. S. Mamatha and S. C. Sharma [4] analyze and study the MANET environments, challenges 
and other issues Analytical models exist to describe the behavior of MANETS, but they are restricted to 
simplistic statistical models that represent either node mobility or link connectivity individually without 
considering the interplay of the two and other important aspects of MANETS. 

 
M. A. Rajan et. Al .[5] highlights the concepts of graph theory that are employed to address these 

fundamental issues. The fundamental issues of connectivity, scalability, routing and topology control in 
MANETS is worth to study. Graph theory plays an important role in the study of these fundamental 
issues. 

 
S.G.Shirinivas et.al [6] describes applications of graph theory in heterogeneous fields to some 

extent but mainly focuses on the computer science applications that uses graph theoretical concepts. 
 

Marjan Kuchaki Rafsanjani et al. [7] proposed a method for prevention internal intruder and 
detection external intruder by using game theory in mobile ad hoc network. One optimal solution for 
reducing the resource consumption of detection external intruder is to elect a cluster head for each cluster 
to provide intrusion service to other nodes in the its cluster in  normal mode. Normal mode is only suitable 
when the probability of attack is low. 

 
Alireza Shahrbanoonezhad et. al.[8] a new intrusion detection system based on counters and a 

cache memory to detect malicious nodes and selfish nodes in ad hoc network. Network survivability, 
networks performance and network security are important issues in mentioned networks. They enhanced 
the mentioned factors because it doesn’t need heavy computation and also its speed and accuracy in 
detecting suspicious nodes are great. They have used three types of attacks such as data packets Drop, 
Drop route request packets and changes in the received packet are applied. A dynamic clustering model is 
used for implementing this plan. 

 
Usha G  and Dr.Bose S [9] , focused on one of the most vulnerable behaviors known as Sinkhole 

behavior. They designed architecture to effectively analyze this attack on MANET. 
 

V. Venkata Ramana et. al.[10]  proposed a model to replicate the behavior of the immune system 
in a MANET, the following characteristics have to be present in the system   

• Ability to recognize a malicious node 
• The ability to prevent, detect and eventually eliminate dangerous foreign activities or infections. 
• Retain previous infections in memory 
• Mechanism to identify new forms of infection. 
• Methods to autonomously come up with responses to handle the infection. 
• Prevent the system from self attacks. 
• Ability to find an alternate routing path. 
• Ability to achieve network security while keeping additional traffic to minimum 

 
S. Umamaheswari [11], a data communication mechanism between mobile nodes based on Ant 

Colony Optimization is suggested which assures stable information retrieval in MANET. By applying 
the behavior of the real ant colonies, their approach owned the capability of adaptive learning and is 
able to   cope with the dynamic behavior of the MANET. 

 
Maha Abdelhaq et.al.[12] summarize different types of attacks over MANET, and concerns with 

studying sleep deprivation attack. Therefore, this paper utilizes one of the danger theory intrusion 
detection algorithms, namely, the dendritic cell algorithm (DCA) to detect the sleep deprivation attack 
over MANET. DCA is plugged in a proposed mobile dendritic cell algorithm called MDCA which 
represented through a proposed MDCA architecture. 

Usha Banerjee et. al. [13] developed a novel metric to assess the performance of such intrusion 
detection systems under the influence of attacks, proposed a new metric called feedback reliability ratio 
for an intrusion detection system. 
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Rajdeep Borgohain [14]  looked at two major machine learning paradigms used in Intrusion 

Detection System, Genetic Algorithms and FuzzyLogic and how to apply them for intrusion detection. 
 
Arsha Dana and Mohmad Hadi[15]  to reduce the number of broken routes, a novel reliable 

routing algorithm using fuzzy applicability is proposed to increase the reliability during the routing 
selection. In the proposed algorithm source chooses a stable path for nodes mobility by considering 
nodes position/ velocity information. Also they proposed novel method for rout maintenance; in this 
protocol before breaking packet transmitted path a new one is established. 

 
Zahra Moradi and Mohammad Teshnehlab[16] designed a mechanism of intrusion detection for 

this Network toprovide a security framework to detect an especial security attack. In a type of attack, 
considered an intruder node injects a large amount of junk packets into the network and causes a denial 
in the services of the attacked node to the network. The model is developed using 2 method of detection 
– ANFIS and ANNs – in a simulated environment. It is showed that almost all of models can detect Dos 
attack effectively. 

 
3. Issues in MANET 

 
A lot of research has been done and are still being done to resolve the various kinds of issues in 

MANET. The issues can be classified in two categories:  
 

3.1 Operational Issues 
 

• Prediction of behavior (false positive or true negative) of nodes (users)  
• Detection   of routes in a network  that are reliable ( free from the misbehaving nodes -with  
 negative behaviors) 
• Detection  of  congestion and its reasons 
• Searching methods for controlling or minimizing congestion 
• Searching methods for increasing the utilization of  the available capacity of network 
• Searching methods for security for preventing accessing nodes and resources from unauthorized 

nodes (users-intruders) . 
• Intrusion detection for MANETs is a complex and difficult task mainly due to its dynamic nature,  
 their highly constrained nodes, and the lack of central monitoring points. Mobile ad hoc network  

does not have traffic concentration points such as gateway or access points which perform 
behavior monitoring of individual nodes. 

 
3.2 Servicing issues 
 
3.2.1 Network size—this is the measurement taken as the number of nodes in the network. 
 
3.2.2 Network connectivity—this is the measurement of the average degree of a node, in turn gives the 
average number of neighbors of a node in the network. Topological rate of change—this gives the measure 
of the speed with which a network topology keeps changing. 
 
3.2.3 Capacity of a link –This is the measure of effective link speed in bits/second, when it accounts for 
losses due to multiple accesses, coding, framing, etc. 
 
3.2.4 Unidirectional links—this gives the measure of the effectiveness of a protocol performance as a 
function of the presence of unidirectional links. 
3.2.5 Traffic patterns—this gives the measure of the effectiveness of a protocol in adapting to dynamic, 
non-uniform or burst traffic patterns. 
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3.2.6 Mobility—this gives the measure of the different circumstances, to find out whether the temporal and 
spatial topological correlation relevant to the performance of a routing protocol or not. Thereby it also helps 
in finding out most appropriate model for simulation of nodes mobility in a MANET. 
 
3.2.7 Fraction and frequency of sleeping nodes—this gives the measure of the protocol performance in 
the presence of sleeping and awakening nodes in the network. 
 
 
4. Scope of the Research 

 
The significant use of this research is in battlefield communication where the military is interested 

in MANET development to enhance the networking capabilities of their forces. Battlefields are generally 
located in areas with little installed or trusted communications infrastructure, search and rescue operations 
where search and rescue scenario generally exists in a region that has little or no installed communications 
infrastructure and all of the equipment was destroyed, or perhaps because the region is too remote. 
Rescuers must be able to communicate to make the best use of their energy and to maintain safety, in 
Infrastructure less Networking where civilian applications for MANETs include ubiquitous computing by 
allowing computers to forward data for others, and in sensor networks where networks are composed of a 
very large number of small sensors which can be used to detect any number of properties of an area. 
Examples include temperature, pressure, toxins, pollutants, etc. The capabilities of each sensor are very 
limited, and each must rely on others in order to forward data to a central computer. 
 

5. Conclusions 

After gone through various literatures described above  and many others, it has been observed that  
researchers focused only on security related aspects  in terms of preventing some attacks. Whenever  
anyone talks about anomalies , focused only security related anomalies , security is one kind of anomaly, 
there are lots of anomalies which cannot be resolved by achieving only the security, as it is clear that a 
Mobile Ad hoc network (MANET) is a system of   mobile nodes that dynamically establishes wireless 
connectivity in arbitrary and temporary network topologies, so there is need to focus on whole MANET 
system not only single aspect i.e. security, if there is a such intelligent system in which it is clear that what 
are the participating components? What are the different operational modes of these components? What are 
the parameters of these components involved in communication? Which component or which parameter 
has an effect to operate other parameter or component?  So that   if any anomaly is occurred in the system 
then by tuning of misbehaved component or parameter, anomaly can be detected and based on history of 
anomalies their causes of occurrence in past, future anomalies can be prevented. So that MANET is 
efficient, reliable, and secure and anomalies free.    

Therefore none of the researches has focused on developing such reliable , secure and anomaly free 
MANET system. 
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