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Abstract 

Mobile phone which use other smartphones or android OS, have richer application than normal one, so all the things are in the 
phone elsewhere. In order to keep the information safe backup is very important of phones .But the old technology only sync 
their contact, SMS, etc. through internet and can effortlessly sync whenever necessary .Application setting such as game score, 
activation, update of Apps and many more is also very much important to users. The loss of personal information caused by 
mobile phone updates, replacement of mobiles or even misplaced mobiles is common in recent days. So an application or such 
scheme is necessary to cover up these entire thing when required, this paper proposes a new Android based app settings 
integration and management system. 
 

1. Introduction 

Advanced by the OHA (Open Hand-set Alliance), a consortium of 80 hardware, software, and telecom 
companies devoted to advancing open standards for mobile devices led by Google, Linux-based open source 
operating system for mobile devices which provides a base operating system, an application middleware layer, a 
Java software development kit (SDK), and a collection of system applications [1] is a widely anticipated Android. 

An OS for cellphones, netbooks and tablets, TV and other devices can be used as Android OS. The OS, 
programmed with Java and improved with its own security tools tuned for a mobile environment, rapidly became 
popular amongst the developer community for its open source nature and acceptance by telecommunications 
providers world-wide. 

A large community of developers of Android writing applications ("apps") that covers the functionality of the 
devices. Application available for Android are over 150,000.Google run the online app store of Android Market, 
however apps can also be downloaded from third party sites[2].Developers write mostly in the Java language, 
controlling the device via  Google-developed Java libraries. The Android framework includes an OS, Middleware 
and key applications. Mobile devices incorporate integrated access services which increase the probability of 
inflicted by various types of malware. This paper analyze the problem on personal information security on mobile 
platform and work out a solution to the misplaced and recovery of personal information after an explanation of 
security mechanism on Android platform. 
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2. Threat to android problem 
 

Mobile devices are the fastest developing consumer technology, with worldwide unit sales expected to increase 
from 300 million in 2010, to 650 million in 20121. Mobile applications are likewise successful. In June 2011, for the 
first time ever people on average spent more time using mobile applications (81 minutes) than browsing the mobile 
web (74 minutes). 

While once limited to simple voice communication, the mobile device now allows us to also send text 
messages, access email, browse the Web, and even perform financial transactions. Even more significant, apps are 
turning the mobile device into a general-purpose calculating platform. In just three short years since introducing the 
iPhone SDK in 2008, Apple boasts over 425,000 apps available for ios devices. Seeing likewise explosive growth, 
the Android Market now contains over 200,000 apps after only a short period of time. 

As mobile devices grow in popularity, so do the reasons for attackers. Mobile malware, for example, is clearly 
on the rise, as attackers experiment with new business models by targeting mobile phones. Recently over 250,000 
Android users were compromised in an exceptional mobile attack when they downloaded malicious software 
disguised as legitimate applications from the Android Market. 

The emergence of mobile payments is another key driver of mobile threats. The value of mobile payment 
transactions is projected to reach almost $630 billion by 2014, up from $170 billion in 2015.Vendors, retailers, 
merchants, content providers, mobile operators, and banks are all actively establishing new payment services. 
Mobile payments create an attractive target for attackers, as they allow direct monetization of attacks. 

In addition to financial information, mobile devices store tremendous amounts of personal and commercial data 
that may attract both targeted and mass-scale attacks. 

However, when a new malware emerges, by the time the countermeasure comes out, users would suffer 
considerable losses. But if users sync their personal information online, the losses would be reduced. Though 
synchronization, which is partially" supported by Android, is not able to prevent private information exposing, it has 
always been one of the most important means to keep the information safe in current days. 

 
3. Scheme proposition 
 

Android could sync users' contacts, emails, system settings, etc. to Google's server, so users will be never be 
concerned about losing contacts or emails. If you want to sync other non-Google residential application settings to 
the Internet, you can only expect the creators to add the synchronizing characteristic to each application. This is why 
we say synchronization is "partially" supported by Android. It is impossible to enlarge just one application to sync 
all app settings because of Android's permissions system, which will be explained below. Besides, it not only 
burdens the developers, but also is not suitable to the users who should start every app and sync. However, with the 
help of Content Provider, which will be introduced below, and changing teach of our thought, the problem above 
could be easily solved. 
 
3.1 Content Provider 

 
Android allows you to representation data sources (or data providers) through a REST (Representational State 

Transfer) -like abstraction called a content provider which stores and retrieves data and makes it easy to get to all 
app. A SQLite database on an Android device is an example of a data source that you can put in a nutshell into a 
content provider. Content Providers are the only way to contribute to data across applications; there's no common 
storage area that all Android packages can access [5]. 
 Strictly speaking, though, the content providers’ responsibilities include more of an encapsulation method 
than a data-access method. So, content provider abstraction is necessary only if you want to share data externally or 
between applications. Android ships with a number of content providers for common data types (audio, video, 
images, personal contact information, and so on). You can see some of them listed in the android provider package. 
You can query these providers for the data they contain (although, for some, you must acquire the proper permission 
to read the data) [6]. 

However, Android does not provide a content provider which specially stores data such as app settings. 
Though it could be developed easily, if it is not supported by Google, it will never be widely used. 
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3.2 Android Security Mechanisms [7] 
 

 The foundation of the Android software stack is the Linux kernel, which is used for its device drivers, 
memory management, process management, and networking .Usually, developers will not be directly programming 
to this layer. The next level up holds the Android native libraries, which are written in C/C++. Incorporating the 
libraries, used by various system components in the upper layers, in Android app is achieved via Java inhabitant 
interfaces. The next level is the Android runtime, comprising the Dalvik virtual machine and the center libraries. 
Dalvik runs Dalvik-executable files that are designed to be denser and memory-efficient than Java class files. The 
center libraries are written in Java and provide a considerable subset of the Java 5 SE packages (e.g., standard 
collections, I/O, networking, utilities) as well as some Android-specific libraries. The application framework layer, 
written fully in Java, includes Google-provided tools as well as proprietary extensions or services. The topmost 
application layer provides applications such as a phone, Web browser, email client, and more.  
 Each application in Android is packaged in an .apk (Android package) archive for installation. The .apk is 
similar to a standard Java jar file in that it holds all code and non-code resources (e.g. images, manifest) for the app. 
As every other currently existing OS, Android offers several security mechanisms to render it a fairly secure system. 
In following, we will take a deep look into these mechanisms which are integrated into the Android framework. 
 
3.2.1 User IDs 

 
At install time, Android gives each package a different Linux user ID. Thus, two different packages' code 

can't run in the corresponding process, since they need to run as different Linux users. In a way, this creates a 
sandbox and avoids applications from interfering with one another. On a rare device, the same package may have a 
different UID, what matters that each package has a unique UID on a given device. Developers can use the shared 
USER_ID attribute in the Android Manifest.xml's manifest tag of each package to have them assigned the same user 
ID. 
 
3.2.2 File Access 

 
Files in Android are subject to the Linux permissions mechanism. Any data stored by an application will be 

assigned that application's user ID, and not normally accessible to other packages. 
 
3.2.3 Application Authorizations 

 
A central design point of the Android security architecture is that no app, by default, has authorization to 

perform any operations that would adversely impact other app, the OS, or the user. This includes reading or writing 
the user's private data (such as contacts or e-mails), reading or writing another application's files, performing 
network access, keeping the device alert, etc. To make use of protected features of the device, developers must 
include in their androidManifest.xml one or more <uses-permission> tags declaring the permissions that your 
application needs. At application install time, authorizations requested by the app are approved to it by the package 
installer, based on checks against the signatures of the applications declaring those permissions and/or 
communication with the user. No checks with the user are done while an application is running: it either was 
approved a particular authorization when installed and can use that feature as favorite, or the authorization was not 
approved and any attempt to use the feature will fail without prompting the user.  
 
 
3.2.4 ASIMS(Application Settings Integration and Management Scheme) 

 
It is the key this paper boons to Improve the security of personal information on Android. 

 
Android OS be made of numerous layers:- 

• The Linux kernel, 
• The Android runtime,  
• The C/C++ libraries, 
• The Application framework  
We could insert an application, which stores other applications settings and syncs them to the Internet, to the 

applications layer. 
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A concrete realization technique of ASIMS is as follows: 
 
3.2.4.1 DEFINING_COLUMN_NAMES (SQLite-  database) 

 
SQLite is a small yet commanding database engine built by Dr. Richard Hipp in 2000. It is perhaps the 

most broadly organized SQL database engine in the world. Besides Android, SQLite can be found in the Mozilla 
Firefox, Skype, PHP, Apple iPhone, and many other places.  

The column names are termed as “APP_ID” this column permits the application to differentiate between 
different applications settings and allows the application to stop or avoid malwares from deleting or modifying other 
applications settings. 

 
“APP_NAME “this column will be shown in the user interface to offer users ease to identify each application. 
 
“MODIFY_DATE” this column consists of the last time this record being modified.   

 
“CRE_DATE” this column records the first time an application's setting being stored in the database. 
 
“SETTINGS” this column consists of the settings of an application. It must be limited to a suitable size to avoid 

some applications storing large data into the database, which results in slowing down of whole application. 
 
3.2.4.2 Applying the Content Provider 

 
Applying the application encompassing the Content Provider class and overriding on _CREATE () to 

create the database and then apply the queries. A query method requires the set of columns to be return.  
 
3.2.4.3  Improving uninstallation system  

 
  When a user deletes an app, traces of this settings remains in the database. As a result, the database would 
turn out to be bigger and bigger hence slower and slower. To avoid this, we can expand feature which will ask the 
users to delete the record related with the application which is being uninstalled to the uninstallation system.  
 
3.2.4.4  Improving the sync feature  

 
  We can use Google account to authenticate users. When the app is synchronizing the data to the internet, 
the app sends a sync request to the storage server first. Then the STORAGE_SERVER transfers the user 
identification to GOOGLE_SERVER to verify whether the user is authentic. After this, the storage server returns the 
verification result to the app. According to the result, the app chooses whether or not to sync (refer Fig 1). 
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1.  Send synchronization request 
2.  Verify user identity. 
3.  Return the result 
4.  Start date synchronization 

 
Fig1: The sync operation. 

 
 
 
3.2.4.5 Developing the UI (user interface) 

 
 Users could select which application to sync. The Sequence Diagram is as below (Figure 2) 

 

 
 

Fig 2: The Sequence Diagram of ASIMS. 

 
 

4. THE DIFFERENCE BETWEEN ASIMS AND ADB 
 

 
 

 
AISM ADB 

Layer Application Application framework 
Version Every Android 2.2 + 
Storage server Any Google 
Centralised 
management 

Yes No 

Key needed No Yes 
 

Table 1. 
 
 

5. Conclusion 
 
Driven by a study of Android security mechanisms and content provider, this paper proposes a new 

Android based app settings integration and management system. It improves the security of personal information on 
Android by synchronization a user’s personal information to the Internet and synchronization back if necessary to 
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prevent the loss of Personal information. Different from Android's build-in sync system, ASIMS represents an 
interface, which allows the other app to store settings in one place, and allows users to select which application to 
sync. 
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