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Abstract 
With the massive growth of Internet, Online Banking, Peer-Peer Transferring and Wireless networking - Information 
security becomes momentous and vital to protect user privacy by securing the data transfer. An encryption algorithm 
plays a vital role for information security to keep the data out of reach to unauthorized access. In this paper we are 
encrypting the data using RC5 symmetric key encryption algorithm and split the encrypted file into user specified sizes, 
which enables the user to transfer manifold encrypted files securely through the network at lower bandwidth and high 
security. 
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1. Introduction 

Internet is the most prominent innovation in the field of communication in the history of human race. 
Internet access is a service that provides the rights to enter in the global system of interconnected computer 
networks. It provides indispensable communication between people and is being progressively used as tool 
for transactions. But transactions are being carried over the internet to a large extent are considered to be 
un-trusted in terms of security. Information should be protected and should be restricted even it is 
distributed by unauthorized access. Security at this level is the highest possible manner to overcome this 
state. In the traditional architecture there existed only the server and the client. In the most cases the server 
was only a data base server that can only offer data. Since the actual processing of the data takes place on 
the remote client the data has to be transported over the network, which requires a secured format of the 
transfer method. How to conduct transaction is to be controlled by the client and advanced techniques 
implementing the cryptographic standards in the executing data transfer transactions. Present day 
transaction is considered to be un-trusted in terms of security i.e. they are relatively easy to be hacked. And 
also we have to consider that transferring the large amount of data through the network will give errors. 
Nevertheless, sensitive data transfer is to be carried out even if the lack of an alternative. Network security 
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in the existing system is the motivation factor for new system with higher-level security standards for the 
information exchange. 

2. Overview of System Architecture 

The transaction should take place in a secured format between various clients in the network. It provides 
flexibility to the user to transfer the data through the network very easily by splitting the large amount of 
files into user specified size. It also identify the user and provide the communication according to the 
prescribed level of security with transfer of the file requested and run the required process at the server if 
necessary. When responding to the client, the server should send necessary information such as user 
authorization and authentication information. When the user wants to transfer a large file using email or to 
floppies or CD it does not allow the user to attach a file large than possible size. In these case user can split 
the file, transfer the split parts using floppies or emails and join the part at the other end. File splitter is a 
freeware program that does not require any installation to use and that has default setting to split a file for 
floppy disk, cd, DVD, or custom size. I applied RC5 symmetric key block encryption and decryption 
algorithm so that hackers cannot able to get the data during process. This algorithm makes heavy use of 
data dependent rotation. The amount of each rotation depends on the data being encrypted and intermediate 
encrypted results.  

Architecure Diagram 
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3. Working Process 

Parameters used are word size, rounds and length of a secret key. 

• W-block size can be 32, 64,128 bits. 

• K-key size can be from 0 to 2040 bits. 

• n-No of rounds from 0 to 255. 

• Input -2^w length plain text in register A and B (divide the original plain text in to blocks of equal 
sizes e.g W-32 bit so 2^32) 

• Output- 2^w length cipher. 

• It expand the k in to table k[2(r+1)] keys. 
Mathematical operation takes place in each round: 

• Bit wise XOR 

• Left cyclic rotation by variable amounts 

• Addition With the next sub key 
These are all fast operation that are directly supported by modern processor. General structure of the 
algorithm is a Feistel-like network. The Feistel structure has the advantage that encryption and decryption 
operations are very similar, even identical in some cases, requiring only a reversal of the key schedule. 
Therefore the size of the program required to implement is nearly halved. 

 

4. Key Generation and Encryption Process  

a)Mathematical representation of sub key generation 

k[0]=P 

for i=1 to 2(r+1)-1 

   k[i]=(k[i-1]+Q)mod 2^32 

Next i 

b) Mathematical representation of sub key mixing 

i=j=0 

A=B=0 

Do 3n times(where n is the maximum of 2(r+1) and c) 

A=k[i]=(k[i]+A+B)<<<3 

B=L[i]=(L[i]+A+B)<<(A+B) 

i=(i+1)mod 2(r+1) 
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j=(j+1)mod c 

End-do 

 

 c) To encrypt: 

A= A+K[0]; 

B=B+K[1]; 

For i=1 to r do 

A=(( XOR B)<<B)+K[2*i]; 

B=((B XOR A)<<<A)+K[2*i+1]; 

  d) To decrypt: 

  The above process is reversed to decrypt the data from file. 

5. Conclusion 

  Now it is simple to split and merge large files quickly and can be defend against by unauthorized user 
being access the file by providing the security to the file using encryption algorithm. The overall 
performance of algorithm can be made better by increasing the key range to a size which requires the 
attacker to work more in order to crack the key in order to protect ourselves against a brute force attack. 
These two modules combine together and make the user file more secure and possible for easy transaction.  
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