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Abstract 
Mobile security or mobile phone security has become increasingly important in mobile computing. It is of particular 
concern as it relates to the security of personal information now stored on smart phones. More and more users and 
businesses use smart phones as communication tools but also as a means of planning and organizing their work and 
private life. Within companies, these technologies are causing profound changes in the organization of information 
systems and therefore they have become the source of new risks. Indeed, smart phones collect and compile an 
increasing amount of sensitive information to which access must be controlled to protect the privacy of the user and the 
intellectual property of the company. All smart phones, as computers, are preferred targets of attacks. These attacks 
exploit weaknesses related to smart phones that can come from means of communication like SMS, MMS, wifi 
networks, and GSM. There are also attacks that exploit software vulnerabilities from both the web browser and 
operating system. Finally, there are forms of malicious software that rely on the weak knowledge of average users. 
Different security counter-measures are being developed and applied to smart phones, from security in different layers 
of software to the dissemination of information to end users. There are good practices to be observed at all levels, from 
design to use, through the development of operating systems, software layers, and downloadable apps. 
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1. INTRODUCTION 
Android is a Linux platform programmed with Java and enhanced with its own security mechanisms tuned for a mobile 
environment. Android combines OS features like efficient shared memory, preemptive multi-tasking, Unix user 
identifiers (UIDs) and file permissions with the type safe Java language and its familiar class library. The resulting 
security model is much more like a multi-user server than the sandbox found on the J2ME or Blackberry platforms. 
Unlike in a desktop computer environment where a user’s applications all run as the same UID, Android applications 
are individually soloed from each other. Android applications run in separate processes under distinct UIDs each with 
distinct permissions. Programs can typically neither read nor-write each other’s data or code, Mobile platforms are 
growing in importance, and have complex requirements And sharing data between applications must be done explicitly.  
The Android GUI environment has some novel security features that help support this isolation including regulatory 
Compliance Android permissions are rights given to applications to allow them to do things like take pictures, use the 
GPS or make phone calls. Android’s process isolation obviates the need for complicated policy configuration files for 
sandboxes. This gives applications the flexibility to use native code without compromising Android’s security or 
granting the application additional rights. Applications can entertain users with graphics, play music, and launch other 
programs without special permissions. Malicious software is an unfortunate reality on popular platforms, and through 
its features Android tries to minimize the impact of malware. However, even unprivileged malware that gets installed 
on an Android device (perhaps by pretending to be a useful application) can still temporarily wreck the user’s 
experience. Users in this unfortunate state will have to identify and remove the hostile application. Android helps users 
do this, and minimizes the extent of abuse possible, by requiring user permission for programs that do dangerous 
things. 
 



IJRIT International Journal of Research in Information Technology, Vol. 1, Issue 2, February 2013, Pg. 30-36 

31 
Shivappa M Metagar et al, IJRIT 

 

2. RELATED WORK 
There’s been some recent discussion about a “rogue” Android app, Memory Up, which was supposed to manage 
memory on the G1 phone, preserving battery life and allowing apps to run more smoothly. Apps are posted in the 
Android Market with user reviews and many of the reviews for Memory Up complained that it froze the phone, erased 
data, or corrupted the memory. The app’s maker, eMob Studio, vigorously denies that the app did or even could have 
caused these problems. Read Write Web floats the theory that people holding a “grudge” against eMobi Studio faked 
the bad reports just to damage the company. Apparently the company disguised too much advertising as forum posting, 
and other members of the Android community weren’t pleased by what they saw as spam. And the app didn’t seem to 
be useful enough to rally users to defend it. 

On the other hand, if Google plans to maintain any sort of control over apps with security problems—whether at the 
Market stage, or by pulling them off phones—they’ll have to listen to customer complaints to a certain extent. Google 
tested this app, but I don’t think they really want to be in the business of extensively testing apps for security breaches; 
the point of open-source is to outsource that function to users. But the implication that developers might use that power 
against each other’s is disturbing, and if true, Google (and anyone who wants to see Android succeed) will have to 
figure out what balance to strike.  

3. ANDROID ARCHITECTURE 
Figure 1 outlines the current (layered) Android Architecture. The modified Linux kernel operates as the HAL, and 
provides device driver, memory management, process management, as well as networking functionalities, respectively. 
The library layer is interfaced through Java (which deviates from the traditional Linux design).It is in this layer that the 
Android specific libc (Bionic) is located. The surface manager handles the user interface (UI) windows. The Android 
runtime layer holds the Dalvik Virtual Machine (DVM) and the core libraries (such as Java or IO). Most of the 
functionalities available in Android are provided via the core libraries. The application framework houses the API 
interface. In this layer, the activity manager governs the application life cycle. The content providers enable 
applications to either access data from other applications or to share their own data. The resource manager provides 
access to non-code resources (such as graphics). 

 
Figure 1: Android Architecture 
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While the notification manager enables applications to display custom alerts. On top of the application framework are 
the built-in, as well as the user applications, respectively. It has to be pointed out that a user application can replace a 
built-in application, and that each Android application runs in its own process space, within its own DVM instance. 
Most of these major Android components are further discussed (in more detail) in the next few sections of this report. 
Kernel and Startup Process   
It is paramount to reiterate that while Android is based on Linux 2.6, Android does not utilize a standard Linux kernel. 
Hence, an Android device should not be labeled a Linux solution per se. Some of the Android specific kernel 
enhancements include: 
•alarm driver (provides timers to wakeup devices)  
•shared memory driver (ashmem)  
•binder (for inter-process communication),  
•power management (which takes a more aggressive approach than the Linux PM solution)  
•low memory killer  
•kernel debugger and logger 
 
 

4. FLOWCHART 
The flowcharts of the various modules are described as follows:  

a) User authentication process  

This is the initial process of the system. The teacher needs to enter the username and password. Accordingly, 
depending on whether the teacher is authenticated, a “success” or “failure” message will be displayed. 

 

Figure 3 : Flowchart for user authentication process 

b) Calling of Web Service  

Once the teacher has entered the required details to begin the attendance marking process, a web service needs to be 
called in order to generate a list of students for which the attendance is to be taken. Depending on the input, the details 
are fetched from the remote database and displayed on the application. 
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Figure 4: Flowchart for calling of web service 

 

c) Attendance Marking Process  

In this phase, the teacher can begin the attendance marking procedure. Once marked, the results will be stored in the 
remote database and can be used later on for generating attendance reports. The teacher can mark the attendance using 
checkboxes provided in the application against the name of every individual student of the class. 

 

Figure 5: Flowchart for marking attendance 

 

d) Display Information of Student  

The attendance record for a particular student can be viewed by entering the unique roll number provided to the 
student. The information thus displayed would include the student’s attendance percentage, number of lectures 
attended, number of lectures missed for a particular subject as well as the overall attendance of the student. 
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Figure 6: Flowchart for displaying information of student. 

5. RESULTS 
The user authentication module on the client side involved the development of a login screen in the application. For this 
purpose, standard Graphical User Interface (GUI) that consists of buttons and textboxes were developed. The button is 
also associated with an action that sends the input parameters in the textboxes to the remote database via a web service. 
Server side similarly, on the server side the teacher needed to enter the correct username and password for logging into 
the system. 

6. ANDROID APPLICATIONS 

Android applications are bundled into an Android package (.apk) via the Android Asset Packaging Tool (AAPT). To 
streamline the development process, Google provides the Android Development Tools (ADT). The ADT streamlines 
the conversion from class to dex files, and creates the .apk during deployment. In a very simplified manner, Android 
applications are in general composed of: 

•Activities (needed to create a screen for a user application – classes with a UI)  

•Intents (used to transfer control from one activity to another)  

•Services (classes without a UI, so they can be executed in the background)  

•Content Providers (allows the application to share information with other applications) 

Human interface with device: Screens and keyboards tend to be small, which may make them hard to use. Alternate 
input methods such as speech or handwriting recognition require training. 

7. ANDROID ADVANTAGES AND LIMITATIONS 
Advantages of an Android are listed as:  

•  Time for a change.  

•  Android scales to every device.  

•  it’s supported by some hardware manufacturers and  more to come in the future.  

•  Open source.  
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•  Third party development is encouraged.  

In contrast to advantages Android has following limitations:  

•  Not supported by any big company yet except HTC  

•  Does not support some applications like Firefox  

•  Some limitations exist in blue tooth. 

8. CONCLUSION 

Android applications have their own identity enforced by the system. Applications can communicate with each other 
using system provided mechanisms like files, Activities, Services, Broad cast Receivers, and Content Providers. If you 
use one of these mechanisms you need to be sure you are talking to the right entity — you can usually validate it by 
knowing the permission associated with the right you are exercising. If you are exposing your application for 
programmatic access by others, make sure you enforce permissions so that unauthorized applications can’t get the 
user’s private data or abuse your program. Make your applications security as simple and clear as possible. When 
communicating with other programs, think clearly about how much you can trust your input, and validate the identity 
of services you call. Before shipping, think about how you would patch a problem with your application. 

FUTURE WORK 

As a continuation of work in this application, we would include the encryption algorithm to prevent data leakage. We 
will also put efforts for displaying the screen of the target PC on the android phone itself for the purpose of better 
visualization. 
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