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Abstract 
Computer worms -- malicious, self-propagating programs -- represent a significant threat to large networks. The 
worm’s spread can be controlled by dividing it into a small subsection of the network, called as containment [2]. The 
containment suitable for deployment in high-speed, low-cost network hardware has been developed in this work. A 
branching process model for characterizing the propagation of internet worms is illustrated. Also, methods to stop the 
scanning of a host have been shown. The model is developed for uniform scanning worms. This leads to the 
development of an automatic worm containment strategy that prevents the spread of the worm beyond its early stage. 
Particularly, whether or not the distribution of the total number of infected hosts needs to be prevented by imposing a 
condition on the worm spread. The priority scanning of worms is developed by lowering the number of scans to dark-
address space. The lower bound of the algorithm is determined by our analysis, which is carried out through validations 
governed by simulations and real time data. 
 
Keywords- Dark address space, stochastic analysis, need for deterministic analysis 

1. Introduction 

The self-replicating and hazardous nature of worms have pulled our focus in developing the defense 
mechanisms against the spread of worms as these are posing a great threat to the internet. Some of them are 
Code Red, Nimda and Slammer. [8] So, researchers are keenly going through the simulation in the 
spreading process and their self-propagating nature. Therefore techniques are getting implemented to halt 
the execution of this process at an early age. A worm is similar to virus in design and is considered a 
subclass of virus. Worms exploit holes in operating system security and their spread is more rapid and 
hazardous in nature than viruses. One class of such code, known as random scanning worms spreads by 
using a scanning strategy to find susceptible hosts to infect. Worms have the capability to infect thousands 
of hosts connected in a network. This is done so rapidly that infection is spread before human 
countermeasures can take place. The congestion in the network, subsequent failures and various blocking 
of the stations, centers is created by the infected. The propagation of random scanning worms and the 
corresponding development of automatic containment mechanisms are extended to protect an enterprise 
network from a preference scanning worm. This is exploited by the generation of the random logical 
addresses by the random scanning worms to find and infect other hosts. In our work proposed, we revolute 
the generation of worms spreading at the beginning of the propagation forming generation zero. The hosts 
that are directly infected by hosts in generation n are said to belong to generation n+1 [1]. The model 
captures the worm spreading dynamics for worms of arbitrary scanning rate, including stealth worms that 
may turn themselves off at times. 
The total number of scans that an infected host attempts, and not the more restrictive scanning rate, which 
determines whether worms, can spread. Moreover, we can probabilistically bound the total number of 
infected hosts. The work proposed is to provide a containment algorithm to limit the total number of 
distinct IP addresses contacted per host over the order of weeks or months. The value of MC does not need 
to be as carefully tuned as in the traditional rate control mechanisms. Moreover, this does not affect the 
normal operation of the network and is primarily different from rate limiting schemes as no boundation is 
imposed on the instantaneous scanning rates. Unlike, uniform scanning worms, this type of worm prefers to 
scan random logical addresses in the local network to the overall internet. We therefore propose a local 
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worm containment system based on restricting a host’s total number of scans to local unused Logical 
addresses (denoted as N) [8]. To ensure the halt on the worm’s spread is done by the stochastic branching 
process model by putting a limit on the value of N. 
 
 
 
2. Worms 
 
Worms are programs that replicate themselves from system to system without the use of a host. It sends the 
copies to itself and other nodes in a network without the knowledge of the user. 
 
2.1      WORM CONTAINMENT 
 
This strategy has been developed to find which all machines are infected and to prevent them from 
spreading further to the other systems. So, a  Worm containment technique starts with picking random 
addresses and attempting to infect them on scanning[4].The actual selection technique can vary 
considerably, from linear scanning of an address space, fully random, a bias toward local addresses or 
Permutation Scanning. The containment scheme works better with small cells but integration with the outer 
nodes of the network and to the other outer switches is required [3]. 
 
2.2     SCAN SUPPRESSION 
 
Scan suppression is one the major component of the containment technique. Here the future scanning 
attempts are blocked by replying back to the detected port scans. Port scans-probe attempts to determine if 
a service is operating at a target IP address-are used by both human attackers and worms to discover new 
victims. The scans which tend to come from outside LAN inbound to the internal network is prevented by 
the Scan Suppression. We derived our scan detection algorithm from TRW (Threshold Random Walk) scan 
detection. The algorithm operates by using an oracle to determine if a connection will fail or succeed. A 
successfully completed connection drives a random walk upwards; a failure to connect drives it 
downwards. TRW is concerned for the establishment and is fully dependent on its connection.TRW finds 
the optimal solution as it tells the about deviation from the origin of the random walk. So, a decision is by 
this deviation. The consideration depend on the It only considers the establishment or breakdown of 
connection attempts to new addresses. TRW continuously monitors if a source repeatedly contacts the same 
host, and keeps a record of its random walk. Thus the information of which pairs of addresses have tried to 
infect the other nodes is kept with the TRW. TRW does its random walk accounting and decision making 
only for first attempt [5]. Many assumptions of TRW are made in our algorithm. 
 
2.3     TECHNICAL DETAILS 
 
The worm was based on proof of concept code demonstrated at the Black Hat Briefings by David 
Litchfield, who had initially discovered the buffer overflow vulnerability that the worm exploited. It is a 
small piece of code that does little other than generate IP addresses and sends itself out to those addresses. 
If a selected address happens to belong to a host that is running an unmatched copy of Microsoft SQL 
Server Resolution Service, the host immediately becomes infected and begins spraying the internet with 
more copies of the worm program [6]. The congestion caused by the abundant routers present tends to 
collide under the excessive burden of traffic from infected servers. The routers which are exchanging 
information in a network, updating their routing tables consume a lot of bandwidth and the congestion 
caused is dropped considerably in the network. 
 
3. Proposed Work 
 
This model leads to the development of an automatic worm containment that prevents the spread of a worm 
beyond its early stage. It can effectively contain both fast and slow scan worms by knowing the worm 
signature in advance or needing to explicitly detect the worm [8]. 
 
The containment scheme is based on the idea of restricting the total number of scans to unique IP addresses 
by any host. It has the following steps: 
Step 1: The Random logical addresses that a node contacts is given by MC. The counter is initialized to 
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zero in the beginning to denote the number of logical addresses of each host connected in the network  
Step 2: For each node, on scanning a new logical address of the host; the counter variable is updated by 
one. 
Step 3: Checking process is implemented to see is a host is not infected and can carry on back within a 
network. But if a host reaches a scan limit before the end of the containment cycle, it is removed. The 
counter variable is again initialized to zero as the host is added back on the system. 
Step 4: Each host is carefully checked for infection one by one to avoid the disturbance in the network at 
the end of a containment cycle and their counters are reset to zero. 
 
 
3.1 Pseudo Code 
 
3.1.1 Data structures- MC=Total no. of scan limit, I=Integer 
 
1. Set MC:=IP Addresses 
    Counter:=0 , I:=0 
2. for ( I=0;I<=MC;I++) 
    Set Counter:=Counter+1 
3. [CHECKING PROCESS] 
    If Process needs to be repeated 
      Set Counter:=0 
    Goto Step 2 
    Else 
      EXIT   
 
 
3.2 DATA FLOW DIAGRAM 
 

 
 
 
3.2.1 DETECTOR 
 
A GUI (Graphical user interface) is designed in this module.  The detector is supposed to provide the vast 
scanning on the system in a LAN where the server system also exists. The logical addresses of every host 
connected in a local area network are determined and are stored in a database. The database holding the 
logical addresses of every host is updated for each and every second by scanning the IP address of each 
system in the database previously stored to update their respective IP addresses.  If at any moment the 
system logical addresses have been changed, then that particular system is identified to be infected by 
worm and the details of that system are kept in the infected hosts window for future reference. 
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3.2.2 WORM CREATION 
 
In this module, we create a worm. A worm is created inside a network. It scans the drive, folder and the 
subfolders within it till no folders or subfolders are left. Then it creates a file in the same name as that of 
the folder name with my extension in each and every folder available in that drive. The process is applied 
recursively for all drives in the system. This newly self-generated worm tends to change the logical 
addresses of the system by adding fifteen to the last two octets in the current IP address of the system. The 
system is refreshed and booted again to update the logical addresses after previously changing the logical 
address. 
 
3.2.3 WORM SPREAD 
 
The aim of this module is to propagate the worm in the network. These are achieved by converting the 
worm into a java archive (JAR) file and then send to the systems in the network. A simulation is done to 
see the changes and how actually the worm perpetuates. The modeling of the worm creation is done on 
creating the worm file request to all the systems in the network and spreading our infection only to those 
systems that can establish socket connection on the same port id as that of the worm spreading system. 
 
3.2.4 ANTI WORM 
 
In this module we have to remove the infected worms from the systems which are detected that they have 
been infected. All the drives and the files within the sub folders are scanned; with do my extensions and 
delete those files from those folders. The process is recursive and repeated until the system is free from 
files. This module is done for betterment of the project in order not to affect the system in which this 
project is executed. 
 
3.2.5 CLIENT 
 
The automatic containment strategy of worms is illustrated in this module where we tend to halt the 
execution of worm’s spread in the network beyond an early stage. The available hosts are scanned and 
reproduce copies of itself from one node to the other node on time to time basis. Thus, the spreading of 
worms is stopped automatically by using the containment strategy. 
 
4. Conclusion 
 
The work proposed allows us to simulate and draw analysis on the early cycle of worm perpetuation. A 
limiting factor is imposed on the value of total number of logical addresses; i.e. the value of MC. And also 
the scans that the worm will eventually die out by using the appropriate branching process model. 
Moreover a threshold is added to the infection that the worm spread to the other machines. We find that the 
probability of the total number of victims is much less than the threshold. as the function of the scan limit 
MC.[7] The conclusions drawn from the above process allows us to develop the effective worm 
containment strategy that does allow the worm to propagate beyond the early phases of infection. In our 
strategy the worm’s signature is not needed in advance and both the fast scanning worms and slow 
scanning worms are contained. The whole process is analyzed and simulations are performed on the data 
which has proved that our containment strategy is both effective and non-intrusive. The assurance that the 
worm will be contained is demonstrated by restricting the total number of scans per host to the dark 
address. The network boundary is equipped with the firewalls to prevent the incoming infections to limit 
the worms. Thus the network is secured since there is no interference of the outside switches into our 
network. 
 
5. Future Work 
 
Our future work will based on the model for the spread of topology-aware worms and subsequently design 
mechanisms for automatic containment of such worms. Also, in the computer world of internet, much focus 
is deviated on the virus rather than worms but actually the spread of worms is much dangerous than the 
virus, so their anti-spread mechanisms must be implemented. We would also like to broad our architecture 
from LAN to other networks, since the system in which we run our containment scheme is server client 
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architecture. In future, we like to port our worm containment schemes to edge routers and local routers and 
then analyze the network by simulating it in the environment using real trace data, thereby detecting the 
worms at very earlier stage even before entering into the network detected at the router itself. 
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