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Abstract 
There are so many methods and implementations for developing a secured communication with the users that our 
located within the security domain. Now days as technologies and number of users is increasing day by day we need to 
provide high secure for each and every new established connection. But the problem arises when any new 
communication is established outside the security domain. To avoid this problem, this paper investigates the 
requirements and technologies for securely sharing information with the tactical user. 
 

1. Introduction 

The Defense Technical Information Center (DTIC) [1] is the premier repository for research and 
engineering information for the United States Department of Defense. DTIC's collections contain over 4 
million documents including technical reports, research in progress and Independent Research and 
Development (IR&D) summaries. The DOD Directive also states that wireless intrusion detection systems 
(WIDS) [2] should be for protection of profiles for basic or medium robustness environments. The WIDS 
that NSA has developed was designed to meet many of the requirements specified in the draft version of 
the medium robustness protection profile for a wireless intrusion detection system, which is currently 
undergoing the ratification process. The WIDS has the ability to detect and alert on: rogue access points 
and clients, rogue devices actively communicating with valid devices, ad-hoc networks, bridged networks, 
deviations from the network security policy, devices running the program Netstumbler, packet flooding 
denial-of-service attacks, MAC spoofing, and frames having 802.11 protocol violations. 

2. Solution 

Since, we cannot change the entire infrastructure and all existing applications so we apply new methods 
and technologies to the existing architecture. Some of the methods are: 

 
2.1 C2 and P2P botnet networking 
Since for the communication between the organizations, the DOD uses botnet network, which is a network 
of hundreds, thousands or even millions of compromised computers. The botnet is monitored and 
controlled automatically by Command & Control (C&C) servers, with the human “botnet herder” 
exercising overall supervisory control. Over the past two decades, a variety of malware and communication 
technologies and botnet topologies have been developed. Many of these are an advance on those seen in 
present-day military Command & Control (C2) systems. 
Later the C2 botnets are easily trapped by the hijackers. Thus DOD has been easily trapped by the 
unauthorized users. To overcome this type of negative features we request the DOD to use peer-to-peer 
botnets, where the main advantage is there is no centralized point for C&C. Nodes in a peer-to-peer 
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network act as both clients and servers such that there is no centralized coordination point that can be 
incapacitated. If nodes in the network are taken offline, the gaps in the network are closed and the network 
continues to operate under the control of the attacker. In this paper, we focus our work on peer-to-peer 
botnets [3]. The long term goal of our work is to develop methods of detecting, mitigating, and preventing 
peer-to-peer botnets. In order to reach this goal, this work focuses on increasing the understanding of peer-
to-peer botnets by providing an overview and historical perspective. 

 

 
Fig 1: An Advanced Hybrid Peer-to-Peer Botnet 

 
 

The proposed hybrid P2P botnet has the following features: 
· The botnet requires no bootstrap procedure. 
· The botnet communicates via the peer list contained in each bot. However, unlike Slapper, each bot 

has a fixed and limited size peer list and does not reveal its peer list to other bots. In this way, when a bot is 
captured by defenders, only the limited number of bots in its peer list is exposed. 

· A botmaster could easily monitor the entire botnet by issuing a report command. This command 
instructs all (or partial) bots to report to a specific compromised machine which is called a sensor host) that 
is controlled by the botmaster. The IP address of the sensor host, which is specified in the report command, 
will change every time a report command is issued to prevent defenders from capturing or blocking the 
sensor host beforehand. 

· After collecting information about the botnet through the above report command, a botmaster, if she 
thinks necessary, could issue an update command to actively let all bots contact a sensor host to update 
their peer lists. This effectively reorganizes the botnet such that it has a balanced and robust connectivity, 
and/or reconnects a broken botnet. 

· Only bots with static global IP addresses that are accessible from the Internet are candidates for being 
in peer lists (they are called servant bots according to P2P terminologies since they behave with both client 
and server features). This design ensures that the peer list in each bot has a long lifetime. 

· Each servant bot listens on a self-determined service port for incoming connections from other bots 
and uses a self-generated symmetric encryption key for incoming traffic. This individualized encryption 
and individualized service port design makes it very hard for the botnet to be detected through network 
flow analysis of the botnet communication traffic. 
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2.2 Intrusion Detection System 
The IDS [4] shall be either an approved DOD standardized system (Joint Services Interior Intrusion 
Detection System (J-SIIDS)) or an Integrated Commercial Intrusion Detection System (ICIDS) or an Alarm 
Monitor Group (AMG)), or a commercial equivalent approved by a DOD Component. IDS shall include 
point sensors on doors, other human-possible openings, and interior motion or vibration sensors. To 
overcome the disadvantages of the IDS, The DOD used IDS with Intrusion Prevention Systems (IPS). 
Since IDS simply detect possible intrusions and possibly notify the administrators, Whereas Intrusion 
Prevention Systems will not only detect the intrusions but will take actions like terminating the connection. 

 

 
Fig 2: IPS AND IDS WORKING SYSTEM 

 
Basically all traffic is directed through the IPS, which can then block or allow the packets based on policy. 
It can also perform a level of correction or modification if required. 
 
An IDS on the other hand is purely a monitoring device; it cannot act directly on anything it detects. 
Typically connected via network tap or a span port on a switch / router it sees a copy of traffic but does not 
interact with it. You rely on humans usually in a 24x7 Security Operations Center (SOC) to monitor the 
alerts, investigate and take appropriate action. 
  
The obvious benefit of IPS is that it can take automated action in real time. This can be to block an attack in 
action or stop the malware connecting to a command and control server or with application layer IPS 
prevent data loss. 
 
2.3 AES algorithm 
The DOD (department of defense) uses organizations for file transfers. Since it contains a huge amount of 
departments there may be the rise of the security regions in these organizations. That’s the main focus is to 
be done in the database which contains important information of the DOD. Thus AES [5] is needed for the 
best encryption and decryption of the files with the authorized persons. 
The AES algorithm is a block-cipher operating on 128-bit data blocks supporting three different cipherkey 
lengths of 128, 192 and 256 bits. These three flavors of the AES algorithm are also referred to as AES-128, 
AES-192 and AES-256, for 128, 192, and 256-bit cipherkeys, respectively. An AES encryption process 
consists of a number of encryption rounds (Nr) that depends on the length of the cipherkey. The standard 
calls for 10 rounds for AES-128, 12 rounds for a AES-192, and 14 rounds for a AES-256. During 
encryption, each round is composed of a set of four basic operations. The decryption process applies the 
inverse of these operations in reverse order. Figure shows the basic structure of the AES encryption and 
decryption. 
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Figure 3: Basic structure of the AES algorithm: encryption (left), decryption (right) 

3. Conclusion 

To be well prepared for future botnet attacks study of advanced botnet attack techniques that could be 
developed by botmasters in the future. Having IPS and IDS technologies are only two of many resources 
that can be deployed to increase visibility and control within a corporate computing environment. The most 
important aspect of security is defense in depth. The AES (Advanced encryption standard) is best, which 
has high efficiency and high secured. Advanced Encryption Standard not only assures security but also 
improves the performance in a variety of settings such as smartcards, hardware implementations etc. AES 
is federal information processing standard and there are currently no known non-brute-force direct attacks 
against AES. AES is strong enough to be certified for use by the US government for top secret information. 
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