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Abstract 
The pollution attacks are amplified by the network coding process, resulting in a greater damage than under traditional 
routing. In this paper, this issue is handled by designing an unconditionally secure authentication code suitable for 
multicast network coding, where the keying material is initially computed and distributed by a trusted authority to the 
destinations and intermediate nodes. The proposed scheme allows not only destinations, but also intermediate nodes, to 
verify the integrity and origin of the packets received without having to decode, and thus detect and discard the 
malicious messages in transit that fail the verification. This way, the pollution is canceled out before reaching the 
destinations. Systems exploiting network coding to increase their throughput suffer greatly from pollution attacks, 
which consist of injecting malicious packets in the network. The proposed scheme is robust against pollution attacks 
from outsiders, as well as coalitions of malicious insider nodes, which have the ability to perform the integrity check, 
but instead get corrupted and use their knowledge to themselves attack the network. We analyze the performance of the 
scheme in terms of both throughput and good put. 
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1. Introduction 

Network coding was first introduced in as an innovative approach to characterize the rate region of 
multicast networks. Network coding offers various advantages not only for maximizing the usage of 
network resources, but also for robustness to network impairments and packet losses, even in dynamic 
networks. Various applications of network coding have therefore appeared, ranging from file download and 
content distribution in peer-to-peer networks to distributed file storage systems. While much of the 
literature on network coding discusses network capacity or throughput, it is also natural to wonder about 
the impact of network coding on network security. Pollution attacks, which consist of injecting malicious 
packets in the network, are, for example, more dangerous for the systems exploiting network coding than 
for those using traditional routing. Indeed, in this scenario, malicious packets may come from the 
modification of received packets by a malicious intermediate node or from the creation of bogus packets 
then injected in the network by an outside adversary. With no integrity check performed for packets in 
transit in the network, an honest intermediate node receiving a single malicious packet would perform the 
encoding of the malicious packet with other packets, resulting in multiple corrupted outgoing packets that 
are then forwarded on to the next nodes. The corrupted packets propagate then all through the network, 
which creates severe damages amplified by the network coding process. 
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2. Related Work 

2.1 Authentication Techniques 

One way to address the pollution attack problem is through authentication techniques. Packets in transit at 
the intermediate nodes should be authenticated before being encoded and forwarded to verify both their 
origin and their content. The goal is to achieve authentication even in the presence of both inside and 
outside attackers who can observe the messages flowing through the network and inject selected messages. 
The success of their attacks depends on their ability in sending a message that will be accepted as valid 
(i.e., impersonation attack) or in observing a message and then altering the message content (i.e., 
substitution attack) in such a way that intermediate nodes and destinations cannot detect it. 
Let us recall that authentication consists of the following properties, though we will focus here only on the 
first two: 
Data Integrity: Protecting the data from any modification by malicious entities. 
Data Origin Authentication: Validating the identity of the origin of the data. 
Non Repudiation: Guaranteeing that the origin of the data cannot deny having created and sent data. 
 
To satisfy these properties, messages at the source are appended either a digital signature, a message 
authentication code (MAC), or an authentication code (also called tag). There exist subtle differences 
among these techniques. First, MAC and authentication codes ensure data integrity and data origin 
authentication, while digital signatures also provide nonrepudiation. Second, MACs, authentication codes, 
and digital signatures should be differentiated depending on what type of security they achieve: 
computational security (i.e., vulnerable against an attacker that has unlimited computational resources) or 
unconditional security (i.e., robust against an attacker that has unlimited computational resources). MACs 
are proven to be computationally secure, while the security of authentication codes is unconditional. Digital 
signature schemes exist for both computational security and unconditional security. However, while 
computationally secure digital signatures can be verified by anyone with a public verification algorithm, the 
unconditionally secure digital signatures can only be verified by intended receivers as it is for MACs and 
authentication codes. 

2.2 Authentication Schemes 

Several authentication schemes have been recently proposed in the literature to detect polluted packets at 
intermediate nodes based on cryptographic functions with computational assumptions, detailed as follows. 
The scheme in for network-coded content distribution allows intermediate nodes to detect malicious 
packets injected in the network and to alert neighboring nodes when a malicious packet is detected. It uses 
a homomorphic hash function to generate hash values of the encoded blocks of data that are then sent to the 
intermediate nodes and destinations prior to the encoded data. The transmission of these hash values is 
performed over a pre-established secure channel. The signature scheme in is a homomorphic signature 
scheme based on Weil pairing over elliptic curves, while the one proposed in is a homomorphic signature 
scheme based on RSA. For both schemes, intermediate nodes can authenticate the packets in transit without 
decoding and generate a verifiable signature of the packet that they have just encoded without knowing the 
signer’s secret key. However, these schemes require one key pair for each file to be verified.  
The signature scheme proposed in uses a standard signature scheme based on the hardness of the discrete 
logarithm problem. The blocks of data are considered as vectors spanning a subspace. The signature is not 
performed on vectors containing data blocks, but on vectors orthogonal to all data vectors in the given 
subspace. The signature verification allows to check if the received vector belongs to the data subspace. 
The security of their scheme holds in that no adversary knowing a signature on a given subspace of data 
vectors is able to forge a valid signature for any vector not in this given subspace. This scheme also 
requires fresh keys for every file. 
The signature schemes given in follow the approach given in with improvements in terms of public key size 
and per packet overhead. The signature schemes proposed are designed to authenticate a linear subspace 
formed by the vectors containing data blocks. Signatures on a linear subspace are sufficient to authenticate 
all the vectors in this same subspace. With these schemes, a single public key can be used to verify multiple 
files. Existing network-error-correction schemes are inherently limited by the adversarial output min-cut, 
while a scheme that prevents pollution to propagate may be robust to large min-cut adversaries as long as 
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the network with the adversarial nodes removed still exhibits a large min-cut capacity. Finally, the most 
recent related works have been presented in, where a message authentication code has been proposed to 
provide integrity for network coding, and in, where a scheme to secure in particular XOR network coding 
against pollution attacks has been given. 
 
3. Implementation of Authentication Scheme 
 
The network coding scenario that we consider in this paper is a multicast setting, where one source wants to 
send a set of messages to T destinations. In order to propose a definition of network coding authentication 
scheme, let us first understand the main differences with respect to the classical multi receiver scenario. 
1) The source does not broadcast the same message on all its outgoing edges, but sends different linear 
combinations of the n messages X1…Xn , which means that the key used by the source to sign the messages 
will be used more than once, actually at least as many times as there are outgoing edges from the source. 
2) We are interested in a more general network scenario, where intermediate nodes play a role. In 
particular, it is relevant in the context of pollution attacks that not only destination nodes, but also 
intermediate nodes, may check the authenticity of the packets. We call such nodes in the network verifying 
nodes. This set may include part or all of the destination nodes D1…DT. This makes a big difference in 
network coding since while the destination nodes do have a transfer matrix to recover the message sent, this 
is not the case of regular intermediate nodes, which must perform the authentication check without being 
able a priori to decode.  

3.1 Authentication Tag Generation 

Let us assume that the source wants to send data messages s1,….,sn € Fq
l. The source computes the 

following polynomial in Fq
l [x]: 

 
The packets Xi to be actually sent by the source are of the form 

 
The tag is attached after the message, and one symbol Fq  in is added at the beginning, which will be used 
to keep track of the network coding coefficients. 

3.1.2 Verification and Correctness of the Authentication Tag 

In order to discuss the authentication check, let us recall what is the received vector y(Ri) € Fq
h(i)*N

 at a node 
Ri with h(i) incoming edges ei,1…,ei, h(i) when the source is sending xj=[1,sj,Asj(x)] € Fq

1+l+kl, j=1,…,n 
 

 
whose mth row, m=1,..h(i), given by 

 
Now Ri can compute the product of the received data on the mth edge by the private keys as follows: 

 
Similarly for key p2(xi) is given as follows: 

 
On the other hand for public keys, 
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TABLE-I 
Sizes For The Keys And Tags Of The Proposed (K,V,M) Scheme 

 
 
 
4. Performance Evaluation 
 
4.1 Efficiency of Authentication Scheme 
 

TABLE II 
Efficiency of The Proposed Scheme 

 

4.2 Key Distribution 

In the proposed scheme as in the scheme of the trusted authority is used in an initialization phase to 
compute and distribute the keying material to the source, the destinations, and a number of intermediate 
nodes in the network. The trusted authority in the proposed scheme could be implemented as a “key 
distribution server” that sends the keying material over secure channels to the source and the verifiers. A 
secure channel would have to be mutually authenticated, integrity-protected, and encrypted. A simple 
implementation could be to have the trusted authority share a secret key with each entity involved that 
would allow the trusted authority to authenticate a requesting entity as a source, or a verifier, and thus send 
the appropriate keying material in encrypted and integrity-protected form to the authenticated source or 
verifier. One could assume that the shared secret keys would be given securely to each entity when an 
entity signs up for a service that uses the proposed scheme. 
 
4.3 Parameters  

TABLE III 
Scheme Parameters for Distribution Of Files Of Variable Sizes 
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Fig. 1 Example of a network topology 

4.3.1 Throughput and Goodput 

 The throughput TP here is defined as the rate of non-corrupted messages. The Goodput GP is 
defined as the rate of the useful information received, i.e., excluding the overhead introduced by the 
proposed scheme. The proposed scheme augments a packet of size sent from the source by one symbol and 
an authentication tag of size kl. The impact of the authentication tag size is so significant that it is not 
necessary to include the one symbol for decoding purposes in the Goodput characterization. Thus, we have 

 
 It is worth repeating here that the scenario with a coalition of insiders which are supposed to guard 
the network against pollution attacks, but actually get corrupted and start attacking themselves—is a strong 
adversary model, and the above Goodput computation illustrates the price to pay in this case, namely the 
denominator increases linearly in the number of corrupted verifying nodes. One could use the scheme with 
the assumption that the verifying nodes are honest. 
 
5. Conclusion 

In this paper, we have proposed an unconditionally secure authentication scheme that provides multicast 
linear network coding with message integrity protection and source authentication. It offers protection in 
particular against pollution attacks since chosen intermediate nodes are actually able to verify the 
authentication tags of the packets received, despite being unable to decode the data, and thus to detect and 
discard the malicious packets that fail the verification. The performance analysis showed that our scheme 
has a significant communication cost that result in a Goodput and throughput, a high price to pay to tolerate 
inside attackers. Future work will involve optimization of the parameters involved in the authentication 
scheme for a more efficient solution. Another aspect to consider in the future is to offer more flexibility 
over the sender, as the scheme proposed here requires the sender to be designated. 
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