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Abstract  
 

Radio Resource management’s (RRM) purpose is to allocate physical radio resources when requested by the Radio 
Resource Control (RRC) layer.  Allocation is a reservation of proportion of the available radio resources according 
to the channel request from RRC layer for each radio connection. The brisk evolution of mobile technology and the 
augmentative user demand for highly developed mobile services leads the industry to develop more efficient 
network structures.  The  escalating  number  of  cellular  consumers  and  the  demand  for  broadband  mobile 
communications  (3rd     and  4th    generation)  intimidate  to  the  research of  innovative  methodologies  for the  
design  of  cellular networks and services. Simulation milieu more than ever offer the opportunity to develop and 
study with low  cost  new  structures  and  methods  for  the  implementation  of  new  services.  This  paper  
meticulously  reviews  centralized  and  distributed DCA schemes in terms of simulation characteristics and needs 
and proposes a comprehensive simulation system  incorporating  their  principles,  entities  and  concepts  involved.  
The  proposed  system  is  implemented  in  Matlab, NS2,  in  order  to create  a  high  performance  generic  
simulation  environment  with  the  future  capability  of  internetworking.  The  system  is  designed  with  the  goal  
to  be  efficient  in  simulating  large  scale    generic   cellular   telecommunication   systems. 
 
Keywords - Simulation milieu, RRM, RRC, cellular network, simulation model, channel allocation scheme 
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1.  INTRODUCTION: 
 

     Mobility is the most important feature of a wireless cellular communication system. Usually, continuous service is 
achieved by supporting handoff (or handover) from one cell to another.   
 
1.1 Radio resource management (RRM): 

 
     It is the system level control of co-channel interference and other radio transmission characteristics in wireless 
communication systems, for example cellular networks, wireless networks and broadcasting systems. RRM involves 
strategies and algorithms for controlling parameters such as transmit power, channel allocation, data rates, handover 
criteria, modulation scheme, error coding scheme, etc. The objective is to utilize the limited radio spectrum 
resources and radio network infrastructure as efficiently as possible. 
RRM concerns multi-user and multi-cell network capacity issues, rather than point-to-point channel capacity. 
Traditional telecommunications research and education often dwell upon channel coding and source coding with a 
single user in mind, although it may not be possible to achieve the maximum channel capacity when several users 
and adjacent base stations share the same frequency channel. Efficient dynamic RRM schemes may increase the 
system capacity in an order of magnitude, which often is considerably more than what is possible by introducing 
advanced channel coding and source coding schemes. RRM is especially important in systems limited by co-channel 
interference rather than by noise, for example cellular systems and broadcast networks homogeneously covering 
large areas, and wireless networks consisting of many adjacent access points that may reuse the same channel 
frequencies. RRM is classified into Static RRM [1] and Dynamic RRM [2]. Fixed Channel allocation (FCA) comes 
under [1] while Dynamic channel allocation (DCA) comes under [2]. Fig (2). 
 

 
 

Figure 1: Types of RRM 

2. Protocol Description: 

2.1. FCA: 
 In it each cell is given predetermined set of voice channel. Any call can only connect by an unused channel. If all 
the channel is occupied than call is blocked in this system. There are several variation in FCA. One of it is 
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borrowing strategy in which a cell can borrow channels from neighboring cell which is supervised by Mobile 
Switching Center (MSC). 
 
FCA  requires manual frequency planning, which is an arduous task in TDMA and FDMA based systems, since 
such systems are highly sensitive to co-channel interference from nearby cells that are reusing the same channel. 
Another drawback with TDMA and FDMA systems with FCA is that the number of channels in the cell remains 
constant irrespectively of the number of customers in that cell.  
 
2.2. DCA and DFS: 
 These are  more efficient way of channel allocation  in which voice channel are not allocated to cell permanently, 
instead for every call request base station request channel from MSC. The channel is allocated following an 
algorithm which accounts likelihood of future blocking within the cell. It requires the MSC to collect real time data 
on channel occupancy, traffic distribution and Radio Signal Strength Indications (RSSI). 
 
2.3. Dynamic Frequency Selection (DFS):  
In wireless networks with several adjacent non-centrally controlled access-points. DCA schemes are suggested for 
TDMA/FDMA based cellular systems such as GSM, but are currently not used in any products. DFS is supported by 
the novel IEEE 802.11h wireless local area network standard. 
DCA and DFS eliminate the tedious manual frequency planning work. DCA also handles bursty cell traffic and 
utilizes the cellular radio resources more efficiently. DCA allows the number of channels in a cell to vary with the 
traffic load, hence increasing channel capacity with little costs. 

3. RRM methods: 
3.1. Network based functions: 
 
Admission control (AC). 
Handles all new incoming traffic. Check whether new connection can be admitted to the system and generates 
parameters for it occurs when new connection is set up as well during handovers and bearer modification. 
 
Load control (LC). 
Manages situation when system load exceeds the threshold and some counter measures have to be 
taken to get system back to a feasible load. 
Packet scheduler (PS). 
Handles all non real time traffic, (packet data users). It decides when a packet transmission is initiated and the bit   
rate to be used. 
Resource Manager (RM). 
Controller over logical resources in BTS and RNC and reserves resources in terrestrial network. 
 
3.2. Connection based functions: 
 
Handover Control (HC). 
Handles and makes the handover decisions. 
Controls the active set of BS of MS. 
Power Control (PC). 
Maintains radio link quality. 
Minimize and control the power used in radio interface. 
3.3. WCDMA radio network control: 
In WCDMA QoS will be controlled by:  

• Radio Network Planning. (Network Parameters.)  
• Real time RRM (Radio Resource Management) operations in RNC BS.  
• Real time power control.  
• RRM functionality is a set of algorithms used for optimal utilization of air interface and HW   resources.  
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Fig 2.WCDMA Radio network control 
 
 
4 .GSM Radio Resource Management: 

 

 
GSM Radio Resource Management 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3: GSM Radio Resource Management 
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Mobility Management, Transmission Management, RRM and Channel Allocation, Communication Management 
etc. 
 
4.1. Traffic Model: 
 
For a mobile cellular radio system, it is important to establish a traffic model before analyzing the Performance of the 
system. Several traffic models have been established based on different assumptions about user mobility. In the 
following subsection, we briefly introduce these traffic models. One traffic model is discussed. 
 
Hong and Rappaport’s Traffic Model (Two-Dimensional): 
 
Hong and Rappaport propose a traffic model for a hexagonal cell (approximated by a circle) .They assume that the 
vehicles are spread evenly over the service area; thus, the location of a vehicle when a call is initiated by the user is 
uniformly distributed in the cell. They also assume that a vehicle initiating a call moves from the current location in 
any direction with equal probability and that this direction does not change while the vehicle remains in the cell. 

 
Figure 4: A generic traffic model for handoff 

 
5. The concept of cellular networks: 
 
The cellular principle divides the covered geographical area into a set of smaller service areas called cells. Each cell 
has a   base   station   and   a   number  of   mobile   terminals   (e.g. mobile phone, palms, laptops, or other mobile 
devices). The base   station   is   equipped   with   radio   transmission   and reception equipment.  The  mobile  
terminal  within  a  cell communicates  through  wireless  links  with  the  base  station associated  with  the  cell.  A 
number of  base  stations  are connected   to   the   Base   Station   Controller   (BSC)   via microwave   links   or   
dedicated   leased   lines.   The   BSC contains logic for radio resource management of  the base stations   under   its   
control.   It   is   also   responsible   for transferring   an   ongoing   call   from   one   base   station   to another as a 
mobile user moves from cell to cell. In order to establish a communication with a base  station,  a  mobile terminal 
must first obtain a channel from the base station. A channel consists of a pair of frequencies: one frequency (the 
forward   link/downlink)   for   transmission   from   the   base station to the mobile terminal, and another frequency 
(the reverse   link/uplink)   for   the   transmission   in   the   reverse direction.   An   allocated   channel   is   released   
under   two scenarios:  the user completes the call or the mobile user moves to another cell before the call is 
completed.  
 
5.1.The need of Simulation systems in cellular networks : 
 
The performance and the behavior of a real cellular network can be evaluated using simulation systems without the 
need to perform field experiments and develop prototypes. The simulation solutions give us the opportunity to 
develop custom   protocols,   channel   allocation   schemes,   network structures, etc, towards to a desired cellular 
network. Due   to   the   complexity   of   real   cellular   networks   the simulation software development strategy 
becomes  a  very important factor that influences the resulted network model. The  structure  of  the  simulation  
environment  affects  the performance  of  simulated  cellular  network  and  for  that reason  we  try  to  study  the  
design  and  the  development  of such system.      Communication system.     The   role of a channel        assignment  
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scheme is to allocate channels to cells or mobiles in such a way  as  to  minimize:  a)  the  probability  that  the  
incoming calls  are  dropped,  b)  the  probability  that  ongoing  calls  are dropped,    and    c)    the    probability    
that    the    carrier-to- interference  ratio  of  any  call  falls  below  a  prespecified value. In literature, many channel 
assignment schemes have  been   widely   investigated   with   a   goal   to   maximize   the frequency   reuse.   The   
channel   assignment   schemes   in general   can   be   classified   into   three   strategies:  
 

1. Fixed Channel    assignment    (FCA)     
2. Dynamic    Channel Assignment    (DCA)   
3. Hybrid    Channel Assignment  (HCA)   

 
In FCA,  a  set  of  channels  are permanently allocated to each cell based on a pre-estimated traffic  

 intensity.  In DCA, there  is  no  permanent  allocation of  channels  to  cells.  Rather,  the  entire  set  of  available 
channels  is  accessible  to  all  the  cells,  and  the  channels  are assigned  on  a  call-by-call  basis  in  a  dynamic  
manner.  One of   the   objectives   in   DCA   is   to   develop   a   channel assignment strategy, which  minimizes 
the  total  number  of  blocked calls. The FCA scheme is simple but does not adapt to    changing    traffic   
conditions    and    user    distribution. Moreover,  the  frequency  planning  becomes   more     difficult in a 
microcellular environment as it is based on the accurate knowledge   of   traffic   and   interference   conditions.   
These deficiencies are overcome by DCA  but  FCA  outperforms most known DCA schemes under heavy load 
conditions .To  overcome  the  drawbacks  of  FCA  and  DCA,  HCA  was proposed,  which  combines  the  features 
of  both  FCA  and  DCA  techniques.  DCA schemes can  be implemented as centralized or distributed. In the 
centralized approach all    requests    for    channel    allocation    are forwarded to a channel controller that has 
access to system wide channel usage information. The central controller then assigns   the   channel   by   
maintaining   the   required   signal quality.  I  distributed  DCA  ,the  decision  regarding  the channel  acquisition  
and  release  is  taken  by  the  concerned base   station   on   the   basis   of   the   information   from   the  
surrounding cells. As the decision is not based on the global status   of   the   network,   it   can   achieve   only   
suboptimal allocation compared to the centralized DCA and may cause forced termination of ongoing calls. Many   
channel   allocation   schemes   have   been   proposed. There are many variations of the FCA, DCA and HCA 
schemes.  
 
5.2 .FCA variations: 
 
Channel borrowing and non borrowing schemes: 
 
In channel borrowing schemes [3], a  cell  can  borrow  a channel   from   an   adjacent   cell   only   if   there   is   no   
free channel   in   initial   cell.   After   the   use   of   the   borrowed channel,   the   channel   returns   to   its   initial   
cell.   Known schemes  in  channel  borrowing  category  [3]  are  the  Simple borrowing   (SB),   Borrow   from   the   
Richest   (BFR)   and Borrow  First  Available  (BFA)  scheme.  In  SB,  after  the initial  channel  assignment  in  
each  cell  if  there  is  no  free channel for a new call, the needed channel can be borrowed from a neighboring cell. 
In the case of the BFR scheme, the available channel is borrowed from a neighboring cell that holds the greatest 
number of free channels (for borrowing) compared    to    other    neighboring    cells.    Without    any optimization 
when borrowing, BFA scheme is the simplest because   the   borrowing   is   based   on   the   first   available channel  
When   the   cell   channels   are   divided   in   two   groups   - standard  channels  and  borrowable  channels  -  we  
have  the Simple  Complex  Channel  Borrowing  Scheme  (SCCB).  In Borrowing with Channel Ordering (BCO)  
we  use  channel priorities   to   define   the   borrowing   order.   Other   FCA variations     are     sharing     with     
Bias     (SHB),     channel Assignment with Borrowing and Reassignment (CABR), and     Ordered     Dynamic     
Channel     Assignment     with Rearrangement (ODCA) [8]. Non   borrowing   schemes   are   mostly   based   on   
hand-of strategies where an available channel is difficult to locate.  
 
5.3.DCA variations : 
 
As   we   mentioned   before,   centralized   and   distributed versions are the main variations of the DCA scheme.  
 
5.4. Centralized DCA schemes : 
 
The First Available (FA) is the simplest method where the first available channel within the reuse distance 
encountered during a channel search is assigned to the new call. Future blocking   probability   is   a   very   
important   factor   for   the channel    selection    in    a    new    call.    Locally    Optimized Dynamic Assignment 
(LODA) examines this probability in order to assign a new channel.  The  Mean  Square  (MSQ) scheme  selects  an  
available  channel  that  minimizes  the MSQ between cells that use the same channel.  
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5.5. Distributed DCA schemes: 
 
The distributed DCA schemes are  based  on  signal  quality computations around the initiated calls. More precisely, 
are based on co-channel distance, signal strength measurement and  signal  to  noise  interference  ratio.  Locally  
Optimized Least Interference DCA algorithm (LOLIA) [6] is a known variation  and  computes  the  interference  
among  users  that use  the  same  channel  and  examines  the  signal  quality  in comparison with a defined 
threshold. One   of   the   most   important   characteristic   of   a   cellular network   is   that   a   certain   number   of   
calls   will   fail   to establish an initial connection.    
 
 
5.6. User characteristics: 
 
User  attributes  including  connection status, current position, call holding time, allocated channel, communication    
signal     strength     and     interference     (if necessary), etc. Network parameters - Cells number, channels per cell, 
cell positions, base station positions, etc. Traffic and QoS - new call arrival schemes, user movement profile, call 
dropping conditions, hand-of conditions, etc. Channel allocation schemes -  channel  allocation strategy according    
to    network    conditions,    congestions    cases, resources limitations, etc. Our simulation system  consists  of  one  
main  module  -  the simulation   module,   and   nine   additional   modules.    
 
5.7. DCA schemes that are used in our simulation system : 
 
In  distributed  DCA,  the  call  management  is  based  on  the desired  Carrier  to  noise  interference  C/(N+I)  
ratio.  For  the centralized   DCA   scheme   the   first   available   channel   is allocated  to  the  new  user  in  the  
cell  only  if  the  channel  is not used in any other adjacent cell.  
 
5.8. The network structure: 
The  cellular  network  consists  of  19  cells  and  each  of  the cells  includes  a  base  station  in  the  center  
position  (fig2). Around the 19 cells there are some copied cells (from real cells) in order to generate the expected 
behavior when users exist in boundary cells (1 to 19).  
 
5.9. The network structure: 
The  cellular  network  consists  of  19  cells  and  each  of  the cells  includes  a  base  station  in  the  center  position  (fig.1). 
Around the 19 cells there are some copied cells (from real cells) in order to generate the expected behavior when users exist in 
boundary cells (1 to 19) 
 

 
 
 

Figure 5 - structure of cellular network model 
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Each cell is divided in a mesh of spots where the users may exist  from  the  beginning  of  the  call  or  due  to  
hand-off situation. The number of spots per cell mesh can be defined from the simulation configuration. The basic 
parameter for the mesh construction is the fineness which means the distance between the spots (fig.2)  

 

 
 

Figure 6- cell mesh (possible user positions in a cell) 
 

 
According to user conditions, the simulation program saves the  relevant  information  in  the  user  attribute  table.  
These attributes summarize the user conditions  and  updated  in every user new state (Table 1).  
 

Table 1 - user attributes 
 

User attribute 
 

Description 
 

X position Current X position in the network 

Y position Current Y position in the network 

Connection status 0=no connected, 1=connected 

Allocated channel Call termination time (sec) 

Path loss Allocated channel (if 
connected) 

 

Current X position in 
the 

Path loss of the user (if 
connected) 

 
                                      
6. Conclusions:  
 
In this paper, survey of RRM in Cellular Mobile Communication is done. Of course cellular network simulation is a 
very complicated procedure. From the point of view of network designer  the  development  and  research  of  
various  channel allocation  schemes  must  be  faced  from  the  lowest  starting point.  The type and  the  number  
of  parameters  that  the designer should take in consideration depend on the type of the network and the focused 
procedure inside  the network.  A deeper research requires full customizable software with high level of adaptation 
in real network specifications and behavior. Our future goal is to develop a software tool for simulation of  large  
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scale  generic  cellular  networks  in  order  to  extract clear  and  reliable  conclusions.  With the internetworking 
capability of Matlab and NS2 language, our simulation environment will be used for educational purposes too. In   
order   to   develop   an   efficient   and   useful   simulation environment    we    have    to    study    the    evolution,    
and  also  the  algorithm  schemes  that  must  used  like  multithreading for the user and network model, etc.  
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Abstract 

Weight Based string matching is a new practice for matching exact strings in a large database. There are a number of 
applications where we match two exact strings but have to traverse whole database. There are a huge number of 
algorithms for matching two strings but weight based string matching algorithm is designed for large databases 
where number of misses are greater. This algorithm supports early exit in case of mismatch and save lot of precious 
time. By implementing this design applications can save time which was wasted in traversing complete string each 
time.  
 

Keywords: String Matching, Exact String Matching, Weight Base String Matching, Early exit, Augmented linked 
list, Data Structures 
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1. Introduction 
String matching is hot topic from very beginning of computer science. It is a challenge for all community of 
scientists to devise more efficient and faster algorithm ever. A number of business tycoons like GOOGLE, YAHOO, 
AOL and many more are only dependant on their efficient string matching algorithms. All databases and even 
operating systems also have their own string matching techniques. There are two main challenges before any string 
matching technique (a. time complexity, (b. space complexity. Time complexity always matters but in case of large 
database space complexity plays an important role. Sometimes even a fast and space efficient algorithm performs 
poor when there are a huge number of mismatches in a large database. Take an example of a large table of 1 million 
records and we have to search a name then if our Algorithm is traversing complete string each time then it will take 
a large time and performance of system will be degraded. Weight Based String matching algorithm plays a key role 
in such a situation as it has the property of early exit in case of mismatch. Weight Based approach doesn’t traverse 
complete string if there is a mismatch and in worst case it will exit from loop in log(n) time. This feature empowers 
this approach a lot. 
 
2. Literature Review 
There is a lot of work has been done in the field of string matching. We have reviewed a number of good journals in 
string matching and substring matching. All algorithms work for string match. Those algorithms are working by 
searching the exact match or match up to some extent. We also review some GA’s for string matching which are 
used in D.N.A. testing. There is a relatively new method by using ART network for string matching. 
For the purpose of our application we have studied data structures. We studied graphs and trees too then the linked 
list has benn selected for the purpose. Some data structure are not efficient in space complexity and some take long 
time. 
Researchers are working on substring matching which is back bone of search engines. But we are working on string 
mismatch and early exit. 
 
2.1. Data Structure: 
In computer science, a data structure is a particular way of storing and organizing data in a computer so that it can be 
used efficiently. 
Different kinds of data structures are suited to different kinds of applications, and some are highly specialized to 
specific tasks. For example, B-trees are particularly well-suited for implementation of databases, while compiler 
implementations usually use hash tables to look up identifiers. 
Data structures are used in almost every program or software system. Specific data structures are essential 
ingredients of many efficient algorithms, and make possible the management of huge amounts of data, such as large 
databases and internet indexing services. Some formal design methods and programming languages emphasize data 
structures, rather than algorithms, as the key organizing factor in software design.  
ref:http://en.wikipedia.org/wiki/Data_structure 
 
2.2. Linked List: 
In computer science, a linked list is a data structure that consists of a sequence of data records such that in each 
record there is a field that contains a reference (i.e., a link) to the next record in the sequence. 
 
 
 
 
 
                                                                                  Fig.1 
As shown in above fig.1, any linked list has two fields, one for data elements and second one contains the address of 
second node. Address field of last node contains null. 
 
 3. Weighted Approach: 
3.1. Augmented data structure: 

a b c d e             / 
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If we add some extra fields to any data structure according to our need then that data structure is called augmented 
data structure. 
3.2. Weighted linked list: 
Weighted linked list is an augmented linked list which we will use in our weight based string matching algorithm. In 
this new data structure we have added two extra fields: 
1. Weight field: for containing weight for each character value. 
2. Cumulative Weight: for containing weight of that character summed up by weight of all next nodes till the last 
node.   
The structure of weighted linked list is: 
 
 
 
 
 
 
 
 
 
 
 
                                                         Fig.2 
 
The abbreviated terms are as follows: 
Wn:  weight for any character ‘n’, any globalized weight can be taken here (for example ASCII value of characters). 
Cwn: Cumulative weight for complete string after that node in character ‘n’ resides. 
Above method is for populating any weighted linked list with any string. 
 
3.3. Dividing weighted linked list and weighing it again: 
Find the length of string or linked list and divide it by two. 
The divide step follow the rule divide by 2, hence if linked list have odd number of nodes then second part of linked 
list will contain one extra node than first part. 
Now we will discuss the next step of algorithm. In this step we will divide linked list and make it weighed again. 

 
 

Fig.3 
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We      CWe 
e 

Wz     CWz 
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Wf      CWf 
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Wx     CWx 
x 
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+Wz 
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As shown in figure in divide and weighing step we divide weighted linked list by 2 and subtract the cumulative 
weight of first node of second part from cumulative weight of every node of first part(process is shown in fig.3). 
The process can be shown in following steps: 
Now new cumulative weights 
Cwx = Cwx – Cwz 
Cwy = Cwy – Cwz 
Cwa = Cwa – Cwz 
And cumulative weights of second part will remain same. 
In formula: 
If after dividing any linked list, the first node of second part is ‘r’, 
then cumulative weight of any ‘n’ node in first string : 
Cwn = Cwn – Cwr 
This divide process will be continues until either process exited or there is only single node left. This divide rule will 
be applied both sides simultaneously. 
Step by Step process: 
Step-1:  
Match the length of both input strings. 
If match 
 go to step-2 
Else 
Return mismatch and go to end 
Step-2: 
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Match the cumulative weights for first elements in both strings. 
If match 
Go to step-4 
Else 
Return mismatch and go to end 
Step-4: 
If  this matched node is single node 
Return match and go to end 
Else go to step-5 
Step-5: 
Apply dividing and weighing process to linked list and pass first part of first string and first part of second 
string(respective second parts too) as input again in step-1. 
End 
This process is a recursive process, which runs unless either a single element encountered or a mismatch. 
 
4. Conclusion and Future Research: 
 
As far as the conclusion concern, our application is working quite well if we have a large database where every case 
is mismatch except one perfect match. The property of early exit is quite interesting where the length of strings is 
larger and equal in size. But this algorithm has some limitation as it can only be used where we are looking for exact 
string match. This approach is not suitable for substring matching.  
This can be prove a noble approach for searching name in a large database of names, or any other parameter where 
exact match is needed. 
This approach also has one more quality that it is not bounded with character (alphabet or alphanumeric). It can be 
used with same efficiency on any dataset of characters. 
 
4.1. Performance: 
As far as we concern about complexity of this algorithm, it runs in O(nlogn) time in worst case. 
A match is the worst case for this algorithm that’s why it is useful where only a single match occurred in a large 
database. 
We can describe O(nlogn): 
In worst case complete string is traverse logn times hence complexity of algorithm is O(nlogn). 
4.2. Future enhancements: 
For future enhancements we can plot both strings on a two dimensional scalar graph and by matching those graphs 
we can even match substring of any string by using same weighing process. 
Another enhancement can be implemented by using B+ tree instead of using augmented linked list. Both process are 
under process and hopefully come out with positive results soon.  
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Abstract 

 
Radio Frequency Micro Electro Mechanical Systems ( RF MEMS) based switches play a key role in the field 

of microwave switching. RF MEMS switch is one of MEMS areas which creates devices that have great potential to 
improve the performance of communication circuits and systems and enables the realization of micro size 
mechanical switches embedded in electronics devices. Traits like low loss performance, zero power consumption 
and very low inter modulation distortion have made these switches well suitable for high performance microwave 
and milli meter wave circuits. 

Artificial Neural networks (ANNs) have now a days become efficient alternatives to conventional methods 
such as numerical modeling methods which could be computationally expensive, or analytical methods which could 
be difficult to obtain for new devices, or empirical models whose range and accuracy could be limited. ANNs have 
also been used for solving a wide variety of RF and Microwave Computer Aided Design (CAD) problems. 

 Analysis and design of a capacitive membrane shunt switch has been presented in this paper using ANN 
forward and inverse models. For the analysis, a simple Artificial Neural Network (ANN) forward model is used 
where the inputs are geometrical parameters and the outputs are electrical parameters and for the design an Inverse 
model is used where the inputs are electrical parameters and the outputs are geometrical parameters. Training of 
neural network using inverse model may become difficult due to the non uniqueness of the input and output 
relationship in the model. This problem is solved by detecting multi valued solutions in the training data. The data 
containing multivalued solutions are divided into groups according to derivative information using a neural network 
forward model such that individual groups do not have the problem of multivalued solutions. Multiple inverse and 
forward models are built based on the divided data and are then combined to form a complete model. This Paper 
also presents a comparison of direct inverse model and the proposed Inverse model.   

  
Keywords: RFMEMS, ANNs, Training Algorithms, forward and inverse models. 
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1. Introduction 
As early as 1979 [1], micro electro mechanical switches (MEMS) have been used to switch low frequency 

electrical signals. Since then, switch designs have utilized cantilever [2], rotary [3] and membrane [4] topologies to 
achieve good performance at RF and microwave frequencies. Because of their low loss, low power consumption and 
lack of inter modulation distortion, RF MEMS switches are an attractive alternative to traditional FET or p-i-n diode 
switches in applications where microsecond switching speed is sufficient. Capacitive membrane switches have 
shown excellent performance through 40GHz [4] and significant work has been demonstrated for the reliability of 
these switches [5]. 

RF MEMS is one of the MEMS technology areas that have very high demanding applications particularly in 
wireless and satellite communication systems. MEMS technology enables the realization of RF passive components 
with the benefits of low loss, small size, low power consumption, high quality factors, high tunable characteristics 
and high linearity compared with conventional semiconductor based passive. An RF MEMS device includes a 
MEMS variable capacitor, MEMS tunable inductors, phase shifters, resonators and RF MEMS switches. The most 
widely investigated RF MEMS device is the electrostatic switch, consisting of a thin metallic cantilever, air bridge, 
diaphragm, or some other structure that when pulled down to a bottom electrode shorts, opens or loads an RF 
transmission line. 

A coplanar waveguide (CPW) capacitive membrane shunt switch [6] is schematically illustrated in Figure1. 
The switch consists of a thin metallic membrane, suspended across the CPW center strip conductor. The membrane 
is supported at either ends by metal posts attached to the CPW ground planes. The thickness, width, and length of 
the membrane are denoted as tm, Wm, and Lm, respectively. In such an arrangement the membrane and the CPW 
center strip conductor behave as the top and bottom electrodes, respectively, of a parallel-plate capacitor. Since the 
membrane is free to move, the parallel-plate capacitance can be increased by decreasing the distance of separation. 
This is done by applying a dc voltage between the membrane and the center strip. The dc potential sets up an 
electrostatic force of attraction that pulls the membrane toward the center strip, thereby decreasing the distance of 
separation and increasing the capacitance. A dielectric film deposited over the bottom electrode prevents stiction 
when the metal surfaces come in contact. 

 

 
 

Figure 1: Schematic of a shunt micro electro mechanical systems (MEMS) capacitive switch using a bowtie shaped metal 
membrane in a coplanar waveguide (CPW) environment. 

1.1.1OFF and ON Capacitances 
The cross section of the switch when it is OFF, that is, when the membrane is in the up position, is shown in 

Figure 2(a). The OFF capacitance of the switch is given by [7]. 
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where 
A - Overlap area between the membrane  and the bottom electrode 
ha - height of the air gap between the  membrane and the dielectric layer 
td - thickness of the dielectric film 
εrd - dielectric constant of the film 
When the switch is ON, the membrane is in the down position as shown in Figure.2(b). The ON capacitance of 

the switch is given by [7] 
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Figure 2: Cross section of the switch: (a) Switch is OFF when the membrane is up; (b) switch is ON when the membrane is 

down. 
1.1.2 Pull down Voltage 

To obtain an expression for the pull down voltage, the MEMS switch discussed in Section 1.1 is represented by 
a simple lumped model. The model [8] consists of a parallel-plate capacitor with a fixed lower plate and a movable 
upper plate, which is attached to a linear spring as shown in Figure.3. The stiffness constant of the spring is K, the dc 
potential across the capacitor is V, and the gap between the capacitor plates is ha. This model has single degree of 
freedom, that is, the gap between the movable and the fixed plates of the capacitor. The electrostatic force between 
the parallel plates of the capacitor when a voltage V is applied is given by [9]  

( )
2

0
2

2
m

electrostatic

a

SW V
F

h

ε=
− ∆

   Newtons  (3) 

where 
S - CPW center strip conductor width 
Wm - membrane width 
∆-deflection of the plate 

 
Figure 3: A simple lumped capacitor-spring model for the membrane switch. 

 
The restoring spring force of the beam is given by [9]  

SpringF K= ∆ Newtons   (4) 

Since the system is in equilibrium, we can equate the electrostatic force between the parallel plates to the 
restoring spring force of the membrane 
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Solving for the voltage, we have 

( )
0
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m

K
V h

SWε
∆= − ∆  Volts  (6) 

A generic plot of the voltage V as a function of the deflection [9] is shown in Figure 4. The figure shows that 
for deflection from zero to one-third of the initial gap height, ha/3, the voltage required to hold the membrane in its 
deflected position increases monotonically with the deflection ∆. Further increases in deflection of the membrane 
result in the deflected position requiring a monotonically decreasing voltage to hold the beam. Therefore the system 
is unstable, and the membrane snaps down to turn ON the switch. This critical voltage is the pull down voltage. 
Substituting for ∆ =ha/3 in Eq. (6) and simplifying obtains 
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Figure 4: The characteristic relationship between the applied voltage and the percentage of gap closure.(From Reference [9]) 

The spring constant K is given by [8] 
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where 
E -Young’s modulus of the membrane material 
σ -internal residual tensile stress in the membrane 
ν -Poison’s ratio for the membrane material 
tm - membrane thickness 
Lm  - membrane length. 
1.2Artificial Neural Networks  

Artificial Neural Networks (ANNs) are information processing systems with their design inspired by the 
studies of the ability of the human brain to learn from observations and to generalize by abstraction [10, 11]. The 
fact that neural networks can be trained to learn any arbitrary nonlinear input–output relationships from 
corresponding data has resulted in their use in a number of areas such as pattern recognition, speech processing, 
control, biomedical engineering etc. ANNs can also be applied to RF and microwave Computer-Aided Design 
(CAD) problems as well. A neural network model for microwave device/circuit can be developed from 
measured/simulated microwave data, through a process called training after ANN architecture is set up. Once the 
ANN model is fully developed, the computation time is usually negligible and much faster than any single full-wave 
EM simulator. Though a considerable effort is required in developing an ANN model, it is worthy doing so if 
repeated design analysis and optimization is required.  
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Neural-network techniques have been used for modeling wide variety of microwave applications such as 
embedded passives [12], transmission-line components [13]–[15], vias [16], bends [17], coplanar waveguide (CPW) 
components [18], spiral inductors [19], FETs [20, 21], amplifiers [22], [23], etc. An increased number of 
RF/microwave engineers and researchers have started taking serious interest in this emerging technology. 

This paper presents the design and analysis of Capacitive Membrane Shunt Switch and also proposes an 
Artificial Neural Network model to determine the  Pull down Voltage of the Capacitive Membrane Shunt Switch for 
various deflections(∆). Performance of the proposed model is evaluated in terms of average and maximum estimated 
errors using different Neural Network training algorithms. Comparison of the results of the proposed model with 
that of EM simulated results has also been presented.  

The remainder of the paper is organized as follows: Section 2 focuses on ANN model for the analysis of 
Capacitive Membrane Shunt Switch. Section 3 discusses the ANN model for the design of Capacitive Membrane 
Shunt Switch. Section 4 explains proposed ANN Model for the design of Capacitive Membrane Shunt Switch. 
Finally, Section 5 summarizes the presented research work. 

 
2. ANN model for the analysis of Capacitive Membrane Shunt Switch (Forward Model) 

ANN represents a promising modeling technique, especially for data sets having non-linear relationships that 
are frequently encountered in engineering [24-30]. In the course of developing an ANN model, the architecture of 
ANN and the learning algorithm are the two most important factors [31]. ANNs have many structures and 
architectures [32].The class of ANN and/or architecture selected for a particular model implementation depends on 
the problem to be solved. In this paper, the multilayered perceptron (MLP) neural network architecture is used in 
calculating the Pull down Voltage of membrane switch. MLPs have a simple layer structure in which successive 
layers of neurons are fully interconnected, with connection weights controlling the strength of the connections. The 
MLP comprises an input layer, an output layer, and a number of hidden layers. MLPs can be trained using many 
different learning algorithms. 

A simple and accurate neural model is proposed for calculating the Pull down Voltage of membrane switch as 
shown in Figure 5.  

ANN models are a kind of black box models, whose accuracy depends on the data presented to it during 
training. A good collection of the training data, i.e., data which is well-distributed, sufficient, and accurately 
simulated, is the basic requirement to obtain an accurate model. For microwave applications, there are two types of 
data generators, namely measurement and simulation. 

The data sets used in this paper were obtained from the simulation software and contain 5000 samples. The 
training data sets used here are software simulated and contain 3500 samples. The NN’s are trained with a learning 
rate of 0.1 for 1000 epochs. The aim of the training process is to minimize the training error between the target 
output and the actual output of the ANN. Selection of training parameters and the entire training process mostly 
depend on experience besides the type of problem at hand. After several trials, it was found in this paper that three 
layered network achieved the task in high accuracy. The most suitable network configuration found was 1: 5 : 1  for 
the analysis Membrane Switch. Proposed simple and accurate neural model for the  analysis is trained with nine  
learning algorithms namely, Back Propagation (BP), Sparse Training (ST) , Conjugate Gradient (CG), Adaptive 
Back Propagation (ABP), Quasi-Newton MLP (QN-MLP), Quasi-Newton(QN), Huber-Quasi-Newton (HQN), Auto 
Pilot (MLP3)  and Simplex Method (SM) [24,25]. For validation, the neural models results have been compared 
with the EM simulated results. 

The training and test results obtained from the forward neural models are given in Table 1 from which it is 
clear that the results of the neural models trained by the Quasi Newton and Simplex method algorithms are better 
than those of the neural models trained by other algorithms for the forward model .In order to validate the neural 
model for the analysis of Membrane Switch, comprehensive comparisons have been made. In these comparisons, the 
results obtained from the neural model trained by Quasi Newton algorithm for the forward model are compared with 
EM Simulated results and are presented graphically(Fig: 6).  
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Figure 5:  Neural model for calculating Pull down Voltage of a membrane switch (Forward Model) 

 
Table 1: Training and test results for Pull down Voltage of a membrane switch of Forward model  

Learning Algorithms  Training Error 
BP (MLP3) 0.01195327 
ST 0.0856262 
CG 0.0100046 
ABP 0.00344759 
 QN (MLP) 0.001206513 
QN 0.00120633 
HQN 0.00120633 
Auto Pilot (MLP3) 0.0012063355 
SM 0.00120635 

 
 

Testing  
 
Learning 
Algorithms 
  

Avg. 
Error 

Worst 
Case 
Error 

Correlation 
Coefficient 

BP (MLP3) 1.20946 6.2061 0.99980193 

ST 1.20946 6.2061 0.99980193 

CG 0.98132 3.9584 0.99987662 

ABP 0.31721 5.4411 0.99998550 

QN (MLP) 0.12634 8.3660 0.99999225 

QN 0.12634 8.3660 0.99999225 

HQN 0.12634 8.3660 0.99999225 

Auto Pilot 0.12635 8.3661 0.99999225 

SM 0.12635 8.3661 0.99999225 
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Figure 6: Comparison of Gap Closure Vs Pull Down Voltage obtained using the simulated results, with that of the forward 

model of a membrane switch. 

3. ANN model for the design of Capacitive Membrane Shunt Switch (Direct Inverse   
    Model) 

The neural model shown in figure 7 computes the Gap Closure for a given Pull Down Voltage and this model is 
known as Direct Inverse model where the inputs are electrical parameters and the outputs are geometrical 
parameters. 

The most suitable network configuration found was 1: 5: 1 for the Design of Membrane Switch. The neural 
model for the  design of Membrane Switch using direct inverse model is trained with nine  learning algorithms 
namely, Back Propagation (BP), Sparse Training (ST) , Conjugate Gradient (CG), Adaptive Back Propagation 
(ABP), Quasi-Newton MLP (QN-MLP), Quasi-Newton(QN), Huber-Quasi-Newton (HQN), Auto Pilot (MLP3)  and 
Simplex Method (SM) [24,25]. For validation, the neural models results have been compared with the EM simulated 
results. 

The training and test results obtained from the neural model are given in Table 2 from which it is clear that the 
results of the neural model trained by the Huber Quasi Newton and Autopilot algorithms are found to be better for 
the direct Inverse model.  

In order to validate the neural model for the design of Membrane Switch, comprehensive comparisons have 
been made. In these comparisons, the results obtained from the neural models trained by HQN for direct reverse 
model are compared with EM simulated results and are presented graphically (Fig:8).   
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Figure 7: Neural model for Calculating Gap Closure of a membrane switch (Direct Inverse Model) 

 
Table 2: Training and test results for Gap Closure of a membrane switch of Neural Direct Inverse Model 

 
Learning Algorithms  Training Error 
BP (MLP3) 0.182164 
ST 0.184149 
CG  0.182403 
ABP 0.182325 
QN (MLP) 0.1823048 
QN 0.182305 
HQN 0.157647 
Auto Pilot (MLP3) 0.15764695 
SM  0.182705 

 
Testing  

 
Learning 
Algorithms 
  

Avg. 
Error 

Worst 
Case 
Error 

Correlation 
Coefficient 

BP (MLP3) 17.6176 95.856 0.92199700 

ST 17.4571 96.327 0.92151030 

CG 17.6268 97.270 0.92206395 

ABP 17.6268 97.270 0.92206395 

QN (MLP) 17.6238 101.89 0.92181903 

QN 17.6238 101.89 0.92181903 

HQN 15.2401 109.82 0.92146230 

Auto Pilot 15.2401 109.82 0.92146230 

SM 17.6960 94.292 0.92178166 
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Figure 8: Comparison of Voltage Vs Gap Closure obtained using the simulated results, with  that of the neural model (Direct 

Inverse) of a membrane switch. 
 
4. Proposed ANN Model for the Design of Capacitive Membrane Shunt Switch 

As shown in figure 8 the graph obtained by direct inverse model is not same as that of the simulated results. 
When the original forward IO relationship is not monotonic, the non uniqueness becomes an inherent problem in the 
inverse model. In order to solve this problem, we start by addressing multivalued solutions in training data [33]. If 
two different input values in the forward model lead to the same value of output, then a contradiction arises in the 
training data of the inverse model because the single input value in the inverse model has two different output 
values. Since we cannot train the neural network inverse model to match two different output values simultaneously, 
the training error cannot be reduced to a small value. As a result, the trained inverse model will not be accurate.  

For this reason, it is important to detect the existence of multivalued solutions, which creates contradictions in 
training data. Detection of multivalued solutions would have been straight forward if the training data were 
generated by deliberately choosing different geometrical dimensions such that they lead to the same electrical value. 
However, in practice, the training data are not sampled at exactly those locations. Therefore, we need to develop 
numerical criteria to detect the existence of multivalued solutions. 

If the overall problem is simple, the methodology will end with a simple inverse model directly trained with all 
data. In complicated cases, the methodology uses a derivative division and sub-model combining method to increase 
model accuracy. This approach increases the overall efficiency of modeling.  

The algorithm increases efficiency by choosing the right techniques in the right order. For simple problems, the 
algorithm stops immediately after the direct inverse modeling technique. Figure 9 shows the proposed inverse model 
of a membrane switch 
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Figure. 9. Diagram of inverse model 

By using the above model the input and output values are represented graphically as shown in figure 10. 

 
Figure 10. Comparison of Voltage Vs Gap Closure obtained using the simulated results, with  that of the neural model (Proposed  

Inverse Model) of a membrane switch. 
 

5. Conclusion 
Accurate and simple neural models are presented to compute the Pull down Voltage and Gap closure of 

Membrane Switch using forward, direct Inverse and proposed Inverse Models. It is shown that Quasi Newton 
algorithm and Autopilot algorithm are found to be providing better accuracy  and suitable for forward modeling of a 
Membrane switch  and Huber Quasi Newton Algorithm is giving better results for direct inverse Model. It has been 
observed from figures 8 and 10; the proposed Inverse Model is giving better results when compared with the direct 
inverse model. 
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Abstract 

Priority Queuing (PQ) algorithm is a more popular technique which used in the VoIP network to reduce delays. In 
the PQ algorithm there are four buffering packet are low, normal, medium and high. The buffering packet in PQ 
algorithm is greedy.  However, fourth the buffering is not optimal used. It is caused by PQ algorithm is based on the 
priority, whereas this buffering just always serviced is highest priority. While under priority are rarely or never 
serviced will cause other buffering rarely used. While SPBA algorithm is architecture easiest and it does not need 
any resource reservation or threshold dropping, but only makes use of priority scheduling. On the SPBA algorithm, 
where incoming packets are placed into the two priority traffic classes is high class and low class. On the SPBA 
algorithm is there are not available reservation sources to save the remaining packets when the explosion (burst) 
traffic occurred, which could impact to packet drop and packet loss. Then, with the efficiency of PQ buffering 
algorithm, can provide greater impact to reduce delays. This paper showed a new buffer design to simplify two 
concepts buffer in the PQ algorithm and SPBA algorithm. In the new buffering algorithm, simplify four buffering 
into three packets (High, Medium and Low) is proposed. In the new buffering algorithm able to handle, solve 
problems and weaknesses of both algorithms. The new buffering design is expected to provide a better solution for 
the packet buffering. In the new buffering algorithm, greedy packet buffering does not occur as the PQ algorithm 
and then discard packets, dropped packets, and packet loss does not happen again like as occurred in the SPBA 
algorithm.  

Keywords: QoS, VoIP, Fuzzy logic, and Delay  
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1. INTRODUCTION 
This paper is to be continued several journals and conferences. The journal has been written and published 

previously in [9] , Telkomnika journal [11] and AES proceeding seminar [9]. This paper is focus on new buffering 
design based on PQ and SPBA algorithm. We showed a new buffering design to simplifying of buffering in PQ and 
SPBA algorithm. 

Some queue scheduling algorithm is also introduced in VoIP network as First In First Out / First Come First 
Serve (FIFO / FCFS), Priority Queuing (PQ), Fair Queuing (FQ), and Round Robin (RR) ([1]and [2]) 

 

 
Figure 1: Priority Queuing (PQ) schematic diagrams. 

Figure 1 shows that, PQ classifies packets according to certain criteria in the IP network. PQ classifies packets to up 
to four classes; each associated with one of four priority queues, and gives each class an appropriate packet queue. 
Fourth priority queue is high, medium, normal, and low queues in order of priority. Naturally high queue for critical 
packets, medium queues are assigned to less-critical packets, the normal queue is for general packets, and low queue 
is for non-essential packet.  

Different priorities of data traffic queues in the network as shown in Figure 2 where voice is the highest priority, 
video is medium priority and data is normal priority. As the VoIP network, voice must be first serviced before the 
video and data. 

 

Figure 2: Generic PQ Scheduling algorithms (Source: Kampong J. Mabe, (2005) 

Priority Queuing (PQ) is one of many models in the Queuing Scheduling algorithms that work based on the 
classification and sets of data packets to one of several output queues, based on certain criteria. Incoming packets is 
classified in term of traffic ie high, medium, normal and low as shown in Figure 2. The high priority is first serviced, 
followed by the medium, normal and low priority traffic, as appropriate. Higher priority traffic queue can cause 
starvation of lower priority bandwidth. Priority has been available for used in recent years and provide priority 
servicing. 
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2. Related Works 
Classifying packet has been written and published in [11]. In this paper is to be continued previous journal 

which has been published in [9]and [9].  
After classifying the incoming packet queue and then placed in buffering packets. Many buffer management 

algorithms have been studied by many researchers, such as FIFO, Partial Buffer Sharing (PBS), Partial Buffer 
Sharing with Overwriting (PBSO), Simple priority Buffer Algorithm (SPBA) [3], greedy (Albers and Schmidt, 
2004), semi-greedy, HSFOD, and optimal Offline Algorithm (OPT). After making a comparison between them and 
also because the techniques used are based on packet priority as well, then the Greedy algorithm and SPBA will be 
considered and investigated in this paper. Comparison between SPBA, PBS, and PBSO has also carried out by [5]. 
However, the SPBA algorithm is still have weaknesses that can impact on dropped packets and packet loss. 
Comparisons have also been made between Greedy, Semi Greedy, and HSFOD algorithm by [6] which states 
HSFOD has the best performance. But in this case is not suitable for HSFOD priority packets. Therefore, SPBA 
algorithm will be studied further in this paper because it can manage the priority packet buffering and suitable for 
DiffServ networks as well. 

Packet buffering in the PQ is a scheduling algorithm using a greedy algorithm [6] and [5]. PQ algorithm has 
four different priorities of packet buffering High, Medium, Normal, and Low are greedy, because the packets that 
sent is always with on the highest priority first, so that the lower buffering packet is rarely used. And also expressed 
by [7] that the weakness of the PQ algorithm is to serve the queue of higher priority is always full, the low priority 
queue never been serviced, so many packets in the buffer is idle and starve. Therefore, the buffering in PQ algorithm 
is not effective (greedy) caused by PQ queuing algorithm classifies incoming packets is based on priority. So that 
some buffering in the PQ algorithm is not optimal used and this problem will be next studied in this paper. On the 
other cases with incoming packets that come from of packet buffering, then forwarded to the scheduler sequentially 
and continuously. The output from the packet buffer will be sent to scheduling.  

 
2.1 Priority Queuing Overview 

Priority queue (PQ) is an abstract data type storing a set of integer-valued items and providing operations such 
as insertion of a new item and deletion of the smallest stored item. PQ has been used in many applications to 
improve quality of service (QoS).  According to [8] that PQ queuing scheduling algorithm are designed to provide a 
relatively simple method of supporting differentiated service classes, packet are classified by the system and then 
placed into different priority queues.  PQ queuing scheduling algorithm has four different priorities namely High, 
Medium, Normal, and Low priorities. High is highest priority, and Low is lowest priority.  

Fourth queues this utilizes; High, Medium, Normal and Low. Which queue a packet goes into is determined by 
whatever classification that packet belongs to. Unclassified traffic is placed into the Normal queue. The higher 
queues have to be emptied before the lower ones. Potentially this could cause to lower queues being starved of time 
to empty. High priority traffic would be time critical traffic and the packets in this queue would be forwarded before 
the packets in the other queues. Low priority traffic may not get forwarded at all. If a queue becomes longer than the 
specified limit, then subsequent packets trying to enter that queue are dropped indiscriminately (Tail Drop). Priority 
queuing is a method whereby the engineer can decide which packets are more likely to be thrown away rather than 
the router making indiscriminant decisions.  
 
2.2 Buffering Overview  

After classifying incoming packet, it is arranged in buffering. Buffering packet is used to reduce packet loss 
when the traffic is burst, and ports which buffers are required to store temporarily of the packet. However, these 
buffers are of limited capacity so that effective buffer management strategies are important to be maximized the 
throughput of a router or switch. 

 
2.3 Scheduling Overview  

Incoming packet from buffering packet will be scheduled by scheduler. After scheduling packet will be sent to 
outgoing packet (out router/switch) based on priorities. Output from buffering packet will became input in 
scheduling algorithm.  Many buffer management algorithms have been used by many researchers, like FIFO, PBS, 
PBSO, HSFOD, Simple Prioritized Buffering Algorithm (SPBA) [3], greedy [4]), semi greedy and OPT. Several 
weaknesses [5] in SPBA algorithm like the incoming packets are dropped in optical packet node when all 
wavelength channels of the destined node outlet are busy and there are not resources to store (delay). While some 
traffic with higher priority class could need better guarantees in respect of maximum packet loss rate. Under high 
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traffic load in the node too much priority packets would be dropped, so some control decision algorithms and 
resource guarantees are needed [3] 

 
3. Problem Formulation and Experimentation Design 

This paper will be involves test bed setup for the experimentation, it is important to discover the tools and 
equipment that needed. In this paper uses Briker VoIP operating system. Briker operating system is software which 
has been bundled from Linux Debian system.  Requirement of this setup has been described in paper hardware and 
software requirement  

The problem found up from read literature review from journal, paper, books, and internet with interrelated. The 
paper consisted of VoIP, queue scheduling algorithm, PQ algorithms fuzzy logic, Greedy and SPBA algorithm. This 
whole paper is justified on various problems in VoIP networks such as that caused latency (delay) and queue 
scheduling algorithms and problems in algorithms PQ, PQ algorithm weaknesses, and solutions will be offered. 

This activity was followed by writing a literature review based on reading materials collected. Most of the 
reading materials taken from newspapers such as general and specific journal, proceeding, books, etc. are mainly 
about the delay problem in VoIP networks, problems in PQ, greedy, and SPBA algorithms. The paper also justified 
by the scheduling queue to be used as the proposed development to the new queue scheduling algorithm 

Literature review is a process of gathering research, relevant information, the VoIP Wire/ WLAN networks, SIP 
protocol and algorithm PQ. Several scenarios, practical and simulation environment proposed by many researchers 
have studied in order to gather information and develop the research problem. A comparative study carried out to 
reveal some strengths and weaknesses of current models and approaches that lead to establishing PQ algorithm for 
research proposals. All the existing techniques in PQ algorithm have been studied in this paper. 

Based on Figure 3, which using existing techniques in PQ algorithms (by priority) and combined with fuzzy 
logic is a solution that will be offered in new queue scheduling algorithm. Detail information about this has been 
written in [11]. Figure 4 illustrates in detail and draft a new queue scheduling algorithm. Multimedia data consisting 
of voice, video, and text (data) are prioritized, depending on the requirement. So, the packet classification by PQ 
algorithm, consisting of four priorities, in this case the priority may be reduced to three priorities, which the voice is 
highest priority, video is medium priority, and data (text) is the lowest priority. After the incoming packet arrives, 
this packet will be classified into three classes is high for voice, video and Medium to Low to the data (text). Each 
packet which has been classified by the classifier is shown in Figure 3.    
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Figure 3: Detail new queuing scheduling algorithm 
 

In VoIP network, voice is serviced first, followed by video and data before it is transmitted to other networks. In this 
paper would combine the existing techniques in the PQ algorithm and Fuzzy logic. Both of these techniques will be 
applied to the new queuing scheduling algorithm. After the packet is classified, packets transmitted and regulated in 
the queue buffer to High (voice) placed in the High buffer, to Medium (Video) is placed in the buffer Medium, and 
Low (data) is placed in low buffer. In this case, three samples of the queue will be used to make the rules. It aims to 
facilitate the implementation of the fuzzy logic as has been written in [11].  

As shown in this new algorithm [9][11]which incoming packets is formed use fuzzy rule namely if then rules. 
Fuzzy rules consist of input and output. In these case input is qi1, qi2, qi3,…,qin and output is qo. For example is if 
qi1 is High and qi2 is High and ··· and qin is High then qo is qi1, etc. And these fuzzy rules are also valid for back 
queuing continuously  

As shown in [9][11], there are three phases of the incoming packet data traffic among them is the queuing 
phase, classifying phase, and scheduling phase. First, Phase Queuing is the arrival of incoming packets at random. 
Incoming packet in the form of voice, video, and data (text) will come randomly and continuously. Voice packets 
are marked as H, the video packets are marked as M, and data (text) is marked as L. Second, Classifying phase is 
where the incoming packets will be selected and classified based on priority, arrival and demand. Here, there are 
three parameters that must be determined to classify traffic based on the data type queue (priority), time of arrival 
and request packet, while the PQ algorithm is only based on the priority without considering the packet arrival time 
which can cause a recursive (loop) and starvation. After classifying, the packet will be forwarded to the packet 
buffering. As in PQ whereas buffer are consists of four packets, and also this problem has been described in the 
introduction section that PQ algorithm is using greedy algorithm. Therefore, in this case simplified into three 
packets will be proposed that packet buffering should be adjusted to three types of queues High, Medium and Low 
according to incoming packets as well. Packet buffering algorithm based on PQ and SPBA algorithm is illustrated as 
shown in Figure 4. a and 4.b. Third, Scheduling phase is where the packets that have been selected (classified) will 
be scheduled in sequence that started from High, followed by medium and low. As known in the VoIP network, the 
voice has the highest priority to be serviced first, before video and data. In this algorithm each packet will be sent 
based on priority, arrival time, and demand. Based on priority, that means high-priority packets are always 
transmitted (serviced) first. Based on arrival time is if there are three packets or more of the same after a high 
priority is to continue next. And on request is that if many high-priority queues after the next will be forwarded.  

After the incoming packet is classified, the packet will be forwarded to the packet buffering. Many algorithms 
(models) have been used. Justified in introduction, this paper uses packet buffering techniques in PQ (greedy) and 
SPBA algorithms have been investigated. When compared with SPBA algorithm, the simplest seems to be one of 
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LH 

LM 

LL 

pH1…pHn 

SPBA algorithm. SPBA task is to save into the buffer all the packets in the packet starting with the highest priority. 
This algorithm is almost similar to the PQ algorithm has four buffering packets, where PQ algorithm to store the 
incoming packet in the fourth buffer is also starting from the highest priority packet. However, PQ algorithm seems 
inefficient. While the algorithm SPBA no free slots are available that can cause dropped packets remaining. It's been 
two times when analyzed by [5], different algorithms SPBA with PBSO and PBS SPBA algorithms where the 
algorithm does not use resource reservation mechanisms and therefore can not be dynamically set to a temporary 
traffic profile. 
The different between the PQ and the algorithm SPBA are each has advantages and disadvantages of them are: 
• PQ buffering algorithm has four packets that can store more incoming packets, but not efficient in operation, 

because it was always the highest priority while serving a lower priority is never serviced so that it can lead to 
starvation and higher delay. 

• SPBA algorithm can save incoming packet with the highest priority, but when the incoming packet more then 
can cause explosion (burst) packet because the SPBA algorithm does not have free slots to store the remaining 
packets. 

 
Thus, the algorithm has four packets PQ buffering greedy; that is inefficient, whereas in SPBA algorithm is use 

two priority classes of traffic is High Priority (HP) and Low Priority (LP) is still lacking. As shown in Figure 3, it 
can be seen that, in the new algorithm are uses only three buffers namely High (H), Medium (M) and Low (L). In 
the new Packet buffering algorithm are designed there is not packets discarded (tail drops) that can cause loss of 
packets. To handle traffic at packet buffering H explodes (burst) is to make buffering longer than the Medium and 
Low packet buffering (in Figure 3) is proposed.  
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: (a) Buffering packet input design 
 

4. Algorithm and Notations 
As shown in Figure 4.a and 4.b in the packet there is buffering input (incoming packet) from the classifier that 

will be sent to the scheduler. Packet buffering consisting of High, Medium and Low are used for the entry of the 
classifier packet. The packet sent to the scheduler directly without a barrier because the packet buffering mechanism 
there is not leaking bucket to remove the packet. 
 
Notations of new algorithm are as follow: 
H, M, L = types of packet. 
pH1…pHn = the number of H packet delay. 
pM1…pMn = the number of M packet delay. 
pL1…pLn = the number of L packet delay. 
LH = Length of buffering with Highest priorities packet 
LM = Length of buffering with Medium priorities packet 
LL = Length of buffering with Low priorities packet 
  
 
 
 

Input from classifier Output to scheduler  (a) 

H 

M 
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n 
    pL=1 
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Some algorithm for the buffering among of are: 
 
LB=(LH+LM+LL ) or   (1) 
 
 
LB=∑(LH+LM+LL))   (2) 
 
pH1, pH2,…,pHn is highest priorities packet to total number of packet =  
              

 ∑    (3) 
 
 
pM1, pM2,…,pMn is Medium priorities packet to total number of packet =  
                

∑    (4) 
 
 
pL1, pL2,…,pLn is Low priorities packet to total number of packet =  
            
     ∑    (5) 
 
 
Based on the comparison between the PQ and buffering SPBA algorithms then new algorithm is expected able to 
overcome the weaknesses both algorithms. Probability occurs in this new algorithm is that if the incoming packet 
comes in highest priority. To deal with this probability, a few steps that must be done include in this algorithm: 
 
a. Creating long buffering packet with the highest priority more than medium and low priority. (Total buffering 

packets LB = 100% comprised of Length Buffer with the highest priority (LH) = 40%, Length Buffer with high 
priority (LM) = 30%, Length Buffer with the highest priority (LL) = 30%) because initial predictions and 
estimated that more facilitated voice (high priority). 

b. Determining the estimated time of arrival and the incoming packet with the highest priority over medium and 
low priority. 

c. Determine and estimate of many of the incoming packets at random in the same time (time share). In this case if 
there is no higher priority then packets are low will be serviced as well. 

 
 
 
 
 
 
 
 
 
 
 
 
  
 

Figure 4: (b) Buffering output design and scheduling design 
 
Based on this step can be summarized: 
LB = (0.4LH+0.3LM+0.3LL) 
D = LB x T (ms) 
DH = LH x T (ms) 
DM=LM x T (ms) 
DL = LL x T (ms) 
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T = At-Dt (s) 
TH =AtH-DtH (s) 
TM =AtM-DtM (s) 
TL =AtL-DtL (s) 
 
Notations: 
LB= Length Buffering packet 
D = Total Packet Delay  
DH = Total Packet Delay with Highest priorities 
DM = Total Packet Delay with Medium priorities 
DL = Total Packet Delay with Low priorities 
T =Time  
TH = Time of High priority packet 
TM = Time of Medium priority packet 
TL = Time of Low priority packet 
At=Arrival time 
AtH = Arrival time of High packet 
AtM = Arrival time of Medium packet 
AtL = Arrival time of Low packet 
Dt=Departure time 
DtH = Departure time of High packet 
DtM = Departure time of Medium packet 
DtL = Departure time of Low packet 
 
In above formula, packet delay is determined by arrival time packet, duration time service by classifier (services) 
and long time in buffering packet. After exit from packet buffering, each packet priorities (High, Medium, and Low) 
sent to scheduler until packet is empty. High priority is first sent and next followed Medium and Low priorities.  
As depicted in Figure 4.b incoming packet from packet buffering scheduled is based on priorities each packet then is 
sent to output ports.  
This can be seen in Figure 4.a and 4.b where the algorithm and the buffer mechanism provides three different 
priority classes starting from High, Medium and Low. In this mechanism is designed there is not leak against of the 
incoming packet that can cause packet drop and packet loss. This mechanism is in the form of the letter Y bucket. H 
buffer scheduler is made longer than the middle and lower buffer. The aim is to avoid burst, speedup and 
overlapping packets that coming from the packet buffering. So that the packet can be sent to the output port with 
more comfortable. 
 
5. Result 

Table below shows each incoming packet into buffering packet, where quantity of the incoming packet is based 
on arrival time as shown in table 1. 

 
Table 1 Quantity of incoming packet into packet buffering based on arrival time 

 
Time=AT-DT (s)  

Quantity packet 1 2 3 
H 5 4 5 
M 3 3 2 
L 2 1 2 
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Figure 5: Graphic of incoming packet quantity into packet buffering.  
 

As shown Table 1 and Figure 5 that quantity of incoming packet is arranged as sequent that started from 
buffering high, medium and low. Each packet that enters to the packet buffering is determined based on priority, 
arrival time, demand. Before incoming packet sent to packet buffering, each packet has classified by classifier as has 
been described in [11] and [9] as well.     

 

6. Conclusion  
PQ algorithm is one of many queuing scheduling algorithm that can be used in VoIP network which has 

investigated in this paper. A new queuing scheduling algorithm based on PQ algorithm has been proposed to reduce 
delay in VoIP network. This algorithm created is based existing technique in PQ algorithm based on priorities and 
combined with fuzzy logic. This algorithm able to classify differentiated packet from incoming packet and also can 
reduce recursive loop and starving as occurs in PQ algorithm. And a new buffering based on PQ and SPBA 
algorithm for packet buffering to reduce burst that can cause packet drop and packet loss.  And also new scheduling 
algorithm to reduce congestion that can cause packet drop and packet loss has been proposed as well.  Third the 
algorithm; queuing, buffering and scheduling are bundled into one names is queuing scheduling algorithm. The new 
queuing scheduling algorithm will be applied into Differentiated Service (DiffServ) network.   

This session has concluded congestion control model (algorithm) such as queuing, buffering and scheduling 
algorithm for Voice over IP (VoIP). The aim of queuing algorithm is to minimize delay, while packet buffering and 
packet scheduling is to reduce packet drop and packet loss in wire/wireless LAN. PQ, greedy, and SPBA algorithm 
have been discussed which can provide problem solving and solution.  However, all methods do not satisfy for 
packet delay, packet drop and packet loss. 

In the reality, PQ algorithm has problem in classifying incoming packet that can cause recursive loop and next 
queue starving. Combination of existing technique in PQ algorithm and then applied into Fuzzy logic can handle 
weakness of existing PQ algorithm. Moreover, the new queuing algorithm is able to reduce delay in VoIP network. 

Combination of existing technique in PQ and SPBA algorithm can handle weakness of existing PQ algorithm in 
buffering packet service to reduce burst packet. Burst packet can cause packet drop and packet loss. 

Enhance of PQ queuing scheduling algorithm (queuing, buffering, and scheduling) will be applied into DiffServ 
network. 
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Abstract 

Secure communications over the Internet become an essential requirement for value-added Internet 
applications. Many application-specific mechanisms for the Internet have been developed in a number of areas like 
electronic mail, client/server computing, and others.  The Internet as well as most packet switching networks are 
based  on the Internet protocol (IP) which is inherently insecure. It is relatively easy to capture IP packets in transit, 
modify and replay them without being detected at the other end.  While several different key exchange protocols and 
methods to ensure security exist, these existing systems have their limitations. Internet Security Protocol (IPSec) 
provides security at the IP layer and uses Authentication Header, Encapsulating Security Payload and optionally a 
protocol such as Internet Key Exchange (IKE) for key exchange and authentication. In this paper, a scheme is 
proposed for authentication and generation of keying material during IKE Main  mode  negotiations using  the 
proposed concepts  of dual signature and digital  enveloping. Pretty Good Privacy (PGP) model is used in message 
generation and recovery processes.  
Keywords: Internet security, IKE main mode, authentication, dual signature, Pretty Good Privacy 
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1. Introduction 
The security of personal computing devices and the personal data and credentials stored on them is of great 

concern to individuals. This falls under the realm of computer security and access control. Security can be 
incorporated at the Application layer, Transport layer, Network layer or Data Link layer [1]. When security is 
applied at the Application layer, it cannot protect the information added by the lower layers or the data units at the 
lower layer. It is also not easy to device a security control that applies to a wide range of applications without adding 
new vulnerabilities. Incorporating security at the Application layer is at the discretion of the application developer 
and is not mandatory leading to insecure applications. Transport layer Security (TLS) / Secure Sockets Layer (SSL) 
[2, 3] is a reasonably stable transport layer security control that secures web sessions over Transmission Control 
Protocol (TCP) and cannot protect Internet Protocol (IP) packets or their headers. Internet Security Protocol (IPSec) 
offers security for IP packets.  

Communications over the Internet are subject to varied and highly sophisticated attacks by adversaries of which 
the capture and analysis of raw packets between hosts is a minor form of security attack [4, 5]. Threats could come 
in other forms. The captured packets through sniffing could be transmitted at a later time with malicious intent 
constituting a replay attack.  

When an adversary impersonates one of the communicating hosts, this is known as Man-in-the-Middle (MIM) 
attack. This has been widely highlighted in security discussions and as a results most modern security systems offer 
protection against this attack. With passive adversaries who just listen and adversaries who intercept, alter and delete 
communication, it is often not possible to protect the identities of both the communicating parties leading to a 
violation of identity protection.  

Adversaries could also initiate operations that result in depletion of the resources or total collapse of any 
networking and computing system by repeated requests that prevent it from functioning normally or due to an 
exploitation of a bug in the applications or operating system. For example, initiating several connections with a web 
server by the same adversary can prevent it from accepting otherwise valid requests from other clients constituting a 
denial of service (DoS) attack. 

 

2. Internet Protocol Layer Security 
IPSec [5] provides security on the Internet by protecting the raw IP packets. IPSec provides a high level of 

security but is highly complex. It is constituted by Authentication Header, Encapsulating Security Payload and 
Internet Key Exchange (IKE) [6, 7] protocol.  

IKE is primarily used for establishing security associations between communicating parties to come to an 
agreement on keys, cryptographic algorithms, message integrity algorithms and Diffie-Hellman [8] groups for use in 
rekeying. The purpose of this protocol is to authenticate a user  A who  is trying  to communicate with  another user  
B over a network providing confidentiality of the message exchanged and authentication, thus  ensuring secure 
communication over a network.  The current system uses Internet Security Association and Key Management 
Protocol (ISAKMP) [9] framework for key management.  IKE consists of two phases, namely Phase 1 and Phase 2 
[6]. Phase 1 can run in either of two modes:  Main mode and Aggressive Mode.  Main mode operates in four 
authentication methods: preshared key method, public key signature, public key encryption and revised public key 
encryption. 

At the end of Phase 1, an IKE security association (SA) is formed between the pair of communicating hosts. 
This SA is bidirectional. In Phase 1 communications, the two hosts are mutually authenticated and keying material 
for use in Phase 2 communications is generated. After the completion of Quick mode, a unidirectional IPSec SA is 
formed between the initiator of Quick mode and the responder. 

 

3. Motivation 
The Internet is heterogeneous in nature and comprises of wired, wireless and wired-wireless networks. Wired 

networks are characterized by high bandwidth and reliability while wireless networks are often low in bandwidth 
and lossy. For wired networks, a high level of security is preferred even if it is computationally-intensive. We 
propose a strong authentication scheme and key generation process for each of the four methods of IKE Main mode 
as Main mode is more secure than Aggressive mode [6].  

In the proposed authentication scheme, we use the concept of dual signature based on public key certificates 
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and public key cryptography. Confidentiality in message exchanges is preserved in our proposed work as we follow 
a model based on Pretty Good Privacy (PGP) [10]. Another feature of our proposed work is to reduce the number of 
messages transmitted between the communicating peers from the six messages in the original Main mode methods 
to four in three out of the four proposed methods. This makes our proposed Main mode interactions more efficient 
and only marginally more expensive than the original fast and less secure Aggressive mode where three messages 
are used. The same authentication scheme works for wireless networks. The performance for wireless networks can 
be improved through future work. 

 
4. Proposed Work 

In Main mode methods, authenticated Diffie-Hellman key exchange is used by the two communicating peers to 
generate a key that is used to generate a secret and other keys. We use a concept called Digital Enveloping that 
involves transporting a session key used to encypt messages using public key encryption. Another concept that is 
central to our proposed work is  Dual Signature that is used in each of the IKE Main mode methods. The dual 
signature is used to authenticate the initiator and the responder. It can be computed by the initiator, the responder or 
the certification authority. 

4.1 Dual Signature 
The dual signature is used for mutual authentication. It is a function of the private key and public key certificate 

of the initiating side. Hashes are computed and the result is signed using the private key of the initiator. 

DualSigi = EPPRi{Hash[Hash[PRi] || Hash[Certi]]}. (1) 

In Equation 1, DualSigi refers to the Dual Signature generated by the initiator, EPPRi{} refers to the encryption 
operation using private key (signing) of the initiator, Hash represents a hash function, PRi refers to the Private key 
of the initiator, Certi refers to the Public Key Certificate of the initiator and || refers to the conctenation operator. 
Thus the dual signature is essentially a signed hash value of the hash values of the private key and the public key 
certificate of the initiator. Initiator authentication at the responder is performed as explained below. The notation that 
is used in the Main mode and Message handling methods is listed below (Table 1). When i or r follows one of the 
listed parameters, then that parameter refers to the initiator or responder respectively.  

Table. 1.  Notation used 

S. No. Description 

SA Security association parameters 
HalfKey Diffie-Hellman half key 
Nonce Nonce 
Id Identity 
Cert Certificate 
DualSig Dual signature 
Eppbk Pass Phrase Base Key based on Dual 

Signature value 
EP Public key encryption 
DP Public key decryption 
PU Public key 
PR Private key 
EC Symmetric key encryption 
DC Symmetric key decryption 
|| Concatenation operation 
Z / ZIP Compression operation 
Z-1 Uncompression operation 
Ks Session key 
H Hash function 
M Message 
PRMD H[PR] 
CRMD H[Cert] || H[PR] 
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Table. 2.  Dual Signature Authentication 
Step No. Description 

Step1 The responder decrypts the dual si gna ture by 
using the  initiator’s public key and extracts  
the hash value which we refer to as the 
received dual-hash. 

Step2 The responder computes the dual-hash value with 
its values of hash of private key and hash of 
public key certificate of the initiator. 

Step3 Initiator authentication at the responder side can 
be achieved by comparing the received dual-hash 
and generated dual-hash. 

 

When computed by the certification authority, Dual Signature only includes the encrypted hash value of the 
public key certificate of the initiator or responder as the case may be. The Dual Signature of the responder can be 
generated and verified in the same manner thus achieving mutual authentication.  

 
4.2 Proposed authentication in IKE Main mode Pre-shared key method 

Prior to the start of the IKE negotiations, a pre-shared secret key must be shared exclusively between the 
initiator and the responder in this method. In Messages 1 and 2, the initiator proposes a set of cryptographic 
parameters that are to be used on the connection while the responder sends the chosen parameter set that is based on 
the proposed values and its local feasability. Diffie-Hellman half keys are exchanged for generation of the full 
Diffie-Hellman key by both the communicating peers. Large random numbers called nonces are exchanged in 
Messages 3 and 4 that are used in subsequent key computation. A key known as SKEYID_e is derived from the pre-
shared key as in the existing method. This key is used to encrypt the identity (Id), certificate and Dual Signature of 
the initiator in Message 5. The sent Dual signature is verified by the responder and this results in initiator 
authentication. The responder sends corresponding values to the initiator in Message 6. When the Dual signature 
sent by the responder is verified by the initiator, responder authentication is achieved. Thus mutual authentication is 
accomplished as illustrated below (Table 3). Cookies are used in Messages 3 and 4 to prevent DoS and Replay 
attacks. 

Table. 3. Proposed authentication in IKE Main mode pre-shared key method 

Initiator  Responder 

1 Header, SAi 

= = = = = = = = = = = = = = = = => 

 

 

2 

Header, SAr 

<= = = = = = = = = = = = = = = = = 

 

 

3 

Header, Cookiei, HalfKeyi, Noncei 

= = = = = = = = = = = = = = = = => 

 

 

4 

Header, Cookiei, Cookier, HalfKeyr, Noncer 

<= = = = = = = = = = = = = = = = = 

 

 

5 

Header*, Idi, Certi, DualSigi 

= = = = = = = = = = = = = = = = = > 

 

 

6 

Header*, Idr, Certr, DualSigr 

<= = = = = = = = = = = = = = = = = 
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4.3 Proposed authentication in IKE Main mode Digital Signature method 

Table. 4.  Proposed authentication in IKE Main mode digital signature method 

Initiator  Responder 

 

1 

Header, SAi, Cookiei 

= = = = = = = = = = = = = = = = > 

 

 

2 

Header, SAr, Cookiei, Cookier 

<= = = = = = = = = = = = = = = = = 

 

 

3 

Header, EP PUr {HalfKeyi, Noncei, Idi, Certi, 
DualSigi} 

= = = = = = = = = = = = = = = = => 

 

 

4 

Header, EP PUr {HalfKeyr, Noncer, Idr, Certr, 
DualSigr} 

<= = = = = = = = = = = = = = = = = 

 

 

In the existing method, the first two messages are used for SA parameter negotiation, third and fourth messages 
for exchanging the Diffie-Hellman half key and the nonce of each party,  and the fifth and sixth messages for 
authentication. In this method, we propose the reduction of the interactions between the initiator and the responder 
to two message pairs namely, four messages.  In our work,  in Message 3, the  initiator sends  its nonce, Diffi-
Hellman halfkey, public key certificate, and  its   dual  signature all of which are encrypted with  the  responder’s 
public key. The responder decrypts the public key certificate,  the Diffie-Hellman half key and  the dual  signature 
payloads using  its private key.  In response, the responder sends its halfkey, nonce, identity and public key 
certificate to the initiator.  Both the initiator and the responder compare the generated dual signature with  the 
received dual  signature and  get authenticated. They also compute the Diffie-Hellman fullkey which is used in 
secret, key and hash generation. 

As all the payloads including the Diffie-Hellman halfkeys are encrypted, confidentiality is preserved which 
eliminates MIM attacks and impersonation. Authentication of the initiator through its public key certificate is 
completed with dual signature. In contrast to the existing  system  where  six messages are exchanged, our proposed 
work results in only four messages being used. The interactions of the proposed Main mode Digital Signature 
method are shown above (Table 4). 

 
4.4 Proposed authentication in IKE Main mode Public Key Encryption method 

In the existing method, the initiator and  the responder prove  their  identities by showing that they possess  a 
private key corresponding to the announced public  key.  In our proposed authentication protocol, this can be 
achieved by using the dual signature. If the responder is able to open the dual signature with the initiator’s public 
key, this itself is proof that the initiator possesses a private key related to its announced public key and is therefore 
authenticated.  In this manner, authentication is achieved for both parties. 
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Table. 5. Proposed authentication in Main mode Public Key Encryption method 
Initiator  Responder 

 

1 

Header, SAi, Cookiei 

= = = = = = = = = = = = = = = = > 

 

 

2 

Header, SAr, Cookiei, Cookier 

<= = = = = = = = = = = = = = = = = 

 

 

3 

Header, EP PUr {HalfKeyi, Noncei, Idi, 
DualSigi} 

= = = = = = = = = = = = = = = = => 

 

 

4 

Header, EP PUr {HalfKeyr, Noncer, Idr, 
DualSigr} 

<= = = = = = = = = = = = = = = = = 

 

 
In contrast to the existing system where six messages are exchanged, only four messages are exchanged in our 

proposed work (Table 5). Messages 3 and 4 are similar  to the  previous digital signature method and the Diffie-
Hellman halfkey, nonce, identity and Dual Signature are sent after encrypting the payload with the responder’s 
public key. As opposed to the previous method, the public key certificate is not sent as we can achieve  both  digital  
signature and  identity proof  with dual signature. The first two messages are common and are needed for the 
initiation of the communication. 

 
4.5 Proposed authentication in IKE Main mode Revised Public Key Encryption method 

 
Table. 6. Proposed authentication in Main mode Revised Public Key Encryption method 

Initiator  Responder 

 

1 

Header, SAi, Cookiei 

= = = = = = = = = = = = = = = = > 

 

 

2 

Header, SAr, Cookiei, Cookier 

<= = = = = = = = = = = = = = = = = 

 

 

3 

Header, EC Eppbk{HalfKeyi, Noncei, Idi, Certi}, 
EPPUr{DualSigi}  

= = = = = = = = = = = = = = = = => 

 

 

4 

Header, EC Eppbk{Halfkeyr, Noncer, Idr, Certr}, 
EPPUi{DualSigr} 

<= = = = = = = = = = = = = = = = = 

 

In the existing public key method, each value  in the third  and  fourth messages is encrypted individually  
which increases the computational cost. The existing system is restricted in that the certificate cannot  be sent by 
using  the public key of the responder.  The revised public key encryption method addresses  these limitations. 

In our proposed work for this method (Table 6), only four messages are exchanged by the initiator and the 
responder. The dual-hash  value  which is used in the computation of the dual signature can be used as a key similar 
to the pass-phrase-based key of the Pretty Good Privacy (PGP) model. In Messages 3 and 4, the individual payloads 
such as halfkey, nonce, identity and  certificate  are encrypted using the pass-phrase-based key while  the dual  
signature is encrypted using the public key of the responder. Once the dual signature is opened by the responder, the 
dual-hash value is used to decrypt the half key, nonce, identity and certificate which have been sent by the initiator. 
The dual signature is again used  to perform authentication of the initiator and then the responder. 
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4.6 Message Handling 
After establishing the IKE SA between the initiator and the responder, the session key can be generated for use 

on a session  that  may consist  of a single  message or any number of messages. Proposed algorithms for Message 
Generation on the initiating side (Table 7) and Message Recovery on the receiving side (Table 8) based on the PGP 
model are discussed below. 

Table. 7. Message generation process 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
4.6.1 Message Generation 

For message transmission, the following system is proposed which is based on the PGP model, dual  signature, 
and  digital  envelope. After the SA is established, the party wishing to initiate communication, generates the 
message digest for the message and the hash value of its private key. The message, message digest of the message 
and the hash value  of the  private key  are concatenated, compressed and  encrypted using  the session  key. We 
refer to this as the encrypted message result. The session key is encrypted with  the public key of the responder 
known as the digital  envelope. The digital envelope, dual signature and the encrypted message result are sent to the 
responder. Authentication and confidentiality of the messages exchanged after  the SA has  been established in IKE 
Phase 1 are achieved in this work  based  on the PGP model  using  dual  signature and  digital  envelope.  

4.6.2 Message Recovery 
The responder receives  the digital  envelope, dual  signature, and  encrypted message result.  It extracts the 

session key by opening the digital  envelope with its private key. This is used to recover the encrypted message 
result. Ater applying uncompression, the message archive is extracted which is the concatenated value of message 
sent by the initiator,  the corresponding message digest  and  the hash  value  of the initiator ’s private key. The hash 
value of the recovered message is generated. The generated hash value and the received hash value are compared to 
verify message authentication. The dual hash from the received dual signature and the generated/stored dual hash are 
compared to verify the signer’s authentication. Confidentiality of the message is preserved as the initiator encrypts 
the message archive using the session key which in turn is sent in encrypted form using the responder’s public key.  
The message recovery procedure is explained below (Table 8). Message authentication is achieved by comparing 
hash of received message with received message hash. 

 

 
 
 

 
S.No. 

 
Description of Action 

Step1 Generate hash of message H[M] 

Step2 Append hash of message to the message 
Generate M || H[M] 

Step3 Append PRMD equal to H[PRi] to the above 
Generate M || H[M] || PRMD  

Step4 Compress message archive 
Generate Z[M || H[M] || PRMD ] 

Step5 Encrypt compressed Message archive with session key Ks 
Generate ECKs{Z[M || H[M] || PRMD ]} 

Step6 Create Digital Envelope by encrypting Session key with 
Public key of responder 
Generate EPPUr{Ks} 

Step7 Generate Dual Signature by encrypting CRMD with 
Initiator’s private key 
Generate EPPRi{H[H[PRi] || H[Certi]]}  

Step8 Transmit result of Step 5, Step 6 and Step 7 to the responder 
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Table. 8. Message recovery process 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
5. Conclusion and Future Research 

IKE is primarily used for establishing security associations between communicating parties to come to an 
agreement on keys, cryptographic algorithms, message integrity algorithms and Diffie-Hellman groups for use in 
authentication and rekeying. A framework for Authentication and Confidentiality of IKE Main mode based on PGP 
model using the concepts of Dual signature and Digital Envelope is proposed in this paper. Message generation and 
recovery procedures are proposed that are based on the PGP model and use limited bandwidth through compression. 

Our proposed scheme offers a high level of security as it uses public key certificates. It also offers security 
against common attacks [11, 12]. Cookies are used for Anti-clogging and to prevent DoS attacks. Since cookies 
contain time variant information, they are used to deflect replay attacks. MIM attacks are prevented through use of 
authenticated Diffie-Hellman key agreement. Nonces contain the ancilliary information that is used for keying 
operations. As part of the experimental work, we implemented the proposed IKE main mode methods and message 
handling procedures as part of private chat feature in a rudimentary chat application in Java that was available online 
[13]. It is observed that the proposed authentication and confidentiality schemes as well as the proposed message 
handling procedures perform well functionally. 

The proposed work can be extended to support group communication and authentication. It can also be used in 
mining large databases containing sensitive information. It can be extended to provide optimized performance in 
wireless and mobile networks. 
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Abstract 

Even though there are various advantages of biometric authentication process, it is vulnerable to attacks, which can 
decline it’s security. To enhance the security of biometric process, Intrusion detection and prevention (IDPS) 
techniques are significantly useful. An IDPS detects insecure state and suggest prevention technique. The 
knowledge-based intrusion detection and prevention model uses the knowledge accumulated about specific task or 
state and system vulnerabilities. The intrusion-detection system contains information about these vulnerabilities and 
looks for attempts to exploit them.  In this paper we review biometric process vulnerabilities and available intrusion 
detection and prevention models for information security and study different techniques available for knowledge 
based intrusion detection and prevention model. Conclusions are drawn and directions for future research are 
suggested. 
Keywords: Biometric security, intrusion detection prevention system, knowledge based system, expert system, 
threats.  
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1. Introduction 
Reliable user authentication is becoming an increasingly important task in both the online and offline worlds. An 
effective authentication system can help both world to reduce fraud and promote the legal enforceability of their 
electronic agreements and transactions. The traditional authentication system has used token based security (ID 
cards) and Knowledge-based security (PINs or Password) to validate the identity of individuals. But these methods 
are easily attacked by the intruders. Modern biometric technologies like biometric based authentication system that 
uses physiological (e.g. thumb print, retina scan, iris) or behavioral (e.g. voice, keystroke, touch) claimed to provide 
an alternative for traditional authentication systems. New emerging technology like Intrusion Detection System 
(IDS) is the best weapon used to design robust biometric security techniques. “An ounce of prevention is worth a 
pound of detection”. An Intrusion Detection System detects attacks as early in stage as possible and takes 
appropriate action. Without such a system, applications like Bank Transactions, e-governance, fund transfer etc. 
where confidentiality (secrecy), integrity and availability are important objectives can lose money, goodwill and 
security of the country etc.  
The knowledge based intrusion detection technique is useful for biometric system. Using this technique intrusion 
and intrusion points can be detected and preventive control can be established to stop such type of intrusion. 
 
2. Literature Review 
2.1 Biometric Process vulnerabilities  
 Biometric process is divided into two sub-processes namely enrollment and verification or authentication process. 
During the enrollment process, physiological and behavioral characteristics of the user are captured by the sensor in 
the form of image. The different feature extractors are used to extract data from that sample image to create 
biometric template. The template is stored during enrollment process to be compared to the one produced during 
verification process in the future. The stored template and the one produced during verification process is compared 
by a matching algorithm that produces matching result of response (Yes/NO). The match response is then sent to the 
application, on which a decision algorithm is implemented for granting or denying access to the user. 
Even though there are various advantages of biometric process, it is vulnerable to attacks, which can decline its 
security. Nalini Ratha et al [1] analyzed these attacks and grouped them into different attack points as shown in 
Figure 1. 

According to common criteria of Biometric Evaluation Methodology Supplement (BEM)[2]; it is particularly 
important to consider that attacks can be done on the direct input and output of a biometric template. The Biometric 
Templates contain very sensitive information. Templates are used to determine the user’s rights and privileges to 
access a resource.  
When performing a vulnerability evaluation of a biometric system, we must consider a wide variety of generic 
possible attacks or threats to the security of the system. All elements of a biometric system are susceptible to these 
threats to some degree. Figure 1 shows locations within the biometric system identified numerically.   
Throughout the process, there are different points of possible attacks. Some of the possible attack points may be at 
biometric device, extractor, or channel on which template is transported or transmitted.  Also some of the possible 
attack points may be at Extraction to Comparison unit during verification, Extraction to Template Storage points 
during Enrolment, Template Storage units, Template Retrieval unit.  
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Figure 1: Location of biometric process Attack points 

Drimity[3] proposed  baseline methodology for evaluation of performance of biometric system.  Debnath et al[4] 
reviewed on the biometric authentication techniques and some future possibilities in this field by comparing 
different techniques and  their advantages and disadvantages. Liu[5] discussed Several controversial legal problems 
in the biometric context examining the existing legal and academic debates  such as the legal status of biometric 
data, the storage of biometric data, compulsory and voluntary issues and the necessity of using biometric 
technology. He studied relevant European Union (EU) instruments, Norwegian, Swedish and US case laws and 
made critical comments on the various views about biometrics and data protection from a legal perspective. S. 
Schimke et al[6] explored  possible vulnerabilities of potential biometric passport systems. Based on the findings of 
that discussion they expanded two excellent approaches for including digital biometric data in the context of ID 
documents and present potential risks attack scenarios along with technical aspects such as capacity and robustness. 
Christos [7] suggested that IS auditors have to conduct a risk analysis to ensure that security controls implemented 
by the security administrator are adequate. He also discussed common risks and countermeasures regarding 
biometrics. Anil Jain et al [8,9] described various threats that can be encountered by the biometric process. Few 
algorithms and examining techniques are discussed in their paper which is focused on attacks intended to extract 
information about the original biometric data of an individual from the stored template. Also presented is a high-
level categorization of the various vulnerabilities of a biometric system and discuss countermeasures that have 
proposed to address these vulnerabilities and presented an overview of various biometric protection schemes and 
discussed their advantages and limitations in terms of security, revocability, and impact on matching accuracy. 
Anthony et al[10] proposed a structured methodology with a full vulnerability analysis of the general biometric 
model outlined by Mansfield and Wayman (2002). They also proposed a new multidimensional paradigm named the 
Biometric Architecture and System Security (BASS) model which based on this analysis. Parvthi[11] reviewed the 
major forms of known attacks against biometric systems such as Spoofing, Replay attacks and Biometric template 
database attacks and studied the attack points in each of the biometric system and the various methods to combat the 
attacks at these points . Nalini K. Ratha et al[12,13] presented inherent strengths of a fingerprint-based 
authentication scheme and described security holes in the system. They outlined the inherent strengths of 
biometrics-based authentication; identify the weak links in systems employing biometrics-based authentication, and 
present new solutions for eliminating some of these weak links. Luciano Rila [14] discussed how denial of access 
may impact on all major aspects of a biometric system and proposed solutions to reduce the probability of denial of 
access based on more sophisticated authentication decision-making strategies. U. Uludag et al[15] proposed an 
attack system that uses a hill climbing procedure to synthesize the target minutia templates and evaluate its 
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feasibility with extensive experimental results conducted on a large fingerprint database and presented several 
measures that can be utilized to decrease the probability of such attacks and their ramifications. A.K.Mohapatra et 
al[16] proposed novel algorithm neither the secret key nor the original trait is stored. The biometric template has 
encrypted and stored biometric encrypted template which contains original template and as well as the key. Shih-
Wei Sun et al[17] suggested key-mixed template(KMT) which mixes a user’s template with secret key to generate 
another form of template. This approach prevents the biometric template stored in the database from back end 
attack, snooping and tampering attack. Manavjeet et al[18] focused on template and data base security in biometrics 
system and they developed a system to encrypt and decrypt the biometric image using helper data of a fingerprint 
and password to make it secure. Chander et al[19] presented technique which make system more secure by use of 
steganography by using the secret key. The secret key  is in the form of  pixel intensities merged in the picture itself 
while encoding, and at decoding only the authentic user will be allowed to decode. Abhilasha et al[20] presented 
algorithms to reliably generate biometric identifiers from a user's biometric image which in turn is used for identity 
verification possibly in conjunction with cryptographic keys. They provided an ample use of the biometric 
identifiers in privacy preserving multi-factor identity verification based on zero knowledge proofs. Therefore several 
identity verification factors, including various traditional identity attributes, can be used in conjunction with one or 
more biometrics of the individual which provide strong identity verification to ensure security and privacy of the 
biometric data using the one-way hashing property. In which information about the original biometric image is not 
revealed from the biometric identifier. Md Rajibul Islam et al[21] suggested a biometric authentication scheme 
which uses two separate biometric features combined by watermark embedding with fixed digit encryption to obtain 
a non-unique identifier of the individual.  In order to address security and privacy concerns and proposed technique 
causes security against eavesdropping and replay attacks on the internet or intranet because the transmitted feature 
information and the templates are different every time. Miroslav et al [22] proposed concept of cancelable 
biometrics which can upgrade the biometric security system so that it gains the advantages of the password based 
security system, by not losing the inherent superiority. Andrew B.J. Toha et al[23] proposed the random projection 
ensemble which based on the Johnson–Lindenstrauss Lemma. It is used to establish the mathematical foundation of 
BioHash which is  a form of cancellable biometrics which mixes a set of user-specific random vectors with 
biometric features.  Based on this model they explained the characteristics of BioHash in pattern recognition as well 
as security view points and propose new methods to rectify the stolen-token problem. 

Tsutomu et al [24] reported that gummy fingers, namely artificial fingers that are easily made of cheap and readily 
available gelatin, were accepted by extremely high rates by 11 particular fingerprint devices with optical or 
capacitive sensors. They also described how to make the molds, and then showed that the gummy fingers, which are 
made with these molds, can fool the fingerprint devices.  Arslan [25] presented a systematic approach for a holistic 
security risk analysis of biometric authentication technology based on the high-level component and propose a 
process model for integrated security risk analysis of biometric authentication technology. As per this literature 
review, authors have concluded that biometric process must require Intrusion Detection and Prevention techniques 
to detect attacks and some preventive measures to make it robust.  
 
2.2 Intrusion detection and Prevention Techniques  
Intrusion detection systems are increasingly a key part of systems defense. Intrusion detection is the process of 
monitoring the events occurring in a computer system or network and analyzing them for signs of possible incidents, 
which are violations or imminent threats of violation of computer security policies, acceptable use policies, or 
standard security practices. Intrusion prevention is the process of performing intrusion detection and attempting to 
stop detected possible incidents. Intrusion detection and prevention systems (IDPS) are primarily focused on 
identifying possible incidents, logging information about them, attempting to stop them, and reporting them to 
security administrators. Various approaches to intrusion detection are currently being used, but they are relatively 
ineffective. Mohammad Faysel [26] provided a comprehensive review of the current research in intrusion detection 
and prevention systems. Joseph et al [27] reviewed a state of the art and state of the applicability of intrusion 
detection systems, models and  classification of literature pertaining to intrusion detection. Andreas [28] reviewed 
intrusion detection as well as  intrusion prevention system through literature. Sunita [29] surveyed various intrusion 
detection techniques in mobile ad hoc network (MANET) and analyzed their fruitfulness. Marius [30] highlighted 
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the security vulnerabilities in web applications and the processes of their detection. Adam et al [31] described 
Storage-based intrusion detection which allows storage systems to watch for data modifications characteristic of 
system intrusions by a number of specific warning signs visible at the storage interface to spot several common 
intruder actions, such as adding backdoors, inserting Trojan horses, and tampering with audit logs. S. Clibert et al 
[32] proposed range based Intrusion Detection system with a trace back scheme to survive against network attacks 
when data transmitted with outside networks like internet. Brian Carrier et al [33] presented a new Session Token 
Protocol (STOP), that can assist in the forensic analysis of a computer involved in malicious network activity which 
can help to automate the process of tracing attackers who log on to a series of hosts to hide their identity. Evgeniya 
et al [34] presented a methodology for the attacks recognition during the normal activities in the system which uses 
the graphical representation method applying the junction tree algorithm (JTA). Jianping et al [35] proposed an 
agent-based IDS that can be smoothly integrated into the applications of enterprise information systems which is 
distributed over the internet. G. Jacob et al [36] designed  an operational model of IDS for minimization of false 
positive alarms, including recurring alarms by security administrator.  Angelo al [37] designed  an IPS for web 
applications that combines anomaly detection, misuse detection, and a prevention module which  provides a solution 
to produce a number of false positives and false negatives which is  less than traditional solutions and  also able to 
update the misuse and anomaly model according to feedback received by the security manager.  
Manoj Kumar Singh [38] exploited the artificial neural network to develop more secure means of authentication. 
Apart from protection, perfect security had taken place by adding the feature of intrusion detection along with 
protection. Shahbaz et al [39] analyzed various Artificial Neural Networks (ANN) techniques those being used in 
the development of effective Intrusion Detection Systems for computer systems and computer networks by 
comparative study. Roy et al [40] developed a technique for detecting masqueraders. Syurahbil et al [41] proposed 
novel method to find intrusion characteristic for IDS using decision tree machine learning of data mining technique. 
In which decision rules are generated by using ID3 algorithm of decision tree and implement those rules in the fire-
wall policy rule as prevention. Maath et al [42] described Intrusion detection system in which rules are based on 
genetic algorithm and related detection technique. Jesus al [43] defined Host Intrusion detection System (HIDS) 
subversion and presents HIDS resiliency as a metric of HIDS strength in the event of an attack against the system 
being supervised and to estimate HIDS resiliency, they evaluated the dependency between the system being 
supervised and the HIDS. Then they integrated resiliency into current frameworks to evaluate detection accuracy. 
Srilatha et al [44] developed hybrid architecture using different  feature selection algorithms for real world intrusion 
detection involving Bayesian networks (BN) and Classification and Regression Trees (CART) all together. Ahamad 
et al [45] proposed that chaotic function used for the symmetric key cryptography is being used for secure 
communications.  Mahmoud et al [46] proposed a new hash function (CHA-1) based on chaos, which produces 160-
bit hash digest, accepts message length less than 280 bits, and has a security factor 280 of  brute-force attack. Truong 
et al [47] proposed novel algorithm based on the chaotic sequence generator with the highest ability to adapt and 
reach the global optima which applied to optimize training Multilayer Neural Networks. Khalil [48] presented an 
efficient and scalable technique for computer network security in which  the decryption scheme and the public key 
creation used in this work are based on a multi-layer neural network that is trained by back propagation learning 
algorithm and the encryption scheme as well as the private key creation process are based on Boolean algebra. Susan 
et al [49] developed a prototype intelligent intrusion detection system (IIDS) to demonstrate the effectiveness of data 
mining techniques that utilize fuzzy logic and genetic algorithms which combines both anomaly based intrusion 
detection using fuzzy data mining techniques and misuse detection using traditional rule-based expert system 
techniques. Both network traffic and system audit data are used as inputs for both components. Amit et al [50] 
proposed a neural network approach to improve the alert throughput of a network and making it attack prohibitive 
using IDS.  S Selvakani et al [51] presented the method of learning the Intrusion Detection rules based on genetic 
algorithms. Trimothi et al [52] used deductive reasoning combined with expert knowledge about system behavior, 
potential attacks and evidence, and patterns of suspicion to link individual clues together in an automated way. 
Esmiralda et al [53] presented Web Services security and security concerns together with analysis of possible 
attacks. They also presented some possible attacks on XML Web Services after study of security problems in XML 
Web and interviewed with security experts. Norbik et al [54] proposed hybrid system that combines anomaly; 
misuse and host based Detection by using simple Fuzzy rules which allow for construct if-then rules that reflect 
common ways of describing security attacks. For host based intrusion detection neural-networks along with self 
organizing maps are used. Suspicious intrusions can be traced back to its original source path and any traffic from 
that particular source will be redirected back to them in future. Both network traffic and system audit data are used 
as inputs for both.  
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But from literature review the authors could not find any intrusion detection and prevention technique available for 
biometric process.   Authors reviewed literature for available intrusion detection and prevention techniques which 
are used in network systems, computer systems, web systems.     
After reviewing different intrusion detection and prevention techniques, the authors have concluded that the research 
will expand the intrusion detection and prevention model using different intelligent models for biometric process 
vulnerabilities.   
 
2.3 Knowledge based Systems 
Artificial Intelligence plays an important role in security services. Artificial Intelligence could make use of Intrusion 
Detection model a lot easier than it is today.  Various AI techniques like expert system, fuzzy logic, genetic 
algorithm, artificial neural network and data mining are used for intrusion detection and prevention system. 
Combinations of these can also be used. In this paper we discuss various artificial intelligence techniques, Intrusion 
Detection Systems (IDS) and Intrusion Prevention Systems (IPS), and different AI techniques used in IDS and IPS. 
Mariana [55] discussed that there is a need for the increase of automated auditing and intelligent reporting 
mechanisms for the cyber trust. Intelligent systems are emerging computing systems based on intelligent techniques 
that support continuous monitoring, controlling and decision making by providing mechanisms to enhance the active 
construction of knowledge about threats, policies, procedures, and risks. She also focused on requirements and 
design issues for the basic components of the intelligent system.  Daniel E. O'Leary et al [56] reviewed different 
expert systems used for auditing. Matthew [57] established a framework for studying these inference control 
problems, describe a representation for relevant semantics of the application, develop criteria for safety and security 
of a system to prevent these problems, and outline algorithms for enforcing these criteria. Pattrick et al [58] 
described an expert system to assist internal auditors for auditing data communications (DCA). N. Kussul et al [59] 
proposed an intelligent agent approach based on an neural network to develop intelligent intrusion detection system 
which allows detecting known type of attacks and anomalies in user activity and computer system behavior. 
A.S.Sodiya [60] designed a fuzzy logic-based threat modeling technique which involves the fuzzification of input 
variables that is based on six major categories of threats like Spoofing, Tampering, Repudiation, Information 
Disclosure, Denial of Service, and Elevation of Privilege etc, rule evaluation, and aggregation of the rule outputs. 
S.Jeya at el [61] proposed a rule based expert system in which GA generated more effective standard rules for 
detecting intrusion using crossover and mutation. Yuan et al [62] designed Intrusion detection fact based expert 
system for files and directories which matches and categorizes audit data with fact base components. H. Chris [63] 
concluded that the inherent capability of neuro-fuzzy techniques in handling vague, large-scale, and unstructured 
data is an ideal match for internet related problems.  
 
3. Conclusion   
Given the spectacular rise in incidents involving identity thefts and various security threats, it is necessary for 
reliable identity management systems to be present. Biometric systems are being widely used to achieve reliable 
user authentication which is a crucial component in identity management. As per literature review, biometric 
systems themselves are vulnerable to various attacks. The problems that may arise from attacks on biometric 
systems are raising concerns as more and more biometric systems are being deployed. This, combined with the 
increase in the size of the population using these systems may lead to significant financial, privacy, and security 
related breaches. So architecture of biometric process has to be designed more robust to prevent these attacks from 
intruders. The intrusion detection is an essential supplement of traditional security system. As per literature various 
Intrusion detection and prevention techniques are used in network systems, computer systems, web systems. But 
intrusion detection and prevention technique is not available in biometric process. But detection of intrusion and 
prevention techniques to avoid such type of intrusion has become of paramount importance. The most important 
aspect of this approach is timely detection and notification of a compromise. This security system needs robust 
automated auditing, intelligent reporting mechanism and robust detection and prevention techniques. The knowledge 
based approach is very much useful for Intrusion detection and prevention technique. With proper utilization of 
knowledge available with experts, the knowledge based systems can increase efficiency and effectiveness of 
biometric process. The knowledge stored by capturing scare practices are utilized for future use and training. Use of 
knowledge based systems also enhances problem solving capabilities in most flexible way and leads to enhanced 
quality in problem solving process. Rules, frames, scripts and semantic network are the typical examples of 
knowledge representation scheme.  
In this paper we have given an overview of biometric process vulnerabilities, current scenario of the intrusion 
detection and prevention techniques. The authors have concluded from literature review that the biometric processes 
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themselves are vulnerable to a variety of attacks aimed at discouraging the integrity of authentication process. These 
attacks are intended to either circumvent the security offered by the system or to deter the normal functioning of the 
system. The problems that may arise from attacks on biometric systems are raising concerns as more and more 
biometric systems are being deployed. This, combined with the increase in the size of the population using these 
systems may lead to significant financial, privacy, and security related breaches. So architecture of biometric 
process has to be designed more robust to prevent these attacks from intruders. The intrusion detection is an 
essential supplement of traditional security system. As per literature, various Intrusion detection and prevention 
techniques are used in network systems, computer systems, web systems. But intrusion detection and prevention 
technique is not available in biometric process. But detection of intrusion and prevention techniques to avoid such 
type of attacks is of paramount importance. The most important aspect of this approach is timely detection and 
notification of a compromise. This security system needs the robust automated auditing, intelligent reporting 
mechanism and robust detection and prevention techniques. The knowledge based approach is very much useful for 
Intrusion detection and prevention technique. With proper utilization of knowledge available with experts, the 
knowledge based systems can increase efficiency and effectiveness of biometric process. The knowledge stored by 
capturing scare practices are utilized for future use and training. Use of knowledge based systems also enhances 
problem solving capabilities in most flexible way which leads to enhanced quality in problem solving process. 
Rules, frames, scripts and semantic network are the typical examples of knowledge representation scheme. 
 The Authors Maithili et al [64] suggested the rule based intelligent intrusion detection and prevention model for 
biometric system that contains scheduler to prepare schedule; when to check different logs for possible intrusions, 
detectors to detect normal or abnormal activity. If abnormal activity found the rule engine fires the rule to detect 
intrusion point and type of intrusion. The model also contains an expert system to detect source of intrusion and 
suggest best possible prevention technique and suitable controls for different intrusions. This model is also used for 
security audit as well as alarming and reporting mechanisms. The malicious activity database is also stored for 
future intrusion detection. To detect source tracking, backward chaining approach can be used. The rules are defined 
and are stored in the Rule engine of the system. The Authors Maithili at el [65] suggested robust security model for 
biometric template protection, in which prevention technique is used to secure template by using session key. The 
session key is generated using chaotic phenomenon. The session key generated using this approach, makes this 
model robust to avoid risk of guessing of session key. 
 
4. Future Research 
However, as the processing capabilities of computer systems improve and the innovative approaches to intrusion 
detection continue to be developed, the creation of an effective intrusion detection standard is expected.  The authors 
already suggested the rule based intelligent intrusion detection and prevention model and robust security model for 
biometric template protection.  In future, the research will expand to design the intrusion detection and prevention 
model using different intelligent models for biometric process vulnerabilities.  The Knowledge Based Intrusion 
Detection and Prevention Model generally aim at detecting as well as preventing attacks against biometric system. 
The basic task of this model is to monitor such systems by detecting as well as preventing any unlawful incidents 
which leads the systems to insecure state. 
The overall objective of this Intrusion Detection and Prevention model research is to design efficient & robust 
intelligent model to improve the security of existing and future systems.  
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