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Greetings Professor Millard, 

 

Last semester your graciously donated a mobile studio board to the RPI Electronics Club. The following is a formal update of where 

the mobile studio board has been, what it has been used to accomplish, and the responses from the folks observing it in action.  

 

CSAW 2008   

CSAW (Cyber Security Awareness Week) is an international 

information security competition comprised of seven challenges 

that give students a chance to battle cyber threats and share new 

ways of thinking about information security. It culminates in a 

day-long event with presentations by industry leaders and an 

awards ceremony where winners receive cash awards and prizes. 

The 2008 CSAW Competition was held at the polytechnic institute 

of NYU, in Brooklyn NY. 

The Embedded Systems Challenge 

The guise behind the CSAW embedded systems challenge was 

complex. A Crypto device used by the ‘orange army’ utilizing a 

128-bit private key block cipher is presented to each team. The 

challenge is to develop and implement a hardware Trojan to 

undermine the crypto device, without being detected during 

validation testing. The device must consume the same amount of 

power as the original, and use the same number of blocks of the 

FPGA, while leaking the secure key rendering the orange army 

insecure. 

      How the IO board was used 

Both the function generator and oscilloscope modes were used in this project.  We generated test wave forms 

of approximately 19 KHz and sent them over the blue channel of a VGA monitor.  We tried many different 

signals of varying frequency and pulse width.  For every signal we tested both the visibility of the signal on the 

monitor as well as how well the signal was received by a pair of headphones reconfigured to work as a 1/4 wave 

antenna.  We eventually found three signals that were easily seen in the Fourier transform of the antenna input 

but also were not visible on the monitor.  Once we had used the IO board to pick our signals we then hard coded 

them into an FPGA board and used them to covertly transmit encryption keys. The functionality of the mobile 

studio was key to successfully deploying our tactic in the embedded systems challenge, as hardware 

programming each variable in the FPGA, via trial and error, would have been orders of magnitude more time 

consuming.  

http://isis.poly.edu/csaw/
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Software & Interface 

 

To test our ideas we created a lab view VI for interfacing to the 

IO board, based on the published Labview interface, created by 

Mike Kleggiger. The VI was designed to produce certain 

frequencies using the board’s outputs, while using the host 

system’s microphone port for performing analog inputs and 

Fourier transforms for data decoding. 

       Competition Results & Final Paper 

The embedded systems team placed 3rd globally, trumping graduate students at Virginia tech, Cooper Union, 

Carnegie Mellon and RIT. Our presentation regarding the specifics of our tactics and software are described at 

the following address: http://isis.poly.edu/~vikram/rpi.pdf 

       Responses from Observers 

Prior to the competition the RPI embedded challenge 

team visited NYC resistor, a tinkering group in Brooklyn. 

They enjoyed the design and the terminal blocks on the 

IO board. The organizers of the lab asked about the 

board’s hardware capabilities. The developers at NYC 

resistor are partially responsible for the REPRAP project, a 

low cost open source 3D printing apparatus. 

 

 

 

 

 

 

 

 

 

The RPI Electronics Club thanks you for your hardware donation. http://electronics.union.rpi.edu 

http://isis.poly.edu/~vikram/rpi.pdf
http://www.nycresistor.com/
http://electronics.union.rpi.edu/

