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Abstract 

Cloud computing has emerged as a platform for outsourcing storage and compute works as it provides scalable and available 

services on demand in pay per use fashion. Since the data is not stored in the local system, security is the concern. Data owners are 

worried about cloud data security. Since users’ data is stored in a remote server which is treated as entrusted, there is security issue 

involved. To overcome this issues many researchers contributed towards secure outsourcing of data. Cryptographic primitives are 

widely used for encryption and decryption for data security. However, the users who are not good at these schemes will not be able 

to use them. To overcome the problem outsourcing data is protected by the cloud server as the cryptographic mechanisms are 

delegated to cloud server. Since Attributed Based Encryption (ABE) came good with its model, it is widely used for the purpose of 

encrypt of cloud data. In this paper we proposed an efficient hybrid encryption and delegation model for highly secure outsourcing 

of data. We designed and implemented the proposed model with a prototype application to demonstrate proof of the concept. The 

empirical results revealed the secure outsourcing of data.  

 

Index Terms – Cloud computing, encryption, ABE, delegation model 

 

1. INTRODUCTION  

Cloud computing is a phenomenon which enables users and organizations to avail huge amount of computing 

resources with time and geographical restrictions. Cloud server providers bestow such services in pay per use fusion. 

As shown in Figure 1, there are many cloud service providers like Amazon, IBM, Microsoft and others. Cloud server 

providers make clouds available. Each cloud has huge amount of shareable computing resources that can be used by 

cloud users across the globe in pay per use fashion. The cloud deployments across the globe are available in four 

varieties. They are known as public cloud, private cloud, community cloud and hybrid cloud.  
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Figure 1: Cloud service providers 

Cloud computing became a reality which is supported by many service providers. There are many service providers 

providing different kinds of cloud services. Broadly, the cloud services are classified into three categories. The first 

category is known as platform as a service (Peas). This service is related to application development platform where 

developers can build cloud based applications or any applications that they need to. The second service is known as 

Infrastructure as a Service (Iasi). As the name implies, this service is related to infrastructure in terms of hardware 

and software. Mainly it includes storage and computing facilities. The third service is known as Software as a Service 

(Seas). This service is to provide software as a service to end users. It helps users to use them in pay per use fashion, 

without purchasing software and installing it in the local machine. Google Docs is best example for Seas.  

 

Figure 2: Shows the three services provided by cloud 
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As shown in Figure 2, it is evident that cloud is providing different services that are categorise into the three 

aforementioned services. They can help the users to use software, to build using Peas and to move to Iasi their data 

and compute operations. With respect to data security, many techniques came into existence. The traditional 

cryptographic primitives are widely used with certain changes. The schemes came in the form of Attribute Based 

Encryption (ABE), ABE with policies and ABE with circuit-cipher text policy and so on.  

In this paper, we proposed a methodology that is used to outsource data to cloud security with delegated 

cryptographic primitives. We built an application that demonstrates different roles like cloud server, data owner, 

trusted authority and cloud user. These roles have different privileges and operations to be performed. The 

application demonstrates proof of the concept of delegating security primitives to cloud along with attribute based 

encryption. The remainder of the paper is structured as follows. Section II provides review of literature. Section III 

presents the proposed system in detail. Section IV presents implementation details. Section V shows experimental 

results while section VI concludes the paper. 

 

2. RELATED WORK 

Attribute based encryption (Abe) is one of the cryptographic techniques. It was proposed by Sashay and Waters [1]. It 

supports encryption of attributes instead of full data. Attribute is a group of columns that are to be given access to 

people. Before giving the data, attribute based encryption is made. Later on in [2] and [3] focus was on authorities 

and policies besides ABE. It helped to improve access control. Sashay and Waters [4] improved ABE to make it KP-

ABE that makes use of general circuits. Before making this system Boolean formulae were used for strongest form of 

expression. Afterwards CP-ABE came into existence for general circuits which is close the mechanism of traditional 

control. Efficiency and access control are the two issues solved by CP-ABE system. Afterwards hybrid encryption 

schemes came into existence. Key encapsulation mechanism was proposed in [5] and [6] and one time MAC is 

integrated with the symmetric encryption in order to realize KEM. This kind  of was also found in [7], [8] an and [9]. 

Thus these encryption models achieved higher security with respect to attribute based encryption.  

In addition to encryption, other security related improvements are explored in [10], [11], [12], and [13]. Later on 

ABE with verifiable delegation came into existence. Right from the inception of ABE many advances were 

witnessed. Outsourcing computations explored in [14] and [15] are some of the directions. The first ABE with 

outsourcing decryption to cloud was studied in [16] and it was later on improved in [17]. The delegation of the 

decryption part helps in improving security and also sharing computational complexity to cloud servers. Delegation 

can help in improving the stability and scalability of the system. Even such systems can cause issues when server is 

able to forge deceive the user by not allowing access to data. Such issues are overcome with the proposed system in 

this paper.  

 

3. PROPOSED SYSTEM  

The overview of the proposed system is presented in Figure 3. It shows different users in the system involved and 

their functionalities. The roles associated with the system include data owner, cloud server, trusted authority and end 

user. Data owner, as the name implies, is the owner of data whose data is outsourced to public cloud. Data owner 

performs security related operations and also delegate certain mechanisms to cloud server. Data owners upload data 

to cloud server and performs operations on data as and when required. Data owner also provides data access 
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privileges to end users. The details of such things are saved to cloud server. Trusted authority provides permission on 

data and encryption keys to data owner. Trusted authority receives metadata about data from the cloud server for its 

intended operations. Attributes are authorized by the trusted authority and mediates data access permissions among 

the parties.  

 

Figure 3: Overview of the proposed system 

As shown in Figure 3, it is evident that the cloud server and end users are involved in requesting secret key, and 

downloading data for which end users have access rights. The cryptographic primitives such as decryption are 

provided to cloud  server. The delectated cryptogrhic primitives help in more robust system as it reduces burden on 

the clients. More interactive details are illustrated in Figure 4.  

 

Figure 4: Interaction among the roles 
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As shown in Figure 4, it is evident that service provider of cloud cloud server and trusted authority are involved in the 

interactions. The service provider can verify to know whether the trusted authority information is safe or not. Trusted 

authority verified with the cloud server to know whether the selected information is safe or not. The service provider 

checks files. If a file is not safe, then the service provider updates it and sends it to cloud server. Once verification is 

done, the information related to safety is notified to the service provider.  

 

4. IMPLEMENTATION  

The proposed system is implemented as a web application built using Java platform. Web based interface helps the 

users of different roles to get authenticated and perform various operations intended. Thus role based security can 

help controlling users. Besides the system supports ABE with circuits concept in order to have delegated control over 

cryptographic primitives. The interaction among different classes involved in the system is presented earlier. The 

classes and their relationships are presented in Figure 4.  

 

`  

Figure 5: Classes and the relationships among classes 

 

As shown in Figure 4, it is evident that there are four important classes that encapsulate the roles in the proposed 

system with related attributes and operations. The classes include service provider, cloud server, trusted authority and 

end user. The data members and methods of the classes are presented and they have some sort of association among 

them. The interaction among the roles involved in the system is presented in Figure 5.  
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Figure 6: Interaction among roles involved in the system 

As shown in Figure 5, it is evident that service provider uploads medical information to cloud server. The cloud 

server is able to store it and provide with acknowledgement needed. Then service provider gives the file related 

metadata to trusted authority. Then service provider makes a a request to have key generation for security. The 

trusted authority does accordingly and informs the sesame to cloud server. Service provider can also register end 

users with the cloud server. This activity can help service provider to share his/her data to end users. When end users 

request for a file, file request confirmation is given by cloud server. Then after successful verification, the cloud 

server can give the information to end user who can view medical data.  

 

 

Figure 7: Main UI of the web application 
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As shown in Figure 6, the main UI of the web application is shown. It has provision for data owner, user, cloud server 

and trusted authority to login and perform their intended operations. It is the page from which users of all roles 

perform their authentication process before moving the page which provides their accessible operations.  

 

Figure 8: Shows encryption keys for data owners 

As presented in figure 7, it is known that encryption is given for data owners in order to securely access and 

manipulate data. The system is evaluated with data in medical domain. The secret key generation and its usage are 

done with security of the system in mind.  

 

5. EXPERIMENTAL RESULTS 

This section provides results of experiments made with the prototype application. The application is implemented 

using Java platform with Servest and JSP technologies and JDBC for database connectivity. The results are observed 

in terms of average execution time for data owner, average execution time for cloud server, and average execution 

time for user.  

 

Figure 9: Average execution time for data owner 
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Alas shown in Figure 8, the results show the execution time taken for performing data owner operations with 

different depth in the circuits. The results reveal that the time taken is increase as the depths in circuit is increased 

gradually.  

 

 

Figure 10: Average execution time for data owner 

As shown in Figure 9, the results show the execution time taken for performing cloud server operations with different 

depth in the circuits. The results reveal that the time taken is increase as the depths in circuit is increased gradually.  

 

 

Figure 11: Average execution time for data owner 

As shown in Figure 10, the results show the execution time taken for performing cloud server operations with 

different depth in the circuits. The results reveal that the time taken is increase as the depths in circuit is increased 

gradually.  
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6. CONCLUSIONS AND FUTURE WORKA 

In this paper, we proposed a delegated security model with ABE based approach. It is a system where different roles 

are involved to secure outsourcing of data to cloud in efficient fashion. The proposed system involves roles such as 

authority, data owner, cloud server and end user. The system is implemented as a web based application that 

demonstrates the intended activities of all roles. The delegated cryptographic primitives and the involvement of 

trusted authority in the scheme of things are important in the proposed system for efficiency. Cryptographic 

primitives are widely used for encryption and decryption for data security. However, the users who are not good at 

these schemes will not be able to use them. To overcome the problem outsourcing data is protected by the cloud 

server as the cryptographic mechanisms are delegated to cloud server. Since Attributed Based Encryption (ABE) 

came good with its model, it is widely used for the purpose of encrypt of cloud data. We built a prototype application 

to demonstrate proof of the concept. The empirical results revel awed that the proposed system is capable of doing 

secure outsourcing of data to cloud. In future, we evaluate the scheme and compare with other schemes. 
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