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ABSTRACT 

Universities are shifting from partially computerized to fully automated environments and 

technology is equally shifting from point to point to broadcasting options. These trends are 

resulting in mobile computing for most university users with systems accumulating enormous 

amount of public, private as well as confidential data on employee, students and the institution.  

However, mobile computing systems normally come with security challenges and different 

vulnerabilities that make users hesitate adopting them despite the many benefits they bring.The 

purpose of this Paper was to establish the emerging security challenges of information systems in 

mobile computing environments in universities. The study was undertaken using multi-case 

method andthrough scrutiny of literature on security challenges in information system. Stratified 

random sampling and purposeful sampling was used to select   respondents from six public and 

two private universities. It was established that the emerging security challenges in universities 

in mobile computing to be rising as technology advances.The findings will help the mobile 

computing implementers and university management determine when there is need for 

enhancement of existing security approaches to mobile computing and mitigate on the future 

trends in security for the information systems. 

 

Key words: Information System,Mobile computing, Security challenges, Approaches, Threats, 

Vulnerability. 

 

 

1. Background Information 

 

Security in information systems is posing challenges to organizations as they adopt new 

technologies such as mobile computing and as the trends in technology change. According to the 

government of Hong-Kong (2011) new spectrum of mobile products is emerging that combine a 

range of computational capabilities into one physical device. This trend encourages mobile 

computing in most organizations. According to Artjom, (2010) Mobile computing is the most 

current technology, where mobile phones can do everything a computer could, including web 

browsing, document processing, and playing games among others. 
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Security in Information systems is a complex of organizational, technical and legal measures.The 

current trends in Information Technology has seen Information System and devices integrated 

into every fiber of universities (JUCC, 2012). Technology now has reduced the border between 

the real world and virtual 3G networks, thus making people constantly access the internet. These 

trends in technology has brought on board a number of portable devices purchased by 

organizations or individuals and used on university information systems. This comingling of 

technologies brings security challenges that must be addressed.According to Miramare, 

(2010)mobile computing is a computing system in which a computer and all 

necessaryaccessories like files and software are taken out to the field.On their part Honicky, 

Palous and Brewer, (2010), definedMobile computing as the technology which is emerging as a 

next generation significant tool for computing and has a tremendous impact on field of education 

and research of our society.  

 

The demand by users for university services have put pressure on the management to provide 

services 24 hours a day. In order to achieve these, universities have made effort to automate 

processes for efficient and effective operations. The Universities have also adopted and even 

developed information systems which operate in networked environments through point to point 

as well as broadcast options. Most staff and students are using their own mobile devices such as 

ipad, tablets, smartphones, and laptops among others to carry out most of the transactions using 

university information systems while in their comfort zones. According to IBM, (2008) mobile 

devices represent the greatest intersection between opportunities and risk among the available 

technologies. 

 

The mobile revolution has enabled new ideasand innovations to spread out more quickly and 

efficiently at the same time creating security challenges. According to Educause, (2011) Mobile 

devices have similar privacy issuesas other online technologies. However, location-enabled 

mobile apps create an entirelynew set of security issues on campus.Some of the emerging trends 

in Information Technology(IT) which includes but not limited to cloud computing and an 

increase in mobile devices connecting to corporate networks are prompting companies to review 

their IT security strategies (JUCC, 2012). According to Goswamiet, (2013) mobile computing 

technology which is among the new emerging technology enables mobile personnel to 

effectively communicate and interact with fixed organizational information system while 

remaining unconstrained by physical location.  

 

Security in cloud computing which constitutes one of the mobile computing components is 

associated with issues such as data loss, phishing, botnet.  Theft or loss of mobile devices means 

potential leakage of sensitive data related to personal identification, confidential material and 

financial information. By allowing staff or students to use hand held mobile devices to conduct 

academic research or administrative tasks, the impact on universities due to theft/loss event will 

become much more significant. Each of the listed technology has created security challenges 

which are unique to their operational technology and thus the need to address the security for 

each individual technology as it arises.  
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2. Statement of the Problem 

 

Universities are shifting from partial computerized environments to fully automated 

environments.  In so doing, universities are accumulating enormous amounts of public, private as 

well as confidential data and information on employees and students.   Some of the confidential 

information includes documents such as examinations materials, student‟s results, and other 

reports. These information need to be readily available to be accessed by users. In order for this 

to be achieved, technology is shifting from point to point to broadcast options. One such option 

which is a favourite with most university users is the mobile computing. 

 

The mobile computing systems normally come with security issues and different vulnerabilities 

that are making users to hesitate adopting. This may require new and different approaches to 

security and assurance to users.  Universities are indeed moving to counter such vulnerabilities 

and threats in the dynamic technology environment; however they are unable to establish how 

secure their approaches are or determine how they are exposed.This paper therefore sought to 

establish the emerging security challenges in mobile computing in universities which will make 

the universities aware and thus device countermeasures for such challenges.  

 

 

3. Related Literature 

 

Emerging security challenges in mobile computing 

 

According to Kuyoro, Ibikunle and Awodele, (2011), the security challenges in mobile 

computing are as a result of putting your data, running your software on someone else hard disk 

using someone else CPU. Multi-tenancy model and the pooled computing has introduced new 

security challenges that require extra technology to tackle, hackers can for example use cloud to 

organize botnet as cloud often provides more reliable infrastructure services at a relatively 

cheaper price to start an attack (Ramgovind,  Eloff, & Smith. 2010). Due to technology of using 

virtual systems where a system can be accessed remotely, a platform can be created to attack the 

systems or processes within the cloud. Users can not be guaranteed security of their data because 

they are not in control of the platform which is hosting them. 

 

 

Smartphones are rapidly replacing the traditional phones because of its PC-like features and thus 

used as web browsers, editors and media players. According to Sheikh, (2009) the smartphones 

run complete operating systems that allow installation of third party applications, Sheikh further 

noted that as the usage of these devices grows, the need for securing the data stored on the 

devices and the services that they provide becomes more vital. Mobile operating systems 

naturally became target for security scrutiny as they are responsible for managing all information 

and services (Syed, 2009). Mobile devices are distinct from laptops and therefore require a 

specifically tailored approach to security.  Bring Your Own Device (BYOD), Technology varied 

mobile devices with different applications are brought into universities and used by staff and 

students alongside the university information system. This process has brought security 

challenges which require university administration to deal with security of individual mobile 

devices that access its information system. 
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According to the Government of Hong kong, (2011), security weaknesses are possible when 

enterprises deploy mobile technologies. These technologies may result into mobile devices 

containing information being stolen, unauthorized staff leaking data or information via mobile 

devices, spread of viruses or other patch management issues and possible snooping and 

interception on GSM communications.Consumer mobile devices continue to create worrisome 

risks for organization, ranging from loss of confidential information to high-profile security 

breaches, (Dekker, 2013). Dekker further observed that mobile risks are reaching critical mass 

thus information security teams must implement strategies that manage risks. According to 

SANs, (2014) the major factors that cause security elements to vary are changes in technology 

which include, choose your own IT (CYOIT), virtualization and use of cloud and software-as-a 

service (Saas), supply chain integrity worries and the internet of things. Each one of these trends 

provides new attack surfaces and targets.   According to Aaron, (2005) computer systems with 

vulnerabilities to a network attack can be exploited by any of device with access to the network. 

 

The concept of BYOD has brought threat to corporate environment. According to Archer, (2012) 

BYOD has created a paradigm shift, where the security and safety of the device is not necessary 

to protect the corporate data, but to keep the data out of the hands of organization management. 

Bring Your Own Device (BYOD), Technology varied mobile devices with different applications 

are brought into universities and used by staff and students alongside the university information 

system. This process has brought security challenges which require university administration to 

assess and find ways to address them 

 

Challenges in mobile computing systems 

 

A number of challenges exist in universities as a result of mobile computing technology. These 

challenges come due to systems vulnerabilities and threats.  According to Doru, (2012) 

vulnerability is a weakness of information and information systems which can lead to attacks, 

harm modification, destruction, disclosure, interruption and interception.According to 

Wambungu, (2015) malicious software aimed at mobile devices, otherwise known as mobile 

malware, is on the rise. Wambugu, (2015) noted that the Smartphone owners cannot realize their 

devices can be infected by the apps that are downloaded for one purpose or another. Wambugu 

further observed that cyber criminals create malware spreading apps in devious attempts to steal 

personal details. Most malware don‟t want to just sit on your phone, they either want the data on 

your phone or want to use your phone to transmit information to somewhere else. 
 

According to a CISCO, (2014) annual security report, Organizational vulnerabilities are 

increasing because enterprises are working through disaggregated point solutions and multiple 

management platforms. As a result it was noted that a set of disparate technologies across control 

points that were never designed to work together have come up. This has increased the potential 

for the compromise of customer information, intellectual property, and other sensitive 

information, and puts a company‟s or universities reputation at risk.  

 

According to Sonika, (2014) mobile devices are used for a variety of tasks on personal 

information and corporate data by individuals and companies. He further observed that by 

introduction of BYOD new threats have been added to corporate landscape. Mobile devices are 
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subject to unique threats because of their size, portability always on wireless connections, 

physical sensors and location services. According to RSA (2013) report, organizations are 

experiencing a surge of consumer mobile devices accessing corporate networks and storing 

corporate data. These trends have an impact on information security programs revealing 

significant and growing gaps. The report further stated that more employees are using their 

smartphones and tablets for work creating a surge of consumer mobile devices accessing 

corporate data.  

 

 

Threats to mobile devices 

Threats to mobile devices include malware, loss or theft, communication interception, 

exploitation and interception (JuniperNetworks, 2011).Witheres (2012) observed that, Mobile 

Device Management (MDM) offers features to assist in configuring mobile devicessuch that they 

more closely comply with usage policies. Withers, (2012) noted that a list of features available in 

MDMcan include remotely locking and wiping lost or stolen devices, application management, 

password enforcement,inventory and asset management, security and policy compliance, remote 

location of lost devices, integrationwith enterprise services such as e-mail and certificate 

authorities, backup and restore services.  This in essence can ensure university data is not 

exposed to unauthorized people. A variety ofMDM solutions are offered by vendors, with a 

diversity of architectures and specifications.  

 

According to Cecil et al (2013) Mobile devices are famous for malicious codes. Cecil further 

observed that there are chances to lose or steal the data because mobile devices are mostly 

unprotected. Some of the mobile security threats include; 

i)Data loss from lost or stolen mobile devices  

ii)Information stealing through poorly written third party applications 

iii)Vulnerability within devices, operating system design and third party applications 

iv) Insecure network access and undesirable access points 

v) Insufficient management tools, capabilities and access APIs 

vi) Near field communication proximity based hacking 

 

According to Jansen and scarfone, (2008) loss, theft or disposal of mobile devices results to 

access to sensitive information that resides on such devices, Other threats include, unauthorized 

access which is exploited on weakness to authentication by attackers, Clarke et al, (2005) noted 

that mobile devices users either use very simple PINs or passwords.  

 

 

4. Methodology 

The research approach that was followed in this study was both qualitative and quantitative 

method. In this study, the survey design for the interview was through open ended questions. 

Questionnaires were also administered to respondents. According to Kasomo, (2007) qualitative 

methodology enables the understanding of personal experiences of humans deeply and clearly. 

This method was appropriate to this study because it addressed the „how do‟ and „what are‟ for 

security approaches on mobile computing systems as indicated in the research objective.  
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Primary data was collected using research tools (Questionnaires and Interviews). The secondary 

data was obtained from archival records, document analysis, official reports, library, internet and 

other relevant literature. The participants were contacted at their workplace and were briefed on 

the intentions of the researcher. One hundred (120) questionnaires were issued to University staff 

from which 99 questionnaires were filled in and returned however, 11 (eleven) questionnaires 

were not properly completed and were excluded in the data analysis.  This represented a response 

rate of 82.5% which was very good and representative (Bryman and Bell, 2011). He lauded that 

a response rate of 50% is adequate for analysis and reporting, 60% is good and 70% is very 

good.   

 

The persistent and personal calls to the respondents informing them of the study intents and 

personally administering the questionnaires by the researcher and research assistants ensured 

recommendable response rate.The statistical package for social sciences (SPSS) Version 23 

software was used for data analysis which required descriptive statistics. 

 

 

5. Findings 

 
The study sought to find out if there were security challenges in the Universities on mobile 

computing based on the questionnaires administered to the respondents.  The results are as 

shown in table 1. Having knowledge about status of security on university system is important 

because it guides the users to establish a response strategy for each of the security challenge 

encountered. 

 

Table 1 descriptive statistics on security challenges in the institution 

Opinion Statement Yes No Mean STDV 

Are security breaches common in your institution 64 36 1.4444 0.7031 

 

The findings on whether their existed any security breaches in the universities are that  64% of 

the respondents confirmed the existence of security breaches in the universities, 36% of the 

respondents did not witness any security breaches in universities. The statement had a mean of 

1.4444 and a standard deviation of 0.7031. Most staff encountered security breaches in the 

university information systems, with a mean of 1.4444 and standard deviation of 0.7031 means 

that there were very minimal deviations from the respondent‟s views on the existence of security 

barriers in the universities. It implies that in the current computing environment instances   of 

security breaches are on the rise in most universities, this trend could be due to the  high rate at 

which technology advances which user are not able to cope with due to lack of awareness and 

mitigation strategies, thus leaving the systems exposed to security risks .  

 

Source of the challenges 

The study also sought to establish whether security challenges in the Universities on mobile 

computing based on the questionnaires administered to the respondents were from external or 

internal sources.  The results are as shown in table 2. It is important to determine the source of 

the barriers to easily handle the barriers 
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Table 2 Challenges from internal or external sources 

Opinion Statement Internal External Mean STDV 

If yes, are they internal or external 57% 42% 1.5152 0.6603 

 

The findings from the study shows that 57% of the respondents stated that the breaches were 

from internal sources, while 42% of the respondents indicated that the breaches were from 

external sources. The statement had a mean of 1.5152 and a standard deviation of 0.6603. 

According to NSI (National Security Institute), nearly 80 percent of information security 

breaches and resulting losses originate from inside an organization.  Universities faces 

challenges from its own staff that have been entrusted with university information systems by the 

management, however such staff abuse such privileges by exposing the systems to security risks. 

This is done by either exposing the passwords to unauthorized staff or by exposing the secret 

information in their custody to other staff.   

 

By having a mean of 1.5152 and a standard deviation of 0.6603, means that most of the staff 

agrees that challenges from internal sources are high compared to those from external sources, 

the variations from the staff view about the statement was also minimal indicating consistency 

from respondents. 

 

 Security barriers 

 

The study further wanted to know the major barriers of security on mobile computing in their 

institutions.  The findings are as shown in table 3. By determining the security barriers in the 

university is important because to helps the users device a way of handling such barriers.  

 

Table 3 Descriptive statistics on barriers to security 

Opinion Statement Statistics  

Enforcement of policies 35.4 

Senior management 16.2 

Absent of policies  5 

Technology Awareness 37.4 

Resources 6.1 

Mean 2.6263 

STDV 1.43985 

 

The study established that the main barrier for security management in their university was 

technology awareness at 35.4%, it was noted that staffs were lagging behind as far as technology 

is concern and thus were not able to handle security challenges in the dynamic mobile computing 

environment. It‟s paramount that staffs are made aware of the new technology either through 

formal training or management notices to enable them to respond adequately to emerging 

security challenges.  There was also the issue of policy enforcement which was also mentioned 

as one of the major contributors of the barriers to security of information at 35.4%, when those 

that are supposed to implement a policy do not do so then it loses its intentions and thus puts 

systems in jeopardy as far as security is concerned. 
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 Another barrier on security was lack of support from senior management at 16.2%, The 

management in any institutions plays a vital role in ensuring smooth running of departments by 

providing both human resources  and financing those departments adequately. The availability of 

resources was also cited as a barrier to information security at 6.1% and the least barrier 

according to the respondents is absence of security policy at 5%. This statement had a mean of 

2.6263 and standard deviation of 1.43985, meaning that there was a slightly high deviation from 

the respondent on the matter of the barriers in the universities. Technology awareness, policy 

enforcement and management support are key components in the proposed model and evaluation 

tool. Based on the findings, the components have been mentioned as the main barriers to security 

systems and as such they will be addressed in the proposed model. 

Security Approaches  

 

The paper sought to establish if there existed any challenges as far as security approaches to 

security barriers in universities are concerned. This is shown in table 4 

 

 

Table 4 statements on Control on access of the security barriers 

Opinion statements Yes No Don‟t 

know 

Mean  STDV 

Is access to services controlled by appropriate 

security barriers 

79.7 13.1 8.0 1.6465 1.43081 

Are backups encrypted and passwords protected 50.5 35.4 14.1 1.6364 0.72705 

Anti-Malware controls been implemented on all 

systems 

51.5 33.3 15.2 1.6464 0.7372 

Do all systems have antivirus and antispyware 

installed  

53.5 31.3 15.1 1.6566 0.8591 

Are periodic and it performed to ensure anti malware 

is updated as intended 

49.5 37.4 13.1 1.6364 0.70645 

Does org. protect its perimeter network with a 

firewall 

61.6 30.3 8.1 1.4645 0.6439 

Do you have firewall installed in your computer 77 18 4 1.2626 0.5266 

Do you use anti-spy ware tools 54.5 37.4 8.1 1.5354 0.64386 

Has the firewall been configured to restricted 

outbound 

47.5 34.3 18.2 1.7071 0.7593 

Are firewall logs and server logs regularly 

monitored for intrusion attempts 

46.5 33.3 20.2 1.7374 0.7770 

Does the firewall block malicious technology 69.7 18.2 12.1 1.4242 0.70118 

Does the organization control remote access and 

wire technology 

66.7 15.2 18.2 1.5152 0.78719 

Is remote access sensitive information encrypted 56.6 18.2 25.3 1.6869 0.8529 

Are wireless connections protected with WAP2 

encryption 

53.5 14.1 32.3 1.7879 0.9066 
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Are WPA2 password changed at least quarterly 30.3 30.3 39.4 2.0909 0.83411 

Does the University  protect laptop computers 37.4 44.4 18.2 1.8081 0.7239 

Are wireless network adapters automatically 

disabled when portable 

35.4 41.4 23.2 1.8788 0.7596 

 

 Based on the findings, it wasestablished that Universities do not protect laptops that access their 

systems.  This is evidenced by 37.4% of the respondent who supported the statement 44.4% of 

the respondents said that universities do not protect laptops. This statement had a mean of 1.8081 

and a standard deviation of 0.3239. Laptops are some of the portable devices that are used to 

access university systems. It‟s paramount to ensure that the laptops are protected to ensure that 

they do not affect university information systems when used. There was a very low variation 

from respondents at 0.3239 meaning the response to support and not to support the statement was 

almost the same as shown the percentages.  When taking about BYOD, laptops tops this 

technology and that different users access university systems with such devices. If the laptops are 

not protected then they are likely to jeopardize the security of information system.  

 

By protecting laptops which are used by individuals to Access University information system in 

mobile computing environments, means that the university information system is also being 

protected. From the findings a majority of respondents noted that the protection is not being done 

in most universities which implies that the said laptops that are not protected are connected to 

university system and exposes such systems to security risks  

 

The study established that wireless network adapters are not automatically disabled when 

portable computers are connected. This is evidenced by 35.4% of respondents who supported the 

statement and 41.4% of respondent who did not support the statement, 23.2% of the respondent 

did not know about the process. A majority of respondent confirmed that wireless network 

adapters are not automatically disabled when portable computers are connected.  

 

 

6.Summary 

 

ICT innovations are dynamic and thus driving the current trends in IT bringing enhanced 

functionalities, simplified operations and improved IT cost-effectiveness. However this gives rise 

to Security challenges which emerge as the technology advance in universities.Complex or 

unknown risks of IT that have an impact on IS security strategy in universities also emerge and 

universities must device methods to cope with the dynamic nature of IS risks, universities need 

to adopt a more proactive approach to assess the security risks of IS trends and strengthen the IS 

securityimplementation by utilizing updated techniques and management approaches. This can 

only be possible if the university is able to establish its security concerns and develop a 

framework which can address such concerns.Threats are constantly evolving and need to be 

addressed as mobile technology is adapted in organizations in the mobile computing 

environment. 
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