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ABSTRACT 

Universities are shifting from partially computerized to fully automated environments and technology is equally 

shifting from point to point to broadcasting options. These trends are resulting in mobile computing for most 

university users with systems accumulating enormous amount of public, private as well as confidential data on 

employee, students and the institution.  However, mobile computing systems normally come with security issues 

and different vulnerabilities that make users hesitate adopting them despite the many benefits they bring.  The 

purpose of thispart of the study was to establish the security approaches on mobile computing environment in 

universities. This part of the study was undertaken using survey design and scrutiny of literature review. Stratified 

random sampling and purposeful sampling was used to select respondents from six public and two private 

universities. The study found that the security approaches in mobile computing in universities to be varying and 

mostly rely on established security standards. The findings will help the university management determine the best 

security approaches and also enhance the existing security approaches to mobile computing in universities and 

mitigate on the future trends in security for information systems. 

 

Key words: Information System Security, Information Technology, Trends, Security Approaches, Threats, 

Vulnerability. 

 

1. INTRODUCTION 

 
The current trends in Information Technology has seen Information System and devices integrated into every fiber 

of universities (JUCC, 2012). In their newsletter for IT professionals the JUCC noted that IT security had become 

the most important elements to ensure the integrity of universities information systems and resources. The 

newsletter enumerated some of the recent development in IT as Mobility, Lower Cost, Newer standards, mobile 

computing, cloud computing and IPv6. 

 

According to Miramare, (2010)mobile computing is a computing system in which a computer and all necessary 

accessories like files and software are taken out to the field. Miramare, (2010)observed that scientists use mobile 

devices and web-based applications to systematically explore scientific aspects of their surroundings, ranging from 

climate change, environmental pollution to earthquake monitoring among others. The mobile revolution has enabled 

new ideas and innovations to spread out more quickly and efficiently at the same time creating security issues. 

According to Edu cause, (2011) Mobile devices have similar privacy issues as other online technologies. However, 

location-enabled mobile apps create an entirely new set of security issues on campus. Each emerging technology  

creates security issues which are unique to their operational technology and thus the need to address the security for 

each individual technology as it arises. 

 

 

http://www.ijrit.com/


IJRIT International Journal of Research in Information Technology, Volume 4, Issue 9, September 2016, Pg 19-30 

Daniel Otanga, IJRIT-20 
 

Background Information 
Emerging trends in Information Technology(IT) which includes but not limited to cloud computing and an increase 

in mobile devices connecting to corporate networks are prompting companies to review their IT security strategies 

(JUCC, 2012). Mobile computing according to Honicky, Palous and Brewer, (2010), is the technology which is 

emerging as a next generation significanttool for computing and has a tremendous impact on field of education and 

research of our society. Theft or loss of mobile devices means potential leakage of sensitive data related to personal 

identification, confidential material and financial information. By allowing staff or students to use hand held mobile 

devices to conduct academic research or administrative tasks, the impact on universities due to theft/loss event will 

become much more significant.   

 

Cloud computing as a component of mobile computing is a set of IT services that are provided to a customer over a 

network on aleased basis and with the ability to scale up or down their service requirements(Kuyoro, 

Ibikunle&Awodele, 2011).Cloudcomputing services are generally delivered by a third party provider who owns the 

infrastructure.AccordingKuyoro, IbikunleandAwodele, (2011), Mobile computing encompasses activitiessuch as the 

use of social networking sites and other forms of interpersonal computing. These activities which occur in virtual 

networks and involve various users with varying applications as a result create security issues in organizations 

where such activities are applied. 

 

Security in mobile computing is associated with issues such as data loss, phishing, botnet. Multi-tenancy model and 

the pooled computing has introduced new security challenges that require extra technology to tackle, Hackers can 

for example use cloud to organize botnet as cloud often provides more reliable infrastructure services at a relatively 

cheaper price to start an attack (Ramgovind,  Eloff, & Smith, 2010). Due to technology of using virtual systems 

where a system can be accessed remotely, a platform can be created to attack the systems or processes within the 

cloud. Users can not be guaranteed security of their data because they are not in control of the platform which is 

hosting them.For mobile computing, the miss-configured wirelessnetworks present a security hazard. Anyone with a 

wireless computer could have full access to a LANunless restrictions are implemented (McKimmy, 2003). The 

university LAN contains sensitive information which should be guarded to avoid access by unauthorized people 

however there are challenges on how to deal with people using mobile devices to share resources on the network. 

 

Due to application of emerging information communication technologies (ICT), systems are now the basic core and 

reservoir of information in organizations (Bigioni,nd). The current generation of information systems is based on the 

internet which raises worrying security issues (CERT). Bigioni, (nd) further noted that the spread of wireless radio 

connections has opened new attack fronts. Due to varying needs of information systems users in universities, 

different applications are performed by users using their mobile devices which are integrated with the university 

information systems. This opens up security loop holes which if not detected and addressed can be detrimental to the 

universities information systems. 

 

According to Goswamiet, (2013) mobile computing technology which is among the new emerging technology 

enables mobile personnel to effectively communicate and interact with fixed organizational information system 

while remaining unconstrained by physical location. The organizations information system may be having its 

internal security structure which must be harmonized by the external security brought about by the mobile devices. 

A survey by Symantec found out that mobile computing was the most risky program launched by companies with 

nearly quarter characterizing the level of exposure as high or extremely high (Symantec, 2012). 

 

According to Will Pro, (2012), There are seven areas of security that companies must ensure to address as a core of 

a successful comprehensive mobility program, these are; Data encryption, Password enforcement, Device 

management, Compliance and configuration management. Data access, Trust and confidence and enabled and ease 

of use. He noted that if the named factors are put in place, then a company‟s mobile computing program will achieve 

more than increased security.  Will Pro further noted that whether running Android, iOS, Windows phone or another 

platform, measures can be taken to increase security on smartphones.  Mobile devices are distinct from laptops and 

therefore require a specifically tailored approach to security.  Bring Your Own Device (BYOD), technology varied 

mobile devices with different applications are brought into universities and used by staff and students alongside the 

university information system. This process has brought security challenges which require university administration 

to deal with security of individual mobile devices that access its information system. 
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Vulnerabilities in Mobile systems 

 
Vulnerabilities are weak points in an information system which can be exploited to attack the system. According to 

Wenjiaet el. (2011) security is much more difficult to maintain in mobile ad Hoc networks than in wired networks. 

Some of the vulnerabilities outlined by Wenjiaet el. (2011) include lack of secure boundaries, threats from 

compromised nodes, lack of a centralized management facility, restricted power supply and scalability. Based on the 

vulnerabilities outlined it can be noted that mobile networks are not safe; there is no clear line of defense because of 

the freedom for the nodes to join, leave and move inside the network; the nodes can be compromised by the 

adversary and thus perform malicious behaviors that cannot be detected. Lack of centralized management can also 

cause problems when coordination is required; continuously changing scale of network has set requirement to the 

scalability protocols and services in mobile systems. Therefore the mobile systems will need more robust security 

approach scheme to ensure the security of information in the mobile computing environment. 

 

Problem Statement 

Universities are shifting from partial computerized environments to fully automated environments.  In so doing, 

universities are accumulating enormous amounts of public, private as well as confidential data and information on 

employees and students.   Some of the confidential information includes documents such as examinations materials, 

student‟s results, and other reports. These information need to be readily available to be accessed by users. In order 

for this to be achieved, technology is shifting from point to point to broadcast options. One such option which is a 

favourite with most university users is the mobile computing. 

The mobile computing systems normally come with security issues and different vulnerabilities that are making 

users to hesitate adopting. This may require new and different approaches to security and assurance to users.  

Universities are indeed moving to counter such vulnerabilities and threats, however they are unable to establish how 

secure their approaches are within the shortest time possible or determine how exposed they are. 

Threats to information on mobile devices 

Mobile computing brings with it threats to user and to corporate environment. According to Sonika, (2014) mobile 

devices are used for a variety of tasks on personal information and corporate data by individuals and companies. He 

further observed that by introduction of BYOD new threats have been added to corporate landscape. Mobile devices 

are subject to unique threats because of their size, portability always on wireless connections, physical sensors and 

location services. According to RSA (2013) report, organizations are experiencing a surge of consumer mobile 

devices accessing corporate networks and storing corporate data. These trends have an impact on information 

security programs revealing significant and growing gaps. The report further stated that more employees are using 

their smartphones and tablets for work creating a surge of consumer mobile devices accessing corporate data.  

Threats are constantly evolving and need to be addressed as mobile technology is adapted in organizations. Some of 

the threats to information on mobile devices include theft, loss or disposal of mobile devices. In the digital 

government report (2012), it was observed that the diversity of available devices, operating systems, carries 

provided service and mobile applications present additional security challenges to the confidentiality, integrity and 

availability of information 
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Figure 1 Mobile Computing environment: 

Source: Threats and Security Issues in Mobile Computing (Sonika et al, 2014) 

According to figure 1 given that the user and data they carry have become a mobile component in computing, it has 

in itself introduced a set of security challenges.  

The figure further shows that in mobile computing, it is not possible to isolate the various computing components.   

The mobile computing environment in universities is not different from the one shown in figure 1.  The network 

users in universities who have personal mobile devices accesses cannot be isolated from the rest of computing 

devices in computing environment. The mobility of users and the data they carry introduces security challenges from 

point of view of the existence and the location of the user and the secrecy and authenticity of the data exchanged 

between users and between a user and a fixed host. (Sonika et al, 2014).According to Rothman (2011) many threat 

vectors for infecting personal computers arise from social-engineering attacks that bypass anti-virus defenses. 

Rothman further noted that similar techniques are used in the smartphones and tablets word by deceiving users into 

installing malicious apps which includes apps that gather personal information, track location, and change accounts 

by sending text messages to premium rate numbers, using a mobile device to access corporate email or other 

resources extend the threat to the organization including theft of sensitive data.  

According to Sonika et al, (2014) a user on a mobile wireless network may choose to have the information 

concerning his or her existence treated as being confidential or anonymous.  Sonika also noted that the problem of 

user anonymity in mobile computing is related to a more difficult problem of trust level afforded by each node in the 

wireless network and the problem of security of location data concerning a user when the location data is stored or 

transferred between nodes as the user moves in a nomadic fashion.The portability of mobile phones and PDAs 

makes them easy to steal. NIST, (2013) report indicated that losing phone means losing all the data stored on it. The 

report further indicated that sophisticated attacker can defeat most security features of mobile phones and gain 

access to any information they store. 

 

Approaches to information security 

The intention of implementing security measures, controls and policies is to guard information security objectives 

and information assets. Johnson, (2008) noted that security objectives which include confidentiality, integrity, and 

availability are the main concern in categorizing information security level. The approaches to information security 

are based on the threats to information.European Network and Information Security Agency(ENISA) concentrates 
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on issues of raising information security awareness, Computer Emergency Response Teams (CERTs), identity, 

privacy and trust as part ofinformation security in general, reliable communications networks and services, 

andinformation security risk management.According to Irshad at el (2011) the highly volatile computing 

environment requires that security approaches be viewed as a continuing process to meet the changing needs of the 

environment.Some of the security mechanisms applied according to Archeret. al, (2012)  include; user-oriented 

methods outlined as ; physical control, user authentication, data backup, wireless interfaces, deactivate compromised 

devices among others.Access to Local Area Network (LAN) by unauthorized mobile devices can be prevented by 

establishing MessageAuthentication Code (MAC) addresses, a unique number that identifies its Network Interfacing 

Card(NIC). Unknown computers can then be denied access if their MAC address is not on an authorizedlist 

(McKimmy, 2003).  

 

Threats to mobile devices include malware, loss or theft, communication interception, exploitation and interception 

(JuniperNetworks, 2011).Witheres (2012) observed that, Mobile Device Management (MDM) offers features to 

assist in configuring mobile devicessuch that they more closely comply with usage policies. Witheres, (2012) noted 

that a list of features available in MDMcan include remotely locking and wiping lost or stolen devices, application 

management, password enforcement,inventory and asset management, security and policy compliance, remote 

location of lost devices, integrationwith enterprise services such as e-mail and certificate authorities, backup and 

restore services.  This in essence can ensure university data is not exposed to unauthorized people. A variety 

ofMDM solutions are offered by vendors, with a diversity of architectures and specifications 

 

One of the main challenges that mobile devices pose to organization is distinguishing between employee-owned and 

organization-issued equipment. BYOD may seem cost effective solution for an organization but the ability to 

manage and control such devices is a challenge, especially trying to apply security policies and corporate software 

(Archer et al, 2012). Some of the security mechanisms applied according to Archer et al, (2012)  include; user-

oriented methods outlined as ; physical control, user authentication, data backup, wireless interfaces, deactivate 

compromised devices among others. The other approach is organization oriented which includes; mobile device 

usage policy, deployment and operation plans, risk assessment and management, security awareness and 

configuration and control management. NIST 800-124 guideline is a generic technical document for organizations to 

help protect mobile devices. It lists threats and safeguards without any connections.  

 

For cloud computing, service providers provide different levels of protection against data loss or corruption, 

According to Taiwhenua, (2014), some of the protection include data backup services. The use of cloud services 

may need an agency to develop implement and test its own data backup strategy to ensure that it can sufficiently 

recover from an incident that result in data loss or corruption, (Taiwhenua, (2014). According to Taiwhenua, (2014) 

agencies maintain a robust process for managing the lifecycle of identities that ensures; 

Permissions are approved at the appropriate level within the organization. 

Role Based Access Control (RBAC) is sufficiently granular to control permissions. 

Users are only granted the permissions they require to perform their duties. 

Users do not accumulate permissions when they change roles within the organization. 

User accounts are removed in a timely manner when employment is terminated. 

 

The above listed processes can form a security framework which can take care of the environment and the 

organizations management approach on handling users of mobile devices with different needs and applications on 

organization networks. A comprehensive security policy could be necessary to take care of all the process listed.Due 

to the mobility of the nodes and the continuously changing topology in the ad hoc network, it becomes difficult to 

collect reasonable evidences for a node if it only relies on the single-layer detection method, where it may be 

vulnerable for the setting of the threshold. As a result, the concept of multi-layer or cross-layer detection mechanism 

can be utilized as noted by Zhang, (2000) andLee, (2000).This concept can address the dynamic structure of nodes 

in the ad hoc networks 

 

Access to LAN by unauthorized mobile devices can be prevented by establishing Message Authentication Code 

(MAC) addresses, a unique number that identifies its Network Interfacing Card (NIC). Unknown computers can 

then be denied access if their MAC address is not on an authorized list (McKimmy, 2003). In the area of 

telecommunication, network security, the IBM Blandecenter PN41 provides customizable deep packet inspection 

(DPI) based security capabilities that telecommunication networks can use to protect mobile devices from malware 
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and other security threats. According to Wambugu, (2015) there are a number of approaches that can be used to 

protect laptops, besides physically locking your laptop to an immovable object; you could use a new breed of 

security software now in the market 

 

Other security approaches in cloud computing as noted by Federal Bureau of Investigation (FBI), (2012) 

include;Access can be restricted to the email payload for cloud mailthrough the use of end-to-end encryption.This 

process however, it was observed that it would limit the cloud services ability to perform some recovery or 

protective services due to email inaccessibility.The technical report by FBI also noted that Cloud storage solutions 

may allow end-to-end encryption using user held cryptographic keys. 

 

Methodology  

 
The research approach that was followed in this study was both qualitative and quantitative method. In this study, 

the survey design for the interview was through open ended questions. Questionnaires were also administered to 

respondents. According to Kasomo, (2007) qualitative methodology enables the understanding of personal 

experiences of humans deeply and clearly. This method was appropriate to this study because it addressed the „how 

do‟ and „what are‟ for security approaches on mobile computing systems as indicated in the research objective.  

 

Primary data was collected using research tools (Questionnaires and Interviews). The secondary data was obtained 

from archival records, document analysis, official reports, library, internet and other relevant literature. The 

participants were contacted at their workplace and were briefed on the intentions of the researcher. One hundred 

(120) questionnaires were issued to University staff from which 99 questionnaires were filled in and returned 

however, 11 (eleven) questionnaires were not properly completed and were excluded in the data analysis.  This 

represented a response rate of 82.5% which was very good and representative (Bryman and Bell, 2011). He lauded 

that a response rate of 50% is adequate for analysis and reporting, 60% is good and 70% is very good.   

 

The persistent and personal calls to the respondents informing them of the study intents and personally 

administering the questionnaires by the researcher and research assistants ensured recommendable response rate.The 

statistical package for social sciences (SPSS) Version 23 software was used for data analysis which required 

descriptive statistics. 

 

Findings 

Emerging Security approaches 

The researcher sought to find out the security approaches in the Universities currently, this is shown in table 1.  

 

Table 1 Security standards practiced by your institution 

Opinion Statement Statistics 

ISO/IEC 27002 7&  27001 41.4 

ISO/IEC/5408 22.2 

ISO/IEC 1335 17.2 

ITIL 2 

NIST 800 series 2 
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COBIT 8.1 

Other 7.1 

Mean 2.6061 

STDV 2.0889 

Determining the security approaches applied on university system is important because it helps users get the best 

approach to use from among the existing approaches. Most universities applied ISO/IEC 27002 and 27001 standard 

for their security applications this had 41.4% of the respondent, this was followed by ISO/IEC 15408 at 22.2%, 

ISO/IEC 1335 was at 17.7%, COBIT was at 8.1 % other standards applied were at 7.1% while ITIL and NIST 800 

series were the least standards adopted at 2% each. The respondents had very high variations though the response 

rate for the approaches was also high meaning that majority of the staff appreciated the need to have a particular 

security approach in handling security of information systems in mobile   computing environment. 

 

Backup process 

The researcher wanted to establish how often backups were made in universities, as shown in table 2. Backup is a 

process where information is extracted and kept away from the operation area. Knowing the process of backup helps 

users determine the best devices and procedure for backup. 

 

Table 2 how often the backups are made 

Opinion statement Statistics 

Weekly 52.5 

Fortnightly 20.2 

Monthly  10.1 

Don‟t Know 17.2 

Mean 1.9192 

STDV 1.1489 

 

From the findings 52.5% of the respondents indicated that backups were done weekly, 20.2% of the respondent said 

backups are made fortnightly, and 10.1% of the respondents indicated that backups are done monthly while 17.2% 

of the responded were not aware of the backups. The response about backups had a mean of 1.9192 and a standard 

deviation of 1.1489. it means that majority of staff carry out backup process weekly, the deviation from respondent 

was high at 1.1489  showing high response rate.  

 

Backup as a security approach enables the system users keep files safely away from the computing environment. 

The timing for this exercise according to the findings are done weekly but other respondents suggested that backing 

up files from information system could be more effective when it is done as they are created.   
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Process of handling the security barriers 

The study wanted to find out how users handled security situations and the kind of tools they were using.  The 

findings are as shown in Table 3. 

 

Table 3 statements on Control on access of the security barriers 

Opinion statements Yes No Don‟t know Mean  STDV 

Is access to services controlled by appropriate security barriers 79.7 13.1 8.0 1.6465 1.43081 

Are backups encrypted and passwords protected 50.5 35.4 14.1 1.6364 0.72705 

Anti-Malware controls been implemented on all systems 51.5 33.3 15.2 1.6464 0.7372 

Do all systems have antivirus and antispyware installed  53.5 31.3 15.1 1.6566 0.8591 

Are periodic and it performed to ensure anti malware is 

updated as intended 

49.5 37.4 13.1 1.6364 0.70645 

Does org. protect its perimeter network with a firewall 61.6 30.3 8.1 1.4645 0.6439 

Do you have firewall installed in your computer 77 18 4 1.2626 0.5266 

Do you use anti-spy ware tools 54.5 37.4 8.1 1.5354 0.64386 

Has the firewall been configured to restricted outbound 47.5 34.3 18.2 1.7071 0.7593 

Are firewall logs and server logs regularly monitored for 

intrusion attempts 

46.5 33.3 20.2 1.7374 0.7770 

Does the firewall block malicious technology 69.7 18.2 12.1 1.4242 0.70118 

Does the organization control remote access and wire 

technology 

66.7 15.2 18.2 1.5152 0.78719 

Is remote access sensitive information encrypted 56.6 18.2 25.3 1.6869 0.8529 

Are wireless connections protected with WAP2 encryption 53.5 14.1 32.3 1.7879 0.9066 

Are WPA2 password changed at least quarterly 30.3 30.3 39.4 2.0909 0.83411 

Does the University  protect laptop computers 37.4 44.4 18.2 1.8081 0.7239 

Are wireless network adapters automatically disabled when 

portable 

35.4 41.4 23.2 1.8788 0.7596 

 

There exists a number of ways users handle security barriers.  Knowledge about these processes will ensure that 

users have the best approaches or practices to use on their information systems. The results shows that 79.7% of the 

respondent‟s access to services controlled by appropriate security barriers, 13.1% of the respondents said no 

appropriate security barriers were used while 8.0% of the respondents were not aware of the security barrier.  

This statement had a mean of 1.6465 and a standard deviation of 1.43081. University systems are controlled by 

firewall as a control barrier to filter out the relevant information, meaning that the response rate was high on the 

availability of a control barrier and at the same time the variation was high from the respondents on the statement. 

The proposed model has technical operations as one of the components to address security challenges in information 

systems in the mobile computing environment. 
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On whether the backups encrypted and passwords protected 50% of the respondents confirmed encryption and 

protection of password, 35.4% of the respondents said that password is not encrypted and protected, while 14.1% 

were not aware of the process. The statement had a mean of 1.6364 and a standard deviation of 0.72705. Clarke et 

al, (2005) noted that mobile devices users either use very simple PINs or passwords, a situation that can highly 

compromise the security system. Majority of staff confirmed that backups are encrypted and protected by 

passwords, the variations from respondent was minimal on the encryption and protection process. Backup is a 

mechanism of safely saving files on a storage device and kept away from the computing environment, if such files 

are encrypted and protected by strong passwords as per the findings, it makes backup role for security effective and 

thus making the university‟s rollback mechanism effective in case of a calamity on the main system.     

 

According to Wambungu, (2015) malicious software aimed at mobile devices, otherwise known as mobile malware, 

is on the rise. The research sort to establish whether Anti-Malware controls have been implemented on all systems in 

the universities, 54.5% of the respondents agreed that this had been done, 37.4% of the respondents said this had not 

been done while 8.1% of the respondents had no idea about the process. The statement had a mean of 1.5354 and a 

standard deviation of 0.64386. The variations of respondents regarding the installation of anti-malware on university 

system were minimal meaning that most of the staff had almost the same opinion about the anti-malware 

installation. The findings also show that most staff respondent to the statement. According to Symantec, malware is 

software that is specifically designed to gain access or damage a computer without the knowledge of the owner. By 

controlling the invasion of malware on university system, means protecting the computer system from damage, 

findings shows that majority of staff in university have implemented Anti-Malware controls in their systems.  

 

The study found out that most of the universities had their firewall configured to restrict outbound traffic that is 

47.5% of the respondents confirmed, 34.3% of the respondent said the firewall had not been configured while 18.2 

of the respondents did not know about firewall configuration. The statement had a mean of 1.7071 and a standard 

deviation of 0.7893. According to Leonhard, (2000) security applications such as firewalls, password protection and 

the inspection of web activities can protect network input. Based on the research findings, Firewall configuration 

enables the university systems to filter relevant information from the external environment thus a majority of staff 

agreed with the statement, the variations from respondents was also minimal meaning that most of the staff had 

converging views on firewall configurations 

 

Findings also revealed that most institutions monitor their firewall and server logs for intrusion attempt, 46.5% of 

the respondents agreed on this statement, and 33.3% of the respondents said no monitoring was done on firewall and 

server logs while 20.2% of the respondents did not know issues of monitoring. The statement had a mean of 1.7374 

and a standard deviation of 0.7770. The process of monitoring firewall performance enables users determines the 

effectiveness of the firewalls on university systems. Majority of the respondents were in agreement about this 

process, there was a minimum variation from the respondent‟s response on the process of monitoring their firewall.  

 

Firewall was able to block malicious web traffic thus 69.7% of the respondent confirmed this statement, 18.2% of 

the respondent said firewall do not block malicious traffic while 12.1% of the respondent did not have any idea. The 

statement had a mean of 1.4242 and a standard deviation of 0.70118. Majority of staff agreed that firewall was able 

to block malicious web traffic from university information systems; there were minimum variations on staff 

response on the process of firewall blocking malicious web traffic meaning most of the staff were in agreement 

about the role of firewall on university information systems 

 

Firewall is hardware or software application that controls what gets into university systems and blocks other 

applications, this reduces the frequency of attacks on university information systems. From the findings majority of 

the respondents agreed that universities configured their firewall to restrict outbound traffic they also agreed that 

university firewall are monitored for logins and that malicious web traffic are blocked from entering university 

systems. This security mechanisms to some extend protects the university information systems from internal and 

external attacks 

 

The organizations controlled remote access and wireless technology, 66.7% of the respondent agreed with this 

statement, 15.2% of the respondent said there was no control on remote access and wireless technology, while 

18.2% of the respondents were not aware of the controls. The majority of respondent agreed that universities 

controlled remote access to wireless technology. Based on the results there was minimum variations on respondents 
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response at 0.8529, at the same time most of the respondents gave their views on the statement raising the response 

rate.  

 

Controlling access to remote and wireless technology means that restrictions are put in place to regulate on how 

users with personal devices utilize the technology in the mobile computing environment. This gives the institution 

control over its information systems that are also accesses by individuals using their mobile devices. This enhances 

security levels of such systems. The findings established that majority of institutions control remote access and 

wireless technology effectively taking charge of their information system security.   The approaches mentioned 

which include encryption, firewall among others constitute technical operations and are incorporated in the proposed 

model and evaluation tool to address the security issues in the mobile computing environment in universities. 

 

 Access to sensitive information is encrypted; this is evidence by 56.9% of respondents who agreed with the 

statement, 15.2% of the respondent did not agree with the statement while 25.2% of the respondent did not know 

about encryption. The statement had a mean of 1.5752 and a standard deviation of 0.78719.  Majority of the 

respondents confirmed that access to sensitive information is encrypted, thus the variations from the respondents 

was minimum showing that the respondents were positive about the statement. 

 

Findings also revealed that Universities protect their wireless connections with WPA2 encryption this is evidenced 

by 53.5% of the respondents who agreed with the statement, 14.1% of the respondents did not agree with the 

statement while 32.3% of the respondents were not aware of the encryption. The statement had a mean of 1.7879 

and a standard deviation of 0.9066.  The variation from the respondent was slightly high at 0.9066; most of the 

respondents connect their wireless with WPA2 encryption and thus ensuring safety of their information systems.  

Wireless connection is the infrastructure that operationalizes mobile computing and requires to be handled with 

caution to avoid exposing systems to security risks. 

 

Encryption is one of the security approaches that have been adopted alongside other measures, encryption scrambles 

the encrypted file and it‟s only useful to the recipient who has an access key used for encryption.  From the findings 

it can be noted that many staff prefer this approach to safeguard their files on their system. Though a minority of 

respondent did not support the statement on encryption, a sizable number at 32.3% are not aware of the existence of 

encryption something that is a concern to security experts meaning training and other sensitization activities should 

be carried out to ensure such staff understand the security approaches.   

 

It was also established that Universities do not change their passwords regularly. 30.3% of the respondents 

supported this statement while 30.3% of the respondents also did not support the statement, 39.4% of the respondent 

were not aware of the password updates. Changing passwords regularly ensures that passwords are effective in their 

role on protecting information systems. Based on the findings staff in universities do not change their passwords 

regularly meaning that the passwords are likely to be cracked by unscrupulous individuals to access the system. The 

variation for respondent was at 0.83411 meaning that most of the respondents had views on the need to regularly 

change passwords. Majority of respondents gave views in support or dispute the statement. 

 

Use of passwords as a means of protecting systems is one of the oldest approaches in the computing environment. 

The approach can be weakened by crackers who use guessing techniques to access the systems.  To improve the 

effectiveness of the approach, certain mechanisms could be put in place to strengthen their role. Some of the 

mechanisms to strengthen the password include changing of the passwords from time to time and use of more than 8 

characters of different types.   From the findings most staff do not adhere to the security mechanism to make 

passwords effective thus exposing university systems to security risks thus increasing the frequency of attacks on 

such systems. 

 

 It was also established that Universities do not protect laptops that access their systems.  This is evidenced by 

37.4% of the respondent who supported the statement 44.4% of the respondents said that universities do not protect 

laptops. This statement had a mean of 1.8081 and a standard deviation of 0.3239. Laptops are some of the portable 

devices that are used to access university systems. It‟s paramount to ensure that the laptops are protected to ensure 

that they do not affect university information systems when used. There was a very low variation from respondents 

at 0.3239 meaning the response to support and not to support the statement was almost the same as shown the 

percentages.  When taking about BYOD, laptops tops this technology and that different users access university 
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systems with such devices. If the laptops are not protected then they are likely to jeopardize the security of 

information system.  

 

By protecting laptops which are used by individuals to Access University information system in mobile computing 

environments, means that the university information system is also being protected. From the findings a majority of 

respondents noted that the protection is not being done in most universities which implies that the said laptops that 

are not protected are connected to university system and exposes such systems to security risks  

 

The study established that wireless network adapters are not automatically disabled when portable computers are 

connected. This is evidenced by 35.4% of respondents who supported the statement and 41.4% of respondent who 

did not support the statement, 23.2% of the respondent did not know about the process. A majority of respondent 

confirmed that wireless network adapters are not automatically disabled when portable computers are connected.  

 

Based on the findings this process seem not to be implemented in universities, there was variation from respondents 

of 0.7596 and a mean of 1.8788, this means that those who supported the statement were lower than those who 

opposed the statement, some respondents 23.2% were not aware of the process.  Mobile computing environment 

operates majorly in wireless conditions and as such when a security mechanism of automatically disabling adapters 

is not performed when portable computers are not connected it means there is a security risk on systems being 

connected to. This increases the frequency of attacks on such systems  

 

Summary 
Information Communication Technology (ICT) innovations are dynamic and thus driving the current trends in 

Information Technology (IT) bringing enhanced functionalities, simplified operations and improved IT cost-

effectiveness. This gives rise to more complex or unknown risks of IT that have an impact on IS security strategy in 

universities. To cope with the dynamic nature of IS risks, universities need to adopt a more proactive approach to 

assess the security risks of IS trends and strengthen the Information Systems (IS) security implementation by 

utilizing updated techniques and management approaches. This can only be possible if the university is able to 

establish its security concerns and develop a framework which can address such concerns. Every organization‟s 

approach to security should be comprehensively tailored in a way that strikes a balance between its business needs 

and sensitivity of its data 

 

Though universities have different security approaches on their information systems, the findings from literature 

review and the research shows that universities also use established security standards as a framework in their 

security management. Based on the results, the most utilized information security standard is ISO/IEC 270027 & 

27001 followed by ISO/IEC/5408 and ISO/IEC 1335 among others.  It was also established that backup process is 

done in most cases weekly as part of the security approaches. 
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