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ABSTRACT   
a dependence on web applications is increasing very rapidly in recent time, but this resulted as web 
application targeted by cyber crook and hackers. Attacks may occur through the utilization of common 
security vulnerability in web based applications and programs. Such attacks are strongly essential to reduce 
some of the harmful consequences on web applications. For e-commerce and many conventional models, 
web application services become dependable platform. Because of web application service has enticed 
attackers which have made web services prone to various attacks, for this reason proposed system can 
predict and classify web application attacks. SQL Injection attacks and Cross Site Scripting attacks are the 
two most common attacks in web applications. Proposed system identifies vulnerability attacks and 
provides protection from threats and attacks in web applications. It analyses the source code of security 
patches of widely used web applications written in weak and strong typed language. Result show that only 
a small subset of software fault types, affecting a restricted collection of statements, is related to security. 
To understand how these vulnerabilities are really exploited by hackers, this report also presents an analysis 
and code inspectors in the detection of such faults and are also the foundation for the research of realistic 
vulnerability and attack injectors that can be used to assess security mechanisms, such as intrusion 
detection systems, vulnerability scanners and static code analyzers. 
Key Words: Security, vulnerability detection and web applications, internet applications. 
 
 
1 INTRODUCTION: 
In the internet technology the World Wide Web (WWW) has become an important day-to-day resource for 
the people. The web is day-to-day resource for the people and greatly more used for providing daily basis 
services like education service, E-commerce area, online reservation, online shopping and many more 
applications which is designed and perspective of user.  

So that the network attacks are popular attacks targeted because of narrow understanding of 
programming, limited security knowledge, and that is means lack of cognizance of the protection. And lack 
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of protection is very harmful for the web application services.  In this era where internet has captured the 
world, level of security provided by internet has not grown as fast as the internet application. Web services 
are also widely used to support many enterprise systems. Web applications are often vulnerable to attacks, 
which attackers intrude easily to the applications underlying database. 

Vulnerability is a weakness which allows attacker to reduce a system information assurance. The 
system is based on the idea that injecting realistic vulnerabilities in a web application and attacking them 
automatically. In the context of the present work, system use the terminology introduced by Avizienis et al. 
that consider an error as a “deviation of an external state of the system from the correct service state”, a 
fault as “the adjusted or hypothesized cause of an error,” a vulnerability an “internal fault that enables an 
external fault to harm the system,” and an attack as a “malicious external fault”. SQL injection attack is one 
of the technique used to attack database trough the website. SQLI is the type of code injection attack in 
which attacker use specifically crafted inputs to trick the database in to executing attacker specified 
database commands. When user visit an exploited web page the browser executes the malicious scripts sent 
by the application, this called XSS attack. 

1.1 Meaning & impact of SQL Injection 
There are some malicious code that can be attach to the SQL called SQL Injection. SQL Injection is one of 
the many web attack mechanisms used by hackers to steal data from organizations. It is perhaps one of the 
most common application layer attack techniques used  today. It is the type of attack that takes advantage 
of improper coding of our web applications that allows hacker to inject SQL commands into say a login 
form to allow them to gain access to the data held within our database. In essence, SQL Injection arises 
because the fields available for user input allow SQL statements to pass through and query the database 
directly.SQL Injection is the hacking technique which attempts to pass SQL commands (statements) 
through a web application for execution by the backend database. If not sanitized properly, web 
applications may result in SQL Injection attacks that allow hackers to view information from the database. 
Once an attacker realize that a system is vulnerable to SQL injection, he is able to inject SQL query or 
commands through an input from field. An attacker may execute arbitrary SQL statements on the 
vulnerable system. This may compromise the integrity of our database and/or expose sensitive information. 
Depending on the back-end database in use, SQL injection vulnerabilities lead to varying levels of 
data/system access for the attacker. 
 
1.2. Scope and Limitations 
 
This paper will not describe the technical specifics of the many types of injection attacks, nor will it attempt 
to provide the silver bullet for resolving them. Instead it will focus on analyzing the root of the problem; 
attempting to answer the question, “Why the heck can’t we fix injection vulnerabilities?”. It will examine 
input validation in particular as one of the most basic yet effective measures in preventing injection attacks, 
and outline the complexity of a simple-sounding task; verifying that the untrusted client has not sent your 
server malicious code. 
 
II. RELATED WORK 

One of the aspects that contribute to security problems seems to be related to how bad different 
programming languages are in terms of propensity for mistakes. Clowes discussed common security 
problems related to the easiness in programming with PHP and its features, but this affects many other 
programming languages. The choice of the type system (strong or weak) and the type checking (static or 
dynamic) of the programming language also affects the robustness of the software. For example, a strong 
typed language with a static type checking can help deliver a safer application without affecting its 
performance. Scholte et al. presented an empirical study on a large set of input validation vulnerabilities 
developed in six programming languages. However, that work focused on the relationship between the 
specific programming language used and the vulnerabilities that are commonly reported, not going into 
details in what concerns the typical software faults that originate vulnerabilities, like we do in the present 
work. 

According to Johari, R.Sharma, In the article “A Survey on Web Application Vulnerabilities (SQLIA, 
XSS) Exploitation and Security Engine for SQL Injection”, main objective of this paper is only on the 
study of various types of Structured Query Language Injection attacks and Cross Site Scripting 
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vulnerabilities and their security techniques. They proposed to future study on Structured Query Language 
Injection attacks. 

The attacker’s perspective has also been of some focus in the literature , but mainly through empirical 
data gathered by the authors highlighting social networking and what could be obtained from attacking 
specific vulnerabilities. Some studies analysed the attacks from the victim’s perspective, including the 
proposal of a taxonomy to classify attacks based on their similarities [2] and the analysis of attack traces 
from HoneyPots to separate the attack types. There is, however, a lack of knowledge about existing exploits 
and their correlation with the vulnerabilities. 
 
 
III.VULNERABILITIES AND PROGRAMMING LANGUAGES 

 
The Open Web Application Security Project Report listed the 10 most critical web application security 

risks, having SQLi at the top, followed by XSS. Other studies also found XSS and SQLi as the most 
prevalent vulnerabilities. SQLi attacks take advantage of unchecked input fields in the web application 
interface to maliciously tweak the SQL query sent to the back-end database. By exploiting an XSS 
vulnerability, the attacker is able to inject into web pages unintended client-side script code, usually HTML 
and JavaScript. SQLi and XSS allow attackers to access unauthorized data (read, insert, change, or delete), 
gain access to privileged database accounts, impersonate other users (such as the administrator), mimic web 
applications, deface web pages, view, and manipulate remote files on the server, inject and execute server 
side programs that allow the creation of botnets controlled by the attacker, and so on. Many programming 
languages are currently used to develop web applications. Ranging from proprietary languages (e.g., C#, 
VB) to open source languages (e.g., PHP, CGI, Perl, Java), the spectrum of languages available for web 
development is immense. 

Programming languages can be classified using taxo-nomies, such as the programming paradigm, the 
type system, the execution mode, and so on. The type system, particularly important in the context of the 
present work, specifies how data types and data structures are managed and constructed by the language, 
namely how the language maps values and expressions into types, how it manipulates these types, and how 
these types correlate. Regarding the type system, they can be typed versus untyped, static versus dynamic 
typed, and weak versus strong typed. In particular, strong typed languages provide the means to produce 
more robust software, since a value of one type cannot be treated as another type (e.g., a string cannot be 
treated as a number), as in weak typed  languages. 

 
IV. SECURITY PATCH FIELD STUDY METHODOLOGY 
 
This section presents the methodology to obtain and classify the source code and the security patches of the 
web applications of our field study. 

1. Web Applications Analyzed  
One mandatory condition of our field study is the ability to analyze the source code of current and 

previous versions of the target web applications, together with the associated security patches. Search to 
open source web applications. We also decided to choose only web applications with a large number of 
downloads or installations, and we also preferred award-winning web applications. These restrictions are 
aimed to allow only web applications relevant to a wide range of users and, wherever possible, with a 
higher quality granted by the awards. Although this does not guarantee generalization of results, it still 
shows how mainstream web applications are in relation to security. Under these conditions, we have chosen 
the most relevant applications we could manually analyze, given the resources at our disposal. 
Because PHP is the most widely used language present in web applications, we used it for the weak typed 
program-ming language study. Due to time constraints, other programming languages like PERL could not 
be considered. Given the high number of security problems found, we only used six web applications PHP-
Nuke (phpnuke.org), Drupal (drupal.org), PHP-Fusion (php-fusion.co.uk),  WordPress (wordpress.org), 
phpMyAdmin (phpmyadmin.net), and phpBB (phpbb.com). For the strong typed programming languages, 
for which we found less security problems, we used 11 web applications developed in Java, C#, and VB 
(see Table 2): JForum (jforum.net), OpenCMS (opencms.org), BlojSom (sourceforge.net/projects/blojsom), 
Roller WebLogger (rollerweblogger.org), JSPWiki (jspwiki.org), SubText (subtextproject.com), Dot-
NetNuke (dotnetnuke.com), YetAnotherForum (yetanotherforum.net), BugTracker.NET 
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(ifdefined.com/bugtrackernet.html), Deki Wiki (developer. mindtouch.com), and ScrewTurn Wiki 
(screwturn.eu). JForum and YetAnotherForum are discussion board system forums. OpenCMS is a web 
CMS with a large community of users and has six books published about it. BlojSom, Roller WebLogger, 
and SubText are blog software packages. Roller WebLogger drives important blogs such as blogs.sun.com, 
blog.usa.gov, IBM Lotus Connections, and IBM Developer Works blogs. JSPWiki, Deki Wiki, and 
ScrewTurn Wiki are Wiki engines used by many commu-nities and organizations. JSPWiki is well known 
and used by enterprises such as Recursa, IBM, Shopping.com, and Oxford University SPIE Project. Dot-
NetNuke is a web application framework for creating interactive web sites and has a community of over 
440,000 users. BugTracker.NET is a web-based customer support issue tracker. 

2. Obtaining the Patch Code  
For our field study, we need to obtain the web application code, as well as the source code of the patches. 
By comparing them, we analyze the cause of the vulnerabilities and classify the changes made in the code 
to fix them.  

To gather the source code of security patches, we used several sources of data, such as developer sites, 
online magazines, news sites, sites related to security, hacker sites, change log files of the application, the 
version control system (VCS) repository, and so on. Next are the main sources of information: 

1. Security patched files. These files are applied to the application by replacing the vulnerable files. To 
extract only the code change that these files provide, we used the UNIX diff command applied to 
both the patch and the original (vulnerable) file.   

2. Updated versions of the web application. This represents completely new releases of the application 
contain-ing new features and fault fixes (including security ones). Although this was our primary 
source of data, it was also the most labor-intensive one. It is necessary to compare all the files of the 
vulnerable and updated versions of the application looking for security fixes. This process can be 
eased when there is a change log file. This file consists of the summary of changes made to the new 
version of the application, including faults and security issues fixed. After identifying the vulnerable 
source file and the fix, the UNIX diff command was used.   

3. Security diff files. These are files containing only the code changes needed to fix a referenced 
vulnerability. The contents are ready to be applied to the target application using the UNIX patch 
command. This single file has all the information needed; however, it was not very common.   

V.CONCEPT OF VULNERABILITY AND ATTACK INJECTION: 

 In this section we present the methodology for testing security mechanisms in the context of web 
applications. The methodology is based on the injection of realistic vulnerabilities and the subsequent 
controlled exploit of those vulnerabilities in order to attack the system. There are many types of 
vulnerabilities affecting web applications, but XSS & SQLi are top of the list accounting 32% 
vulnerabilities so, we focus on these two important vulnerabilities SQLi & XSS  
1)SQLi:- SQLi attack consist of tweaking(Damaging) input fields of web application to alter the Query sent 
to Backend Database. This allows attacker to retrieve sensible data or alter database records. 2) XSS: XSS 
attack consists of injecting HTML and/or other scripting code (Usually JavaScript) in a vulnerable 
webpage. The attacker is able to change some of its functions, allowing him to take advantage of users 
visiting that webpage. Both SQLi & XSS vulnerabilities result from poorly coded application that does not 
properly check their inputs. 
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1.1 Fig 1: Setup Of VAIT 

As shown in Fig. 1, the attack injection uses two external probes: one for the HTTP communication and 
other for the database communication. These probes monitor the HTTP and SQL data exchanged, and send 
a copy to be analyzed by the attack injection mechanism. This is a key aspect of the methodology to obtain 
the user interaction and the results produced by such interaction for analysis, so they can be used to prepare 
the attack. Therefore, the attack injection mechanism is aware of important inner workings of the 
application while it is running. For example, this provides insights on what piece of information supplied to 
a HTML FORM is really used to build the correlated SQL query and in which part of the query it is going 
to be inserted. The entire process is performed automatically, without human intervention. For example, 
let’s consider the evaluation of an IDS: during the attack stage, when the IDS inspects the SQL query sent 
to the database, the VAIT also monitors the output of the IDS to identify if the attack has been detected by 
the IDS or not. We just have to collect the final results of the attack injection, which also contains, in this 
case, the IDS detection output. 
VI.ANALYSIS OF XSS AND SQLi EXPLOIT DATA 
To characterize the relevance of the vulnerabilities ana-lyzed, including the scope and criticality of possible 
attacks, we conducted another study, but this time focusing on their known exploits. The exploit is the code 
developed by hackers to attack a specific vulnerability (or a set of vulnerabilities) of the target system or 
application. The goal is to understand the correlation between the number of vulnerabilities and exploits, 
and the level of the exploit damage. 

This analysis was done with data collected from the database of exploits found in the Milw0rm web site 
(milw0rm.com). The Milw0rm is a hacker-related site devoted to share exploits of vulnerabilities 
developed by several hacking groups and individuals. Its database contains around 10,000 exploits. The 
collection of exploits available contains attacks to vulnerabilities already fixed, as well as 0 day 
vulnerabilities, for which no solution is available yet. It is one of the most popular exploit databases and it 
is the largest that we are aware of. Indeed, many of the exploits available at the Milw0rm site are also 
distributed by other hacker- and security-related sites, like RedOracle (redoracle.com), osvdb (osvdb.org), 
SecurityReason (secur-ityreason.com), and SecurityFocus (securityfocus.com). The well-known Metasploit 
framework (metasploit.com), widely used by hackers and developers for penetration testing and 
vulnerability detection, also has some modules based on exploits from the Milw0rm database. 

The Milw0rm database contained 121 XSS and SQLi exploits for the same web applications we used in 
the vulnerability analysis already presented. These exploits were distributed in the following way: 118 for 
the six PHP web applications and three for the 11 strong typed web applications. This is shown in Table. A 
Pearson correlation was run to determine the relationship between XSS and SQLi exploits in each 
application. It showed a strong, positive correlation, which was statistically significant (r = 0:588, n = 17, P 
< 0:013). 

Table 1: Vulnerability and Exploit Analyzed 
 
 

 
. 

 
 
 
 
 
 
 
 

 
Obviously, the number of vulnerabilities and exploits is not constant among web applications because 

the quality of the code, the hacker interest, and the number of vulnerabilities disclosed varies. Table 1 
clearly shows that there is a huge difference in the number of exploits developed for the various web 
applications analyzed. For example, PHP web applications are clearly preferred by hackers to exploit. 
Moreover, we only found exploits for PHP and Java-based web applications. For the applications 
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developed in VB and C#, we could not find any exploit, although applications developed with these 
programming languages are (obviously) also exploitable. This does not mean that their vulnerabilities are 
neither exploitable nor exploited, only that they were not present in the source data analyzed. In fact, we 
were able to find other exploits targeting some of these web applications, attacking local file inclusion 
vulnerabilities, which we did not consider because they were outside the scope of our work. 

To compare vulnerabilities and exploits for the same web applications, we run two Pearson correlations: 
one for XSS and another for SQLi. Both had a statistically significant strong correlation: (r = 0:594, n  =  
17, P < 0:012) for XSS and (r  = 0:596, n =  17, P < 0:012) for SQLi. In fact, we cannot assert if the 
popularity of the exploits is due to the type of language or the popularity of the application, since PHP 
applications are, by far, more common. 

Table 6 also shows that we have found some SQLi exploits in applications where we do not have SQLi 
vulnerabilities to analyze (JForum and OpenCMS). This occurs because both studies (the one where we 
collected vulnerabilities and the other of the exploits) were executed independently using different sources 
of information. This is the result of a lack of a unified repository that collects both vulnerabilities and 
exploits in a systematic and standardized fashion. 

 
VII. VALIDITY OF THE RESULTS 
The web applications analyzed are just a small sample of the whole population so, although most of the 
results have statistical significance, they may lack practical significance. Our observations may not apply to 
other applications, even for those written with the same programming languages. There are many ways and 
tools to develop an application and they may influence the outcome. This can also be seen from our data, if 
we take into consideration the high standard deviation values that represent the data dispersion related 

 
Table 2: Number of Vulnerabilities and Exploits per Application 

 
 
 
 
 
 
 
 
 
to the number of vulnerabilities and exploits per application (see Table 8). Naturally, our results will fit 
better to applications developed with the same languages analyzed, but as improvements are being 
introduced to those languages results may also change. For example, the decline of malicious file execution 
attacks may be due to improve-ments in the fifth release of PHP [36]. 

 so we are confident that most of the trends shown will apply to similar applications, although the 
particular values may be quite different: weak typed with more vulnerabilities than strong typed, XSS 
easier to find, but SQLi with more valuable attacks, newer applications still with old school vulnerabilities 
like XSS and SQLi, few types of mistakes responsible for most of security problems with MFCE at the top, 
with most of vulnerabilities due to unchecked numeric fields. 
 
VII. CONCLUSION 
This paper analyzes 715 vulnerabilities and 121 exploits of 17 web applications using field data on past 
security fixes. Some web applications were written in a weak typed language and others in strong typed 
languages. Results suggest that applications written with strong typed languages have a smaller number of 
reported vulnerabilities and exploits. We had to consider more strong typed applications to obtain a fair 
amount of vulnerabilities when compared to the weak typed. According to our findings, weak typed are the 
preferred targets for the development of exploits. We also observed that a single fault type (MFCE) was 
responsible for most (76 percent) of the security problems analyzed. We saw that the fault types responsible 
for XSS and SQLi belong to a narrow list, which points a path to the improvement of web applications, 
namely in the context of code inspections and the use of tools for static analysis. This study showed that the 
way programmers fix vulnerabilities seems to have a degree of dependence with the type of language used. 
However, the number of vulnerabilities analyzed in our and other studies show that the use of a specific 
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language is not guarantee of success in preventing vulnerabilities. It is just one of the many factors that 
contribute to building a safer application. The most relevant fault types analyzed were thoroughly detailed 
providing enough information for the definition of vulnerability fault models that can be used by 
researchers interested, for example, in realistic vulnerability and attack injectors. This work can be 
extended by comparing more vulnerability of web applications written in different languages and 
developed by independent programmers. Another follow-up work may focus on the importance of the 
attack surface in the distribution of vulnerabilities and exploits. This may compare different results of 
vulnerabilities and exploits of both web applications and their add-ons, regarding their size, for example.   
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