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Abstract 
 

MANET is a revolutionizing networking technology where nodes communicate with each other without 
any assistance of centralized management. But the flexibilities in MANETs are accompanied with many 
security issues. In most of the attacks malicious node intercepts the packets being transmitted to another 
node in the network. As the data packets do not reach the destination, data loss occurs which affects the 
performance of network badly. Our aim of the paper is to analyze the packet loss at each node to detect the 
malicious node by presuming a threshold packet loss. Every host monitors the networking layer and MAC 
layer for mobility related packet loss. As both the layers are involved in the process, motive of the cross 
layer technology is achieved. 
 
Keywords: MANET, Packet loss, Selfish node, Black hole attack, Grey hole attack, malicious node. 

1. Introduction 

1.1 Mobile Ad-hoc Network 

MANET stands for Mobile Ad-hoc Network. A Mobile ad-hoc network is one which consists of number of 
mobile nodes which are connected through a wireless channel such as air or free space. MANETs are 
temporary and infrastructure less networks. They don’t have centralized administration. They are self-
organizing and self-reconfiguring wireless networks. They have dynamic topology [1] due to mobility of 
nodes. Nodes in a MANET utilize the same random access wireless channel, and cooperate among 
themselves in a friendly manner in forwarding the data packets from source to destination. The nodes in a 
MANET not only act as hosts but also as routers that routes data in forwarding the data. 

As MANETS are wireless networks, it is very important to provide security during data transfer between 
the nodes. Several methods have been proposed in order to provide security in MANETS. An insecure ad-
hoc network at the edge of an existing communication infrastructure may potentially cause the entire 
network to become vulnerable to security breaches.  
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The mobile devices usually have limited storage and low computational capabilities. They heavily depend 
on other hosts and resources for data access and information processing. A reliable network topology must 
be assured through efficient and secure routing protocols for Ad Hoc networks. 
 
1.2 Security attacks in MANET 
 
The characteristics of MANET such as infrastructure less network, mobility of nodes, closure 
communication medium, lack of centralized control and frequent topology changes brings more security 
risks in the network. The use of wireless links makes MANETs vulnerable to attacks [2]. Some of the 
general attacks on MANETs are Black Hole Attack, Grey Hole Attack, Neighbor Attack, Wormhole Attack, 
Rushing Attack, Jellyfish Attack, Information Disclosure Attack, etc.  
Although many attacks share certain features with the “selfish” node problem [3] (e.g. not forwarding the 
data packets of others), the intentions of nodes under these two models are different. The goal of a selfish 
node is to reap the benefits of participating in the ad hoc network without having to expend its own resources 
in exchange. In black hole attack [4] the adversary stops forwarding data packets, but still participates in the 
routing protocol correctly. As a result, whenever the adversarial node is selected as part of a path by the 
routing protocol, it prevents communication on that path from taking place. In grey hole attack [4], the 
adversary selectively drops some kinds of packets for example routing packets but not data packets. The 
main aim of this paper is to detect such malicious node. 
 
1.3 Cross Layer Attacks 
 
Most of the active and passive attacks in MANETs targets either MAC layer or routing layer [8][9]. In case 
of Cross-layer attacks, most of the attacks are initialized at MAC layer but aim at routing layer [10]. The 
main reason for Cross-layer attack is the lack of interaction between MAC and routing layer. This attack can 
cause serious degradation of network performance in terms of achieved throughput, latency and 
connectivity. The result of this attack may cause congestion in the network, which they may achieve either 
by generating specific patterns that prevent certain nodes from communicating with the other nodes [11]. 
 
 
2. Cross Layer Approach for monitoring Manet Security 
 
2.1. Overview 
 
In order to provide security in MANETs several new technologies have been proposed. Among these 
methods Cross-Layer technology is one of the most efficient methods to increase the security and quality of 
service in MANETs. Cross-layer design breaks away from traditional network design, where each layer of 
the protocol stack operates independently and exchanges information with adjacent layers only through a 
narrow interface. Cross-layering is not the simple replacement of a layered architecture, nor is it the simple 
combination of layered functionality: instead it breaks the boundaries between information abstractions to 
improve end-to-end transportation [5]. Using cross layer architecture, protocols are aware of their network 
current state from the point of local node. Further, Quality of Service (QoS) of applications can be enhanced 
by cross layer approach [6]. By giving out and distributing information on multiple layers, cross layer 
approach becomes an efficient mechanism to deal with traffic in the network. Further, the information 
gathered in a layer can be used in other layers to regulate the performance of the protocol [7]. 
 
2.2 Calculating Packet Loss 
  
In our approach, Packet loss is measured at mobile node. This is done because mobility related Packet loss 
depends on both MAC and network layers [12]. This occurs when the next hop of a packet is out of 
range at the moment the packet is sent by the MAC protocol.  Hence it is better that every host 
monitors the networking layer and the MAC layer for different kinds of packet losses which satisfies the 
principle of cross layer technology. 
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2.3 Deciding threshold Packet loss 
 
The amount of packet loss that is acceptable depends on the type of data being sent. For example, 
for Voice over IP traffic, missing one or two packets every now and then will not affect the 
quality of the conversation. Losses between 5% and 10% of the total packet stream will affect the 
quality significantly [13]. Another described less than 1% packet loss as "good" for streaming 
audio or video, and 1-2.5% as acceptable. On the other hand, when transmitting a text document 
or web page, a single dropped packet could result in losing part of the file. For the simulation 
time of 4.5ms, a packet loss of more than 50 packets is taken as the threshold and the following 
workflow is implemented to detect the malicious node on the basis of run time packet loss. 
 
              

   
fcount - Forwarded packets by previous node.  
rcount - Received packets by next hop. 

 
Fig1: Work Flow 

3. Simulation and Results 
 
Simulation is done using ns2.35. An environment of 20 nodes is created having the below characteristics:  
 

                 Simulator                  NS 2.35 
                 Routing Protocol                  AODV 

Backend 
Scripting  
C++ 
(Modificatio
ns in AODV 
routing 
protocol 
files and 
make ns2). 
 

TCL  
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                 Propagation model                  Two Ray Ground 

                 No. of nodes                    20 

                 Environment Size                    750*550 

                 Traffic Type                    CBR 

                 MAC                   802_11 

                 Tx Power, Rx Power                   0.6015, 0.5015 respectively 

                 Queue Length                   50 

 
 

Figure 1: Simulation showing all the mobile nodes, sender (node 0) and receiver (node 13) 
 

The initial route by AODV protocol is 0->18->19->11->13. The communication is shown by below 

screenshots. 



IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 9, September 2015, Pg. 82-89 
 

Dr. Suresh Babu Kare, IJRIT-86 
 

 
 

Figure 2: Communication showing packets forwarded till receiver in route 0->18->19->11->13 

The node 11 stops forwarding the packets to next hop after some simulation time as shown below 

in figure 3. 

 
 

Figure 3: Figure showing that packets are not forwarded to receiver (node 13) 
 

As the packet loss at node 11 exceeds threshold packet loss (50 packets – 5% of 1000 packets 

sent) at simulation time 3.4ms, it is declared as malicious as shown in figure 4. 
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Figure 4: Figure showing that node 11 is malicious (indicated by red colour circle). 
 

The malicious node 11 is isolated from the communication and a new is selected by AODV routing 

protocol. This is shown in figure 5.  

 
Figure 5: Isolation of node 11 and a new route found to forward packets i.e, 0->15->10->13. 

 

Packet Delivery Ratio: The ratio of packets that are successfully delivered to a destination compared to 

the number of packets that have been sent out by the sender. The greater value of packet delivery ratio 

means the better performance of the protocol. 
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PDR = Number of packet received / Number of packet send 
 

The graphical analysis of Packet Delivery Ratio is shown in figure 6.  
 

 
 

Figure 6: Graph having Packet Delivery Ratios in both the routes. 
For the simulation time of 4.5ms, number of packets sent by sender is set as 1000. Packet delivery ratio is 

obtained at every time instance (Scheduler) of 0.5ms i.e, XGraph shows PDR for 0.5ms intervals in total 

simulation time.  

 

4. Conclusion 
 
In this paper, we have proposed a new mechanism for detection and isolation of malicious nodes in 

MANETs using cross-layer technology. The simulation results revealed that the proposed mechanism 

worked very well under AODV protocol. The Packet loss is calculated and malicious node is identified 

based on threshold value. Once a node is detected as malicious, it is isolated from the network by dropping 

RTR packets. Now the AODV protocol automatically selects a new route to forward packets to Receiver 

using TCL script for creating the network environment with different nodes. 
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