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Abstract— Data theft and unauthorised break-ins into database and files have rapidly increased. Though almost 
all popular websites are protected using one or other bot-protection mechanism (CAPTCHAs), still a 
programmers and hackers are able to develop a code to hack into them and provide the correct CAPTCHA 
solution. This paper reviews some of the famous CAPTCHA protection measures till date and also specifies the 
difficulties that were observed and how they could be prevented. Also some new advancement in the technology 
that has emerged recently has been discussed. 
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I. INTRODUCTION TO CAPTCHA SECURITY 
What really is a CAPTCHA? 

If you have ever used a Gmail Account or paid using a PayPal account or maybe commented on some well known 
blogs, it is likely that you have come across CAPTCHAs in one form or another. 
 The acronym stands for Completely Automated Public Turing Test to tell Computers and Humans Apart. In 
simpler terms a CAPTCHA is a security mechanism that is used to prevent autonomous entries on websites or prevent 
computerised bots from doing unlawful activities on web pages. 

 
II. THE NEED FOR CAPTCHA SECURITY 

As time has passed bots have evolved into newer mechanisms to find loopholes in the existing CAPTCHA systems. 
Therefore, CAPTCHAS must be re-engineered to prevent these attacks.  

 
III.  LITERATURE REVIEW 

To get around their security concerns, hackers devised a method of conversation which converted words to look-alike 
characters. An example is HELLO to |-|3|_|_(). The basic premise of the conversion was to ensure online filters could 
not pick up the context of written correspondence. In the 1980s across various IRC's and BBS's, this method of symbol 
ciphers eventually became known as leetspeak (also called Leet or 1337). It has to be noted, while CAPTCHA has its 
foundation in the early days of Leet, 1337 continued on and is still in use today to serve as a security cipher. 
 
Mark D. Lillibridge, Martin Abadi, Krishna Bharat, and Andrei Z. Broder have claimed as a team to be the first to invent 
the CAPTCHAs in 1997 that are being used throughout the Web now. They used CAPTCHAs in the Search Engine 
AltaVista in order to prevent bots from automatically adding URLs to their search engine. 
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The term CAPTCHA was coined in 2000 by Luis Von Ahn, Manuel Blum, Nicholas Hopper and John Langford of 
Carnegie Mellon University [1]. 
 
Yet another team claims to be the inventor of CAPTCHAs which consists of Luis von Ahn and Manuel Blum, who 
described CAPTCHAs in a 2003 publication [2]. 
 
The controversy was further settled by existence of a 1998 patent [3] by Lillibridge, Abadi, Bharat, and Broder. Though 
the patent does not use the term CAPTCHA, it describes the ideas in detail and precisely depicts the graphical 
CAPTCHAs that are used in the web today. 
 
In 2000 ‘Recognizing Objects in Adversarial Clutter[4] was published by Greg Mori and Jitendra Malik which depicts the 
usage of object recognition on Gimpy and EZ-Gimpy, examples of visual CAPTCHAs. This was one of the first papers 
that depicted the defeat of a very good CAPTCHA. 
 
reCAPTCHA was purchased by Google in 2009[5] and put to work. It used the human effort required to solve CAPTCHAs 
in channelling a useful purpose: helping to digitize old printed material, and determining house numbers from the Street 
View project along with scanned words.  
 
In 2009 Professor Anand Gupta of Netaji Subhas Institute of Technology led a team of researchers who proposed a 
method of embedding numbers in text-based CAPTCHAs (called Sequenced Tagged CAPTCHA)[6]. It uses two levels of 
testing as its approach firstly by identifying the displayed characters, and secondly by interpreting the logical ordering 
based on the embedded numbers. This increases the security significantly since the order has to be separately identified. 

 
IV.  GENERATIONS OF CAPTHA 

A. Gimpy 
It was originally built for (and in collaboration with) Yahoo! to keep bots out of their chat 

rooms, to prevent scripts from obtaining an excessive number of their e-mail addresses, and to 
prevent computer programs from publishing classified ads.  

 
Figure 1: The Gimpy CAPTCHA 

 
Gimpy is based on the human ability to read extremely distorted and corrupted text, and the 

inability of current computer programs to do the same. Gimpy works by choosing a certain number 
of words from a dictionary, and then displaying them corrupted and distorted in an image; after that 
Gimpy asks the user to type the words displayed in that image. While human users have no problem 
typing the words displayed, current bots are simply unable to do the same. 
There are currently several versions of Gimpy. 

 
B. PIX 

PIX is a program that has a large database of labelled images. All of these images are pictures of a 
concrete objects (a horse, a table, a house, a flower etc.). The program picks an object at random, 
finds 4 random images of that object from its database, distorts them at random, presents them to the 
user and asks “What are these pictures of?” 
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Figure 2: PIX CAPTCHA 

 
 
 

C. Bongo 
Bongo is a program that asks the user to solve a visual pattern recognition problem. In particular, 

Bongo displays two series of blocks, the left and the right series. The blocks in the left series differ 
from those in the right, and the user must find the characteristic that sets the two series apart. 

 
Figure 3: BONGO CAPTCHA Example 

 
After seeing the two series of blocks, the user is presented with four single blocks and is asked to 

determine whether each block belongs to the right series or to the left. The user passes the test if he 
or she correctly determines the side to which all the four blocks belong. 

The CAPTCHAs are still not in line with the applications that are able to defeat them. Modern day 
bots are often in news for bypassing CAPTCHAs. As CAPTCHA tests are becoming harder for bots 
by evolving from single word to phrases, to distorted pictures, and distorted pictures with 
strikethrough text, they have in turn also become really harder annoying for the humans. 

A software company named as Vicarious website (www.vicarious.com) claimed that they have 
created an algorithm that could solve CAPTCHA with almost 90% accuracy. A fledgling start-up 
called Vicarious claims to have developed a piece of artificial intelligence software that can crack up 
to 90 percent of CAPTCHAs – including reCAPTCHA [http://www.google.com/recaptcha] – offered 
by Google, Yahoo and PayPal, among others. 

To give that figure some context, researchers from Stanford University published a paper in 2011[7] 
that said a CAPTCHA scheme should be considered “broken” if an attacker can reliably “reach a 
precision of at least 1 percent.” 

The start up says this breakthrough renders CAPTCHA ineligible as a Turing test; a method for 
calculating whether a machine possesses true artificial intelligence. 

Companies that are developing and using CAPTCHA tests shouldn’t be too worried though. 
Vicarious says a commercial use of RCN is still “many years away” and will have greater 
implications for the fields of robotics, medical image analysis and image and video search. Still, it’s 
a sign that in the not so distant future, web companies will need new or reinforced methods of 
keeping the bots at bay. 

 
V. RECENT ADVANCEMENTS IN THE TECHNOLOGY 

 
D. Google’s reCAPTCHA 
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Google’s reCAPTCHA is a free service to protect websites from spam and abuse. reCAPTCHA 
uses an advanced risk analysis engine and adaptive CAPTCHAs to keep automated software from 
engaging in abusive activities on a site. It does this while letting valid users pass through with ease. 

 

 
 

Figure 4: The Google’s reCAPTCHA 
 

reCAPTCHA offers more than just spam protection. Every time a CAPTCHA is solved the human 
effort incorporated is used in digitizing texts and books, annotate images, and build machine learning 
datasets. It improves our knowledge base of the physical world by creating CAPTCHAs out of text 
visible on Street View imagery. As people verify the text in these CAPTVCHAs, this information is 
used to make Google Maps more precise and complete. It digitizes books by turning words that 
cannot be read by computers into CAPTCHAs for people to solve. Word byword a book is digitized 
and preserved online for people to find and read. It also helps solve hard problems in Artificial 
Intelligence. High quality human labelled images are compiled into datasets that can be used to train 
Machine Learning systems. Research communities benefit from such efforts that help build the next 
generation of ground-breaking Artificial Intelligence solutions. 

For visually impaired, reCAPTCHA also provides an audio CAPTCHA option that the users 
find easy to use, bots on the other hand get a much harder audio CAPTCHA designed to block them. 

 
 

E. Google’s New CAPTCHA: The noCAPTCHA CAPTCHA 
Google’s reCAPTCHA has been the most used CAPTCHA for some time. Now Google has offered a 
free CAPTCHA that, in most cases doesn’t ask the user anything at all. Now there is a single task in 
which the user has to check the box which states “I’m not a robot”.  After a few moments of thinking 
a green check appears and that’s the step when the user has been validated as a human. If any doubt 
arises then a CAPTCHA is generated and the user must solve it to achieve a green check. Data 
suggests that between 60% to 80% of traffic is let through without having to solve a CAPTCHA 
challenge. 

           
 

Figure 5: The Google’s noCAPTCHA 
 

 
VI. PROPOSED CAPTCHA METHOD AND ITS ANALYSIS 
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A. Proposed Work Description 
The plus point of constructing a custom CAPTCHA is that the probability of getting attacked is greatly reduced. 

This is because spammers go for mass targets, as their success rate is quite low. Simply because a custom CAPTCHA is 

used chances are less of being a target for attackers. 

Keeping in mind these things the proposed system was designed that has the features mentioned below. 

B. Features of Proposed System 
 To Provide a fully Customizable interface 
 Ability to change the character set available for text-based  CAPTCHA 
 Addition of special characters and symbols to make the CAPTCHA even more stronger and tough to break 
 Ability to control the level of distortion on the CAPTCHA image letters 
 Ability to control the quantity of random lines to confuse bots and to prevent segmentation based attacks. 
 Ability to select a random background image in order to make the image blurry and hard to recognize by 

optical character recognizers 
 Ability to change the theming and colour combination of CAPTCHA to match the webpage design 

 
Table 4.1: Analysis of the Distortion parameter for Alphabets 

Alphabet 
Distortion Level Optimal Value of Distortion Observed at 

0 0.5 1.0 1.7 Value Generated Image 

A 
    

1.0 
 

B 
    

1.0 
 

C 
    

1.0 
 

D 
    

1.0 
 

E 
    

1.7 
 

 
The table 4.1 shows the analysis for the distortion level parameter for alphabets A to E at the 

values 0, 0.5, 1.0 and 1.7. It is observed that after applying distortion level to 1.7 most of the 
alphabets are warped to such a level that they are not readable. Table 4.1 also describes an optimal 
level of distortion level parameter for each alphabet. 

 

Table 4.2: Analysis of the Noise parameter for Alphabets 

Alphabet 

Noise Level 
Optimal Value of Noise 

Observed at 

0 2 5 7 10 Value 
Generated 

Image 
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A 
     

7 
 

B 
     

7 
 

C 
     

7 
 

D 
     

5 
 

E 
     

5 
 

 
The table 4.2 shows the analysis for the noise level parameter for alphabets A to E at the values 0, 

2, 5, 7 and 10. It is observed that after applying noise level to 7 and more most of the alphabets are 
blurred to such a level that they are not readable properly. Table 4.2 also describes an optimal level 
of noise level parameter for each alphabet. 

 
 

Table 4.3: Analysis of the Number of Random Lines parameter for Alphabets 

Alphabet 
Number of Random Lines 

Optimal Value for Number of Random Lines 

Observed at 

1 5 10 15 Number of Lines Generated Image 

A 
    

10 
 

B 
    

10 
 

C 
    

10 
 

D 
    

10 
 

E 
    

10 
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The table 4.3 shows the analysis for the number of random lines parameter for alphabets A to E at the 
values 1, 5, 10 and 15. It is observed that after increasing number of random lines to 15 most of the 
alphabets are hidden between lines and are not readable. Table 4.3 also describes an optimal level of 
number of random lines parameter for each alphabet. 

 
Table 4.4: Analysis of Security and Complexity with regard to different CAPTCHAs 

Type of CAPTCHA Security Complexity 

Alphabetic CAPTCHA 

Alphabetic CAPTCHAs can be 
used with a wide levels of 
security parameters without 
hindering the visibility. 

The complexity of Alphabetic 
CAPTCHAs remains lower 
because of its high visibility 
among a wide range of parameter 
values. 

Numeric CAPTCHA 

Numeric CAPTCHAs like 
alphabetic ones can be used with 
a wide levels of security 
parameters without hindering the 
visibility. 

The complexity of Numeric 
CAPTCHAs remains lower 
because of its high visibility 
among a wide range of parameter 
values. 

Special Character CAPTCHA 

 Much secure but more usage 
of noise parameter makes 
some symbols like . , _ hard to 
be visible. 

 Usage of random lines also 
hinders the visibility of special 
characters such as _ ~  . , 

Sometimes special characters can 
prove to be complex for users as 
they can confuse between ! with I 
i l 1. Therefore these type of 
special characters can be omitted 
from the character set instead $ 
% & * @ $ can be used which 
are more distinctive. 

Word CAPTCHA 

Not much secure because 
dictionary attacks could be 
possible on this type of 
CAPTCHAs 

Complexity of word CAPTCHA 
is lower because these words 
come from dictionaries and user 
can easily guess the word. 

Mathematical CAPTCHA 

Mathematical CAPTCHAs are 
secure because they require the 
user to use logical thinking which 
can’t be done by bots. 

If we increase the level of 
mathematical problems from 
simple arithmetic problems to 
complex equations then it will 
become more complex and tough 
for users. 

 
The table 4.4 describes the complexity and security of different types of CAPTCHA methods 

based on the results obtained in previous tables after analysis of all the parameters individually on 
each character set element. 

 
VII. CONCLUSIONS 

It is possible to enhance the security of an existing text CAPTCHA by systematically adding noise 
and distortion, and arranging characters more tightly. These measures, however, would also make the 
characters harder for humans to recognize, resulting in a higher error rate. There is a limit to the 
distortion and noise that humans can tolerate in a challenge of a text CAPTCHA. Usability is always 
an important issue in designing a CAPTCHA. With advances of segmentation and Optical Character 
Recognition (OCR) technologies, the capability gap between humans and bots in recognizing 
distorted and connected characters becomes increasingly smaller. This trend would likely render text 
CAPTCHAs eventually ineffective. 

The proposed method with optimal level of parameters is able to prevent any type of bot activity. 
However it was observed that if more than optimal values of parameters were used it rendered the 
challenges unreadable which in turn is of no use. 
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