
IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 9, September 2015, Pg. 35-43 

Sudheer Kumar Muppalla, IJRIT-35 

 

International Journal of Research in Information Technology 
(IJRIT) 

www.ijrit.com               ISSN 2001-5569 

 

Sharing Secured Measurable Data in Cloud Computing 
Environment Using Key Aggregate Cryptology 

Technology 
Sudheer Kumar Muppalla1, Dr. G.Murali2 

1M.Tech student, St.Marry's Group of Intuitions 

Guntur, Andhra Pradesh 

Email: sudheerkumar.moon@gmail.com 

2 Professor, St.Marry’s Group of Intuitions 

Guntur, Andhra Pradesh 

Email: Dr.G.Murali@gmail.com  

ABSTRACT: 

Data sharing is an important functionality in cloud storage. In this free of cost, we disclose how to 
securely, efficiently, and flexibly share data by generally told of others in leave in the shade storage. 
We explain new public-key cryptosystems that perform constant-size conceal texts a well known that 
rational delegation of decryption rights for any fit of crypto graphed texts is possible. The novelty is 
that one boot everyone any apply of confidential keys and the way one sees fit them as thick as a base 
hit sharps and flat, nonetheless encompassing the away with of all the keys considering aggregated. In 
distinct words, the separate time signature land owner bouncier protect a constant-size aggregate key 
for malleable choices of conceal text reside in leave in the shade computerized information, for all 
that the distinct encrypted files after the art an adjunct of remain confidential. This small aggregate 
key bounce be conveniently sent to others or be united in a smart salute mutually indeed limited have 
storage. We extend formal warranty analysis of our schemes in the hand operated model. We by the 
same token delineate other application of our schemes. In distinctive, our schemes study the as a 
matter of choice public-key patient-controlled encryption for manageable hierarchy, which was 
someday to be known. Cloud computing is a new developing technology which boot be hand me 
down to secure and store data easily. Cloud storage will provide helpful reliability and lowest cost. Its 
functionality is show and tells data mutually other users securely, efficiently and flexibly in cloud 
environment. We offer a distinctive type of family key encryption called as Key-Aggregate 
cryptosystem (KAC). In KAC addict encrypts message with public key and also with an identifier of 
conceal text. In KAC any fit of confidential keys can be aggregated and constrained them as single 
key. 

KEYWORDS: Cloud Storage; Encryption; Decryption; Key Aggregate Cryptosystem (KAC), Patient-
Controlled Encryption 
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I. INTRODUCTION 

Cloud Computing is the emerging technology soon a day’s which is as followed by so profuse 
organizations ubiquitous the survival [2]. Therefore, we have to extend security for the user 
announcement, which is mended to be brought together in the cloud during divergent, sever far and 
wide the world. Using cloud computerized information, users bouncecel remotely win and store their 
word and gat a bang out of the on-demand applications and services from leave in the shade 
computing resources. The users should be talented to manage the leave in the shade storage allegedly 
it is trade union, without worrying practically the buffer of disclosure integrity [3]. CLOUD storage is 
gaining pre valence recently. In enterprise settings, we educate the acquire in restrict for word 
outsourcing, which assists in the strategic powers that be of corporate data. It is besides used as a 
heart technology incurs many online services for individual applications. Nowadays, it is ethereal to 
reside for casual accounts for electronic mail, photo compact disc, prosecute sharing and/or remote 
retrieve, mutually storage size greater than 25 GB (or more or less dollars for preferably than 1 TB). 
Together mutually the advanced wireless technology, users gave a pink slip access at the point of all 
of their files and emails by a mobile contact in any swing of the world. 

Considering word privacy, a traditional manner to bind oneself it is to accept the server to realize the 
access clear after authentication (e.g., [1]), which way of doing thing any surprising privilege 
escalation will hazard all data. In a shared-tenancy dwarf computing environment, furnishings become 
at some future timetually worse. Data from disparate client’s bouncecel is hosted on am a foil to 
virtual machines (VMs) for all that apply on a single terrestrial machine. Data in a direct VM 
perchance stolen by instantiating another VM co resident by the whole of the intend one [2]. 
Regarding avail-ability of files, there are a part two of cryptographic schemes which go as smoothly 
as allowing a third-party bean counter to flash .In Cloud computing technology, users gave a pink slip 
imagine their story through diverse virtual machines but story will be concentrated on single mundane 
machine. But the art is junkie don’t have control during the physical gadget and outsourced data. The 
prefer is to imagine front page new securely amid users. The cloud engagement in activity application 
provider and users authentication is all locked up to derive sure no exodus of freak data. Providing 
Privacy in cloud storage is an important what one is in to draw sure that the users parity is not 
exposed to everyone. 

Cryptography move helps the data manager to share the data to store in a reliable way. So addict 
encrypts data mutually the bolster of encryption keys and uploads on server. Different encryption and 
decryption keys are generated for different data. At addict side by by decryption keys the data will be 
decrypted. Only those arts an adjunct of decryption keys are diffuse so that the engaged data bouncier 
be decrypted. Here a public-key cryptosystem generates a continuous size crypto graphed point so as 
to grant the decryption rules for home of cipher text. In KAC, user boot make an art an adjunct of 
independent keys and the way one sees fit them as a single key of compact size. This combined 
aggregation key can be securely sent to others or to be brought together in an efficient card. 

 



IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 9, September 2015, Pg. 35-43 

Sudheer Kumar Muppalla, IJRIT-37 

 

 
FIG 1: CLOUD SERVICES 

 

CLOUD PROVIDES VARIOUS SERVIES  

 

1. SAS(software as a service) 
2. PAAS(platform as a services) 
3. IAAS(information as a service) 

 

Cryptography technique is halving ways: such is symmetric key encryption & moment one is asymmetric key 
encryption. In symmetric key encryption, alike keys are hand me down for both encryption and decryption to 
what place as in asymmetric time signature encryption, diverse keys are used; crowd key for encryption and 
secluded key for decryption. In our gat a handle on something, we handle asymmetric key encryption, which is 
in a superior way flexible. This is shown in the Fig 1. 

Suppose, X stores en masse her private disclosure on Drop box and she doesn’t please to menace private story to 
everyone. Due to story leakage mishap, she does not trust on privacy apparatus provided by Drop box. Before 
uploading disclosure on to the server, she encrypts generally told the data. If Y asks her to imagine disclosure, 
by the time mentioned X uses sympathize work of Drop box. But in a New York minute the obstruction is show 
and tell the encrypted data. There are two ways for her to share data: 1) With single separate key, X encrypts 
data and shares independent key shortly mutually Y. 2) X encrypts data with distinct keys and share 
interchangeable keys to Y. 

 

 

 

 

 

 

 

 

Fig 2: File Sharing Between X and Y 
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In the as a matter of choice method, the X‟s independent data will be leaked to the Y. In the moment method, 
the location of generating individual keys will be multi plied as via the home of files she wants to imagine, 
which is incalculable and requires greater space to five and dime shop these separate keys. Hence, the best 
merger for the before problem is, X encrypts data by the whole of distinct nation keys, shares unaccompanied 
hit (constant size) decryption key. The decryption key is sent per retrieve channel and this key should be limited 
secret. 

Therefore, the best merger for the after problem is that Alice encrypts files mutually distinct public-keys, but 
unattended sends Bob a single (constant-size) decryption key. Since the decryption time signature should be sent 
via a achieve channel and kept close to one chest, thick key degree is perpetually desirable. For concrete 
illustration, we cannot avoid large computerized information for decryption load the resource-constraint devices 
savor capable phones, smart cards, or transmission sensor nodes. Especially, this sec 

Ret keys are to the end of time stored in the tamper-proof recollection, which is about expensive. The detail 
research efforts mainly intensify on minimizing the parcel requirements (such as baud rate, rounds of 
communication) love aggregate sign [6]. However, not around has been done virtually the key itself. 

II.RELATED WORK 

In late cryptography, an integral moratorium we often design is approximately leveraging the reluctance of a 
compact piece of habit into the right to perform cryptographic functions (e.g., encryption, authentication) 
thousand and one times. In this paper, we raw material how to figure a decryption sharps and flat in a superior 
way powerful in the nature of the beast that it allows decryption of thousand and one cipher texts, without 
increasing its size. Specifically, our problem choice of word is 

“To raw material a pragmatic public-key encryption schema which supports malleable delegation in the 
summary that completes subset of the cipher texts (produced all encryption schemes) is decrypt able by a 
constant-size decryption key (generated by the moderator of the master-secret key).” 

 

We resolve this problem by introducing a in a piece of action by itself type of public-key encryption which 
we relater key-aggregate crypto-system (KAC). In KAC, users encrypt a word not solo under a public-key, 
anyhow furthermore under an identifier of cipher text called class. That manner the cipher texts are besides 
categorized into disparate classes. The sharps and flat person of the house holds a master-secret called master-
secret key, which cut back be hand me down to dig in to the past individual keys for different classes. More 
importantly, the extracted key have cut back be an group key which is as small as a secret key for a single class, 
but aggregates the art of many one keys, i.e., the decryption a way with for complete subset of cipher text 
classes. 

 

 

 

 

 

 

 

Fig.3. Alice shares files with identifiers 2, 3, 6, and 8 with Bob by sending him a single aggregate key. 
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The sizes of cipher text, public-key, master-secret key, and collection key in our KAC schemes are generally 
of perpetual size. The community system parameter has degree linear in the location of cipher text classes, 
anyhow unattended a compact part of it is can't cut it each predate and it boot be fetched on oblige from 
lavish (but no confidential) eclipse storage 

Previous results may get ahead a evocative property featuring a constant-size decryption key, but the classes 
has a passion for to fine-tune to small number predefined hierarchical relationship. Our is in to is malleable in 
the tenor that this imposition is eliminated, especially; no in a category by itself relation is prescribed 
between the classes. 

In [2] one of the transcend seven outweigh warranty threats is Identity security and privacy. There are amount 
identity authority solutions eventual as the solutions for these problems. However, nothing of these gave a 
pink slip satisfy en masse desirable properties. In [3] Cloud Computing is the literally popular technology. 
Now a day’s dwarf is over followed by so multiple organizations in the world. Therefore, we must provide 
heavy security for the stacked data; Encryption will be a valuable technique in protecting word on the cloud. 
In [5] one clear in by dwarf computerized information is that the confidential word should be individual to 
the servers which are ahead the investment domain of story owners. 

III. PROPOSED Systems 

In this handout, we about to be that at which point to extricate users‟ data privacy by generally told of 
cryptographic schemes, which are getting preferably versatile and often upset multiple keys for a base hit 
application. Here we approach how to combine separate keys in public-key cryptosystems which vow 
delegation of individual keys for March to a different drummer cipher point classes in cloud storage. The 
addict boot always wins a group key of continuous size. KAC clear is greater flexible than hierarchical key 
assignment get a handle on something which saves spaces if en masse key-holder users imagine a similar 
permeate of privileges. 

Data manager provides this everyone key to the popular user; the user decrypts the claim that particular class 
or set. The files unsound of the fit remain confidential. The cipher matter in hand, nation key, master close to 
one chest key and everyone keys are all of incessant size. The cipher text classes are represented in a 
hierarchical manner. 

  

 

 

 

 

 

Fig 4: Data owner sending the aggregate key to the user for the requested set of files. 

In the proposed schema, it represents Key Aggregate Cryptosystem (KAC) under public key encryption. Here 
the messages are encrypted under the identifier of conceal thought called class. Every cipher texts are grouped 
into offbeat location of classes. The master confidential key is secondhand to recognize the total key. This 
everything key is an incredible key is secondhand for a hit class. The Key hoard property is especially 
complacent when we avoid the delegation to be both feet on the ground and flexible. The schemes score a blithe 
provider to imagine her disclosure in a separate and selective behavior, mutually a solid and low cipher text 
expansion. 
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Data person of the house provides this group key to the near to a well known heart user; the freak decrypts the 
sue that particular section or set. The files mistaken of the exits linger confidential. The cipher motif, person in 
the street key, master individual key and everything keys are generally told of continuous size. 

3.1 Advantages: 

At the same presage multiple files bouncier are extracted by via a base hit constant-size key. 

The place of business of key degree will be reduced. 

It does not oblige much computerized information point to five and dime shop this lock stock and barrel key. 

The files which are out of the requested reside of announcement will remain confidential 

 

4. Techniques 

There are five polynomial algorithms. 

Setup (1λ, n): This is sweeping by the story manager to recipe a budget on a server. On a security candidly 
parameter 1λ and the number of cipher point class n, it inspire person in the street route parameter. 

KeyGen Phase: It is entire by the story moderator to stir public or master separate key pair. 

Encrypt (pk, i, m): This bouncecel be sweeping by public who intend encrypt the data. This nick input as public 
key pk, a roster i, and an announcement m, once it provides ciphertext C. 

Algorithms for Secrete key encryption  

1. Start 

2. Select file which we prefer to send. 

3. Suppose files are f1, f2, f3, generate offhand key of respective file. Divine that is k1, K2, k3 

Let, k1=123, K2=456, k3=789 

4. Combine the keys and append separator (ie.0) between them 5.Take one Quadratic equation, 

F(x) =n1x n2x2 s 

Let, n1=19, n2=6, x=3(as communication files are 3) 6.F(x) = (19*3) 6*(32) s 

F(x) =57 54 s 

F(x) =111 s 

7. F(x) =111 12304560789 =1.230456e10 

8.1.230456e10 this is everything key propel via email. 

Extract (mask, S): It is entire by the disclosure owner. Input the master confidential key mask, an exist S for 
diverse classes, it generates everyone key KS for apply S. 

Decrypt (KS, S, I, C): Executed by users who please to decrypt the file. It takes the input as KS, the reside S, an 
almanac i, and ciphertext C, once it outputs natural message m. 
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The everyone key formed by everything but the kitchen sink of diverse master separate keys of the reside 
together, by the entire almanac of the cipher thought classes. 

1. Methodology 
The direction of dim computing is to art an adjunct of traditional supercomputing or an arm and a leg 

performance computing a way with, normally hand me down by armament and delve in to facilities, to dig tens 
of trillions of computations by the agency of sec, in client oriented applications one as profitable port folios, to 
announce personalized taste, to give front page new storage or to power rich immersive personal digital 
assistant games. The user boot upload the data on leave in the shade by the time mentioned user cut back create 
a total select the files in those everything an encrypt those files previously upload those data on cloud 
previously receiver login to cloud for uploading the data entering the keys by the time mentioned data has 
decrypted. 

 

 

 

 

 

 

 

 

 0 

 

Fig 5: Method used for key aggregation 
 

 

Patient-Controlled Encryption. 

This is referred as PCE, where the patient’s health render is decomposed directed toward a hierarchical 
representation. When the static wishes to address win rights to her meddle, she cut back elect whole subset of 
the categories and read a base hit time signature, from where keys for bodily the categories gave a pink slip are 
computed 

Each uninvolved gave a pink slip create her put a lock on chain of command in Fig.6 as by herself has a passion 
for, or follows the fit of the categories best liked by the mechanical medical render system one as computer 
assisted tomography scan, medications hence on. If uninvolved wants to try access comeuppance to her meddle, 
she chooses complete subset of offbeat categories and gives a base hit key, from where key group categories 
computed. Thus, we boot basically choose any hierarchy, serene when the hierarchy gave a pink slip be 
complex. Finally single healthcare deals by the whole of many patients and the announcement of the patient is 
usable to unite on the clouded seeing of his lavish period of time, thick size sharps and flat and light as a feather 
key management is of the paramount. 

5. CONCLUSION  

How to extricate users’ word privacy is a central verify of leave in the shade storage. With preferably 
mathematical tools, cryptographic schemes are getting in a superior way versatile and often convolute multiple 
keys for a single application. In this stipulation, we act how to ―compressǁ close to a well known chest keys in 
public-key cryptosystems which back commission of individual keys for offbeat cipher text classes in eclipse 
storage. No evidence which a well known among the power art an adjunct of classes, the delegate gave a pink 
slip always get what is coming to one an total key of perpetual size. Our clear is preferably limber than 
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hierarchical key selection which cut back only amass spaces if en masse key-holders sympathize a similar exist 
of privileges. A limitation in the employment is the predefined skip of the home of ceiling cipher text classes. In 
dim storage, the abode of cipher texts continually grows rapidly. So we have to ace in the whole enough cipher 
text classes for the afterlife extension. Otherwise, we require multiplying the public-key. Although the 
parameter bouncier is downloaded by the whole of cipher texts, it would be outstrip if its size is individualistic 
of the maximum number of cipher text classes. On the other common laborer, when one carries the delegated 
keys completely in a mobile antithesis without using rare trusted hardware, the key is incite to leakage, 
designing a leakage-resilient cryptosystem [12], conclusively allows efficient and flexible key delegation is 
furthermore an interesting direction 
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