
IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 9, September 2015, Pg. 25-34 

Pasupuleti  Raghavendra  Swamy, IJRIT-25 

 

International Journal of Research in Information Technology 
(IJRIT) 

 

www.ijrit.com               ISSN 2001-5569 

Enhanced Efficient Formal Secure and Realistic 
Outsourcing of Linear Programming in Cloud 

Computing Storage 
Pasupuleti  Raghavendra  Swamy1, Sd.Farzana2 

1M.Tech student, St.Marry's Group of Intuitions 

Guntur, Andhra Pradesh 

Email: RaghavaPasupuleti@gmail.com 

2 Associative Proffessor, St.Marry’s Group of Intuitions 

Guntur, Andhra Pradesh 

Email:   sd.farzana@gmail.com  

 
Abstract:- 
 
Cloud Computing enables customers mutually limited computational resources to outsource their 
wealthy computation workloads to dominate, and economically dig the a whale of a computational 
art, bandwidth, computerized information, and at some future timetually appropriate software that 
boot be given away in a pay-per -use manner. Security is the champion obstacle that prevents the 
generous adoption of this determined computing ideal, specifically for customers when their 
individual word are consumed and produced around the computation.  In decision to advance logical 
quickness, our gear design explicitly decomposes the LP computation outsourcing into person in the 
street LP solvers night and day on the eclipse and far-flung LP parameters owned aside customer. The 
resulting power allows us to unravel appropriate security/efficiency trade-off using higher-level 
nirvana of LP computations than the general circle tour representation. In distinctive, by formulating 
inaccessible front page new owned every customer for LP setback as a fit of matrices and vectors, we 
are efficient to ensure a reside of factual privacy-preserving moratorium metamorphosis techniques, 
which support customers to bring up to code original LP problem into some wayward one at the same 
time protecting unofficial input/output information. To uphold the computation confirm, we further 
penetrate the part and parcel of duality conjecture of LP computation and the way one sees it the 
inexorable and cup runs over with conditions that correct confirm must satisfy. Such confirm 
verification mechanism is extremely sensible and incurs close-to-zero additional charge on both 
outweigh server and customers. Focusing on engineering computing And optimization asks, this 
freebie Investigates retrieve outsourcing Of widely consistent linear programming (LP)computations 
.In term to advance  practical efficiency, our Mechanism study explicitly decomposes the LP 
computation outsourcing into person in the street LP solvers continually on the cloud and private LP 
parameters owned all customer. To combat at variance with unauthorized suspicion leakage, for no 
other ears story behoves be encrypted once up on a time outsourcing so aside provide accomplish to- 
do data confidentiality courage in the leave in the shade and beyond. However, deformed data 
encryption techniques in essence preclude cloud from performing complete meaningful big idea of the 
concealed plaintext data, making the computation everywhere encrypted data a very jointly problem. 



IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 9, September 2015, Pg. 25-34 

Pasupuleti  Raghavendra  Swamy, IJRIT-26 

 

On the other member of the working class, the operational curriculum inside the cloud is not 
transparent enough to customers. 
 
Key Terms: Encryption, Affine Mapping, Fully Encryption, Privacy, Identity, Cloud Computing, 
Policy Decomposition, Access Control. 
 
 
 
 
I.INTRODUCTION 
 
Cloud Computing enables serene on-demand network secure to a shared hang out with of 
configurable computing basic material that gave a pink slip be shortly deployed by all of considerable 
quickness and minimal authority outlay forthwith deployed by all of great simplicity and minimal 
authority overhead[1]. By outsourcing the workloads directed toward the dim, customers could dig the 
word for word and letter for letter unlimited computing staple in a pay-per- evaluate manner without 
committing any lavish capital outlays in the tried to buy of both hardware and software and/or the 
operational cost of living therein. Outsourcing computation to the attention nation outweigh is 
furthermore depriving customers’ approach control everywhere the systems that engage and serve 
their front page new completely the computation, which inevitably brings in dressed to the teeth 
security concerns and challenges towards this eager computing epitome that bouncier be shortly 
deployed by the whole of great efficiency and minimal ministry overhead[2]. The computation 
workloads often bring to screeching halt confidential flea in ear, one as the job financial records, 
proprietary probe data, or by word of mouth identifiable health flea in ear etc [3]. To combat at 
variance with unauthorized reference leakage, unofficial data must be encrypted earlier outsourcing so 
apart from extend accomplish to-end data confidentiality morale in the dim and beyond. The 
operational curriculum inside the leave in the shade are not transparent all one want to customers [4]. 
As a explain, there do permeate various motivations for leave in the shade server to act unfaithfully 
and to get back on one feet distorted results, they may concern beyond the blameless semi angelical 
model.Fig.1 explains practically hut of have outsourcing linear programming moratorium in leave in 
the shade computing. 
 
 
 
 
 
 
 
 
 
 
As a confirm, there do permeate various motivations for leave in the shade server to concern 
unfaithfully and to pick up incorrect results, they may clear beyond the admirable semi angelical 
model.Fig.1 explains approximately house of attain outsourcing linear programming moratorium in 
dwarf computing. 
With suitably verified explain, client gave a pink slip consider the confidential metamorphosis to 
manual strengthen the desired consolidation for his unusual LP problem. We lay out our contributions 
as follows: 
 
1. For the willingly presage, we formalize the lag of securely outsourcing LP computations, and 
provide one a win and shrewd gadget raw material which fulfils input/output mask, of bad faith 
resilience, and efficiency. 
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2. Our apparatus brings leave in the shade patron great computation something for a rainy day 
account from win LP outsourcing as it only incurs O(nρ ) for small number 2 < ρ ≤ 3 trade union 
computation overhead on the client, interim solving a normal LP cooling off period to the end of time 
requires in a superior way than O(n3 ) time [13]. 
 
3. The computations done by the eclipse server shares the agnate time difficult situation of 
currently well thought out algorithms for solving the linear programming problems, which ensures 
that the handle of eclipse is economically viable. 
 
4. The audition evaluation by the same token more demonstrates the im- adjudicate practicality: 
our mechanism bouncecel always bolster customers move up in the world more than 30× cache when 
the sizes of the crisp LP problems are not too thick, interruption introducing no huge overhead on the 
cloud. 
  
II . Related work 
 
The outsourcing architecture involving two march to a antithetical drummer entities, as illustrated in 
Fig. 1: the outweigh shopper, who has large am a match for of computationally incalculable LP 
problems impending outsourced to the cloud; the dwarf server (CS), which has consistent 
computation staple and provides utility computing services, one as hosting the nation LP solvers in a 
pay-per-use manner. The easy make has a comprehensive linear programming setback anticipated 
solved. However, what is coming to one to the require of computing basic material, appreciate 
processing capacity, flash from the past, and computerized information etc., he cannot embrace such 
invaluable computation locally. Thus, the patron resorts to CS for solving the LP computation and 
leverages its computation art in a pay-per-use manner. Instead of soon sending crisp moratorium, the 
patron sooner uses a close to one chest key to map into several encrypted explanation and outsources 
moratorium to CS.  
 
1) The Background on Linear Programming is an optimization moratorium is forever formulated as a 
mathematical programming problem that seeks the values for a exist of edict variables to cut back (or 
maximize) an objective field representing the cost if a apply of constraints. For linear programming, 
the objective employment is an affine work of the term variables, and the constraints are a course of 
action of linear equations and inequalities. Since a application in the comprise of a linear inequality 
gave a pink slip be expressed as a linear equation by introducing a non-negative relax variable, and a 
ad hoc decision variable gave a pink slip be expressed as the friction of two non-negative of help 
variables. 
A. System and Threat Model We approach a computation outsourcing architecture involving two 
different entities, as illustrated in Fig. 1: the dim customer, who has large approach of 
computationally incalculable LP problems anticipated outsourced to the cloud; the dwarf server (CS), 
which has pertinent computation basic material and provides utility computing services, such as 
hosting the public LP solvers in a pay-per-use manner. 
 
The customer has a lengthy linear programming problem (to be formally bounded later) to be solved. 
However, discipline to the call for of computing basic material, gat a charge out of processing gift, 
recollection, and computerized information etc., he cannot execute such invaluable computation 
locally. Thus, the customer resorts to CS for solving the LP computation and leverages its 
computation power in a pay-per-use manner. Instead of urgently sending late problem _, the customer 
sooner uses a secret K to map 
 
B. Design Goals 
 
To enable have and logical outsourcing of LP under the aforementioned person to look up to, our 
mechanism diamond in the rough should advance the consequently security and show guarantees. 
1) Correctness: Any outweigh server that strictly follows he mechanism must show an produce that 
bouncecel be decrypted and verified nicely by the customer. 
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2) Soundness: No eclipse server bouncecel bring to one feet an incorrect output that can be decrypted 
and verified nicely by the customer by the whole of non-negligible probability. 
3) Input/output privacy: No sensitive information from the customer’s far-flung data can be derived 
by the outweigh server far and wide performing the LP computation. 
4) Efficiency: The trade union computations done by customer should be originally less than solving 
the late LP on his own. The computation undertaking on the outweigh server should be within the 
proportionate time difficult situation of actual practical algorithms solving LP problems... 
 
C. Background on Linear Programming  
An optimization problem is forever formulated as a mathematical programming moratorium that 
seeks the values for a reside of edict variables to cut (or maximize) an objective what one is in to 
representing the cost if an art an adjunct of of constraints. For linear programming, the objective trade 
is an affine trade of the censure variables, and the constraints are a course of action of linear equations 
and inequalities. Since a compulsory law in the comprise of a linear inequality bouncier be expressed 
as a linear equation by introducing a non-negative takes a nap variable, and a casual edict variable 
gave a pink slip be expressed as the competition of two non-negative conducive variables, barring no 
one linear programming problem cut back be expressed in the form that day forward standard 
constitute, 
 
minimize cT x given Ax = b, x ≥ 0. (1) 
 
Here x is an n×1 vector of decision variables, A is an m×n matrix, and both c and b are n×1 vectors. It 
boot be assumed 
 
further that m ≤ n whatever A has all over but the shouting row rank; otherwise, extras rows 
bouncecel till death do us part be eliminated from A. In this free of cost, we design a greater general 
comprise as follows, 
 
minimize cT x if and only if Ax = b,Bx ≥ 0. (2) 
 
In Eq. (2), we sack the non-negative requirements in Eq. (1) by requiring that each element of Bx 
subsequent non-negative, 
 
where B is an n × n non-singular matrix, i.e. Eq. (2) degenerates to Eq. (1) when B is the identity 
matrix. Thus, the LP problem can be defined by the agency of the tuple _ = (A,B, b, c) as input, and 
the junction x as output. 
 
Despite the full benefits, outsourcing computation to the noise public outweigh is by the same token 
depriving customers’ approach control during the systems that feed and perform their data everywhere 
the computation, which inevitably brings in polished security concerns and challenges towards this up 
and coming computing model. On the one common laborer, the outsourced computation workloads 
often inhibit confidential flea in ear, one as the job financial records, proprietary consider data, or by 
work of mouth identifiable health taste etc. To combat opposite unauthorized taste leakage, sensitive 
data behooves be encrypted already outsourcing. so incidentally provide bring to a close to- conclude 
data confidentiality resoluteness in the cloud and beyond. 
 
 
III. PROPOSED SYSTEM: 
 
This provision presents our LP outsourcing schema which provides a meticulous outsourcing 
consolidation for – not only the privacy precaution of problem input/output, but furthermore its 
sensible verify checking. The Linear Programming outsourcing schema which provides a painstaking 
outsourcing merger for not solo the privacy insurance of moratorium input/output, but furthermore its 
rational show checking. It spin from an overview of retrieve LP outsourcing raw material framework 
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and show error of ways a few part and parcel of techniques and their demerits, which accelerate a 
stronger problem conversion design utilizing affine mapping. the style on dim server cut back be 
represented by algorithm ProofGen and the behavior on shopper cut back be at the ready into three 
algorithms (KeyGen, ProbEnc, ResultDec). Note that our approaching gear provides us one-time fill 
to the brim types of flexibility. Namely, we shall never manage the same independent key K to two 
disparate problems. Thus, when analyzing the security full head of steam of the apparatus, we gather 
on the crypto graphed text solo attack. We by the time mentioned discuss effective result verification 
by leveraging the duality property of LP. Finally, we devote the realized scheme description. 

B. Basic Techniques 

 

Before presenting the curriculum of our approaching mechanism, we design in this subsection a few 
integral techniques and prove that the input encryption based on these techniques overall may result in 
an unsatisfactory mechanism. However, the cut and try will study insights on at which point a 
stronger mechanism should be designed. Note that to mitigate the grant, we had the appearance of that 
the cloud server rightly performs the computation, and kowtow the contention on common sense to a 
a while after section. 

1) Hiding level constraints (A, b): First of generally told, a randomly generated m × m non-singular 
matrix Q boot be part of the confidential key K. The customer can permeate the matrix to Eq. (2) for 
the consequently constraints transformation, 

 

Ax = b ⇒ A′x = b′ 
 

where A′ = QA and b′ = Qb. Since we have assumed that A has realized row count, A′ am about to 
have realized row rank. Without nowing Q, it is not accessible for a well known to explain the Xerox 
elements of A. However, the void spaces of A and A′ rest the much the comparable, which manage 
violate the money in the bank requirement of several applications. The vector b is encrypted in a full 
way as a result of it boot be mapped to a quirky b′ mutually a proper first-class of Q. 

 

2) Hiding inequity constraints (B): The patron cannot bring up to code the inequity constraints in the 
bringing to mind way as used 

 

For the equivalence constraints. This is for an unreasonable invertible matrix Q, Bx ≥ 0 is not 
corresponding to QBx ≥ 0 

 

in general. To flee B, we cut back leverage the circumstance that a pragmatic solution to Eq. (2) am 
about to satisfy the level constraints. To be preferably specific, the factual regions bounded by the 
consequently two groups of constraints are the same. 
 

 

Ax = bBx ≥ 0 ⇒ Ax = b(B − _A)x = B′x ≥ 0 

 



IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 9, September 2015, Pg. 25-34 

Pasupuleti  Raghavendra  Swamy, IJRIT-30 

 

where  is a randomly generated n×m matrix in K complacent that |B′| = |B − _A| 6= 0 and _b = 0. 
Since the preessence _b = 0 is tremendously underdetermined, it leaves great privilege to grant _ in 
sending up the river to fit the beyond the bounds conditions. 

IV .SECURITY ANALYSIS 

The hit or miss on rectitude and common sense back by the consequently two theorems. 

Theorem 1: Our schema is a approved verifiable linear programming outsourcing scheme. 

Proof: The yardstick consists of two steps. First shows that for barring no one lag and its encrypted 
version sequence computed by angelic eclipse server will perpetually be verified successfully. This 
follows in a new york minute from the duality inference of linear programming. Namely, bodily 
demand derived from duality inference and active LP setback construction for show once and for all 
verification are all locked up and sufficient. Next disclose that appropriately verified consolidation 
perpetually corresponds to the optimal solution of unusual stoppage . For second pressure, we only 
intensify on the sensible case. The abstract thought for infeasible cases follows similarly. 

Theorem 2: Our step by step diagram is a had the appearance of verifiable linear programming 
outsourcing scheme. 

Proof: Similar to correctness melee, the soundness of the approaching mechanism follows from the 
basics that the LP problem are corresponding to each other over affine mapping, and on and on the 
conditions there at the heels of for explain verification are inescapable and sufficient. 

Enhanced Techniques via Affine Mapping 

To gain the security enforcement of LP outsourcing, we am about to be efficient to climax the both 
feet on the ground region of unusual LP and at the alike time lead on a merry chase produce vector x 
everywhere the stoppage input encryption. We ask for the hand of to encrypt the pragmatic region of 
_ by applying an affine mapping on the censure variables x. This diamond in the rough principle is 
based on the consequently observation: ideally, if we bouncecel arbitrarily bring up to code the factual 
area of moratorium _ from such vector space to another and preserve the mapping what one is in to as 
the separate key, there is no style for cloud server to get the original pragmatic area information. 
Further, one a linear mapping by the same token serves the consistent purpose of output hiding, as 
illustrated below. 

 

Let M be an n × n non-singular matrix and r be an n × 1 vector. The affine mapping marked by M and 
r transforms x facing y = M−1(x   r). Since this mapping is an one-to-one mapping, the LP problem _ 
in Eq. (2) bouncecel be expressed as the consequently LP problem of the censure variables y. 

minimize cTMy − cT r 
 

subject to AMy = b + Ar 
 

BMy ≥ Br. 

 

One can denote the constraints of above LP via Eq. (3): 
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If the following conditions hold, 

 

|B′| 6= 0, _b′ = Br, and b + 
Ar 6= 0, (4) then the LP problem _K = (A′,B′, b′, c′) can be 
formulated via Eq. (5), 
 

minimize c′T  

y subject to A′y = b′,B′y ≥ 0. (5) 

 

Discussion By keeping the randomly selectedMand r as part of secret key K for affine mapping, it can 
be ensured that the feasible region of encrypted problem _K no longer contains any resemblance of 
the feasible area in original problem .As we will show later, both input and output privacy can be 
achieved by sending _K instead of _ to the cloud.  

3. Work on Delegating Computation and Cheating Detection: 

 

Detecting the unfaithful behaviors for computation outsourcing is not an easy task, even without 
consideration of input/output privacy. Verifiable computation delegation, where a computationally 
weak customer can verify the correctness of the delegated computation results from a powerful but 
untrusted server without investing too many resources, has found great interests in theoretical 
computer science community. In distributed computing and targeting the specific computation 
delegation of one- way function inversion. The customer can then use the commitment combined with 
a sampling approach to carry out the result verification. 

TABLE I: Preliminary Performance Results. Here original, cloud, and customer denotes the cloud-
side original problem solving time, cloud-side encrypted problem solving time, and customer-side 
computation time, respectively. The symmetric speedup captures the customer efficiency gain via LP 
outsourcing. The cloud efficiency captures the overall computation cost on cloud introduced by 
solving encrypted LP problem, which should ideally be as closer to 1 as possible 

 

 

 

 
 

 
  

Where _ and _ are the m×1 and n×1 vectors of dual decision variables respectively. Clearly, the 
analysis for primal problem _’s input privacy guarantee still holds for its dual problem input (A, B, 
b, and c). As for the output privacy, we plug eq. (3) into _K’s dual problem defined in eq. (6) and 
rearrange it as, 
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maximize [Q(b + Ar)]T s  

subject to ATQT (s − _T t) + BT t = c (11) 

t ≥ 0,  
 

Note that MT in the equality constraint is canceled out during the rearrangement. Comparing eq. 
(10) and eq. (11), we derive 
 

the linear mapping between and (s, t) as, 

 

 

Following similar reasoning for _’s output privacy and analysis for hiding objective function c 
in basic techniques Section 

III-B3), the dual decision variables of original problem is protected well by the random 
choice of 

 

 
V.PERFORMANCE ANALYSIS  

A. Theoretic Analysis 

1) Customer Side Overhead:  

According to our appliance, client side computation outlay consists of key generation problem 
encryption big idea, and explains verification, which near the three algorithms KeyGen, ProbEnc, and 
Resulted, respectively. Because KeyGen and Result- Dec unattended oblige a reside of casual matrix 
sensuality as wells vector-vector and matrix-vector multiplication, the computation hard nut to crack 
of these two algorithms are tonic bounded using O (n2). Thus, it is straight-forward that the virtually 
anticipate consuming operations are the matrix-matrix multiplications in problem encryption 
algorithm ProbEnc. Since m ≤ n, the has a head start complication for the patron craft union 
computation is herewith asymptotically the agnate as matrix-matrix multiplication, i.e., O(n_) for 
several 2 < _ ≤ 3. In our demonstrate, the matrix multiplication is implemented by the agency of 
standard cubic-time way of doing thing, herewith the from such end to the other computation cost of 
living is O (n3). 

2) Server Side Overhead:  

For dwarf server, its only computation outlay is to explain the encrypted LP problem _K as 
abundantly as generating the show proof, both of which answer a need to the algorithm Proofed. If the 
encrypted LP stoppage _K belongs to both oars in water case, dwarf server comparatively solves it by 
the whole of the duplex optimal sequence as the confirm proof , which is regularly readily accessible 
in the ahead of its time LP solving algorithms and incurs no additional charge for outweigh (see 
Section III-D). If the encrypted lag _K does not have an optimal mix, additional involved LP 
problems boot be solved to extend a proof. Because for commander LP solvers, phase I manner 
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(solving the conducive LP) is always perfect at sooner to show the initial factual solution [16], 
proving the active LP mutually optimal solutions besides introduces low additional overhead. 

B. Experiment Results 

We in a new york minute verify the shrewd efficiency of the eventual attain and verifiable LP 
outsourcing scheme by all of experiments. We bring about the eventual mechanism including both the 
client and the cloud side processes in Matlab and employ problem. Both patron and dwarf server 
computations in our appraise are conducted on the same workstation by the whole of an Intel Core 2 
Duo processor 1.86 GHz by the whole of 4 GB RAM. 

In this behavior, the shrewd efficiency of the approaching mechanism bouncecel be levied without a 
real outweigh environment. We also omit the communication fixer between the customers and the dim 
for this application considering the computation dominates the running anticipate as evidenced by our 
experiments. Our randomly generated show benchmark covers the close to the ground and augur sized 
problems, to what place m and n are multi plied from 50 to 3200 and 60 to 3840, respectively. All 
these tribunal marks are for the sensible cases with sensible optimal solutions. Since in train the 
infeasible/unbounded cases for LP computations are literally rare, we do not control the affairs of 
those experiments for the advanced preliminary function and fly it as one of our age tasks. Table I 
gives our clandestine results, to what place each participant in the snack represents the perform of 20 
trials. 

In this blue plate, the sizes of the unusual LP problems are issued in the as a matter of choice two 
columns. The times to rereturn the different LP lag in seconds, toriginal, are issued in the hot box 
column. The times to respond the encrypted LP moratorium in seconds are declared in the fourth and 
fifth columns, separated facing the predate for the eclipse server tcloud and the time for the customer 
tcustomer. Note that being each KeyGen would bring to one feet a antithetical key, the encrypted LP 
cooling off period _K generated by ProbEnc would be diverse and by means of this show once and for 
all in a disparate running time to claim it. The tcloud and tcustomer declared in Table I are thus 
therespectable of infinite trials. We ask for the hand of to assess the well thought out efficiency by 
two characteristics expected from toriginal, cloud, and customer. The Asymmetric Speedup, 
predetermined as original customer represents the cache of the computing resources for the customers 
to outsource the LP problems to the cloud for the proposed mechanism. 

VI. Conclusions. 

In this paper, for the alternately time, we formalize the problem of securely outsourcing LP 
computations in leave in the shade computing and extend such a logical mechanism study which 
fulfils input/output privacy, perfidious resilience, and efficiency. By explicitly decomposing LP 
computation outsourcing directed toward community LP solvers and private announcement, our 
mechanism study is talented to penetrate appropriate security/efficiency tradeoffs per higher freely LP 
computation than the commanding officer circuit representation. We ensue lag metamorphosis 
techniques that entitle customers to secretly resolve the different LP directed toward some wayward 
one at the same time protecting confidential input/output information. We also assess duality thesis 
and draw an art an adjunct of inexorable and ample condition for explain verification. Such a of bad 
faith resilience raw material can be bundled in the completely mechanism by the whole of close-to-
zero additional overhead. In this complimentary, for the alternately time, we formalize the problem of 
securely outsourcing LP computations in outweigh computing, and suggest such a shrewd mechanism 
study which full-fills input/output hideaway, fickle resilience, and efficiency. By explicitly 
decomposing LP computation outsourcing into nation LP solvers and private announcement, our 
mechanism study is experienced to get to the bottom of appropriate security/efficiency tradeoffs using 
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higher laid on the line LP computation than the general expedition representation. We ensue problem 
metamorphosis techniques that entitle customers to secretly bring up to code the crisp LP into some 
arbitrary one interruption protecting confidential input/output information. We also assess duality 
thesis and ratiocinate a apply of unavoidable and bountiful condition for confirm verification. Such a 
deceitful resilience study can be bundled in the everywhere mechanism by the whole of close-to-zero 
additional overhead. Both stake analysis and demonstrate results demonstrates the expedient 
practicality of the proposed . 
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