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Abstract: Data hiding techniques have taken important role with the rapid growth of intensive transfer of 
multimedia content and secret communications. Steganography is the art of hiding information in ways that 
prevent detection. The Steganography used to transport information from one place to other place through public 
channel in covert way. Steganography hides the very existence of a message so that if successful it generally 
attracts no suspicion at all. Steganography means hiding a secret message (the embedded message) within a 
larger one (source cover) in such a way that an observer cannot detect the presence of contents of the the hidden 
message. Many different carrier file formats can be used, but digital images are the most popular because of 
their frequency on the Internet. For hiding secret information in images, there exists a large variety of 
Steganography techniques some are more complex than others and all of them have respective strong and 
weak points. Different applications have different requirements of the Steganography technique used. This 
paper intends to give an overview of image Steganography, its uses and techniques. It also attempts to identify 
the requirements of a good Steganography algorithm and briefly reflects on which Steganography techniques are 
more suitable for which applications. 
 
Index Terms: Steganography, Frequency Domain ,Spatial domain, LSB method,. 
 

                [I] INTRODUCTION 
 

Since the rise of the Internet one of the most important Factor in networking is the security of information. 
Steganography is the art and science of invisible communication. It is accomplished by hiding information in other 
information, thus hiding the existence of the information.  Steganography is derived from the Greek words “stegos” 
meaning “cover” and “grafia” meaning “writing” defining it as “covered writing”. In the image Steganography 
the information is hidden exclusively in images. The idea and practice of information hiding has a long past. In 
Histories the  Greek historian Herodotus writes of a Nobleman, Histaeus, who needs to communicate with his son- 
in-law in Greece, has shaved the head of one of most trusted slave and tattooed the message onto the slave’s scalp. 
When the slave’s hair grew back he sends slave with the hidden message and when slave reaches to the 
destination again he shaved his scalp and retrieve the message. In the Second World War the Germans 
introduces new data hiding technique which is known as Microdot technique. 
In this the information, like photographs, was reduced in size until it was the size of a typed period. It was 
Extremely difficult to detect a hidden information, a normal cover message was sent over an insecure channel with 
one of the periods on the paper containing hidden information. Today Steganography is mostly used on computers 
with digital data being the carriers and networks being the high speed delivery channels. Although related to 
cryptography, they are not similar. Steganography's intent is to hide the existence of the message, while 
cryptography scrambles a message in such a way that it cannot be understood. Steganography and cryptography 
are techniques used to protect information from unwanted parties but neither technology alone is perfect . Once the 
presence of hidden information is revealed or suspected, the reason of Steganography is partly defeated. The 
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strength of Steganography increases by combining it with cryptography. 
The Steganography has been categorized into (i) Spatial domain Steganography: It mainly includes LSB 
Steganography and Bit Plane Complexity Slicing (BPS) algorithm. Spatial domain is frequently used because of 
high capability of hidden information and easy realization. (ii) Transform domain Steganography: The secret 
information is embedded in the transform coefficients of the cover image. Examples of transform domain 
Steganography are Discrete Cosine Transform, Discrete Fourier Transform and Discrete Wavelet Transform. 
Steganography used for wide range of applications such as defiance organizations for safe circulation of secret data, 
intelligence agencies, in smart identity cards where personal details are embedded in the photograph itself for 
copyright control of materials, medical imaging where patient’s details are embedded within image providing 
protection of information and reducing transmission time.  
 

 
 
 

Fig. 1: Basic Steganography Model 
 
The basic model for Steganography is shown on fig. 1. It shows the basic process involved in Steganography which 
consists of Carrier, Message and Key. Carrier is also known as cover-object, in which message is embedded and 
serves   to hide the presence of the message. The data can be any type of data (plain text, cipher text or other 
image) that the sender wishes to remain confidential. Key is known as stego-key, which ensures that only recipient 
who knows the key, corresponding decoding key will be able to recover the message from a cover-object. The 
cover-object with the object secretly embedded message is then called the stego-object . 
Recovering message from a stego-object requires the cover-object itself and a corresponding decoding key if a object 
stego-key was used during the information encoding process. 
The paper is organized in the following sections: Section 2 describes stenography principle. Section 3 describes 
types of Steganography. section 4 describes Image Steganography techniques. section 5 describes Evaluation. 
Finally conclusion presented in section 6. 
 

              [II] PRINCIPLE OF STEGANOGRAPHY  
The secret message is embedded inside the cover object in encrypted format by using a hiding algorithm and it 
sent to a receiver over a network. The receiver then decrypted the message by applying the reverse process on the 
cover data and reveals the secret data. 

 
Fig. 2 shows the principle of Steganography. Steganography algorithm, tries to preserve the perceptive properties 

of the original image. A suitable image, called as cover/ carrier, is chosen. The secret message is then embedded 
into the cover using the Steganography algorithm, in a way that does not change the original image in a human 
noticeable way. The result is new image, the stego-image, which is not looks different than original image. 

 

 
 
 

Fig. 2: The principle of Steganography 
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Redundancy can be defined as the bits of an object  
 
 
   [III] TYPES OF STEGANOGRAPHY 
 
Steganography can used for almost all digital file formats, but the formats those are with a high degree of 
redundancy are more suitable. that provide accuracy far greater than necessary for the object’s use and display. 
The redundant bits of an object are those bits that can be altered without the alteration being detected easily [4]. 
Image and audio files especially comply with this necessity, while research has also uncovered other file formats 
that can be used for information hiding. There are four categories of file formats that can be used for 
Steganography shown in fig. 3. 

 

Fig 3: Types of Steganography 
 

Since, images are quite popular cover or carrier objects used for Steganography. In the domain of digital images 
different image file formats exist, most of them are available for specific applications. 

 
[IV] IMAGE STEGANOGRAPHY TECHNIQUES 

 
Steganography in images are classified into two categories: Spatial-domain based Steganography and the Transform 
domain based Steganography. 

 
SPATIAL DOMAIN METHOD 
In spatial domain scheme, the secret messages are embedded directly. In this, the most common and simplest 
Steganography method is the least significant bits (LSB) insertion method. In LSB technique, least significant bits 
of the pixels are replaced by the message bits which are permuted before embedding . 

 
Least Significant Bit Technique 
Least significant bit (LSB) Replacement is a common, simple approach to embedding information in a cover image. 

The least significant bit ( 8 bit) of some or all of the bytes inside an image is replaced with a bit of the hidden 
message. When using a 24-bit image, a bit of each of the red, green and blue color can be used, since they are each 
represented by a byte. That is one can store 3 bits in each pixel. The image of 800 X 600 pixel ,can thus store a total 
amount of 1,440,000 bits or 180,000 bytes of embedded data. 

 
 

 HIDING GRAY IMAGES USING BLOCK TECHNIQUE 
Internet are becoming popular, channels for communication the security of digital media becomes greater issue. The 
hiding of a message will reduce the possibility of detecting the secret message. This method allows to hides gray 
image in one another. In this method the cover is divided into blocks of equal sizes, Each block size is same as 
that size of the embedding image[4]. 

 
Compare each pixel in embedding image with all the corresponding pixels in the blocks of the cover image i.e. 
pixel (i,j) in the embedding image is compared with the pixel (i,j) in all C blocks of cover image. Select the best 
pixel to embed. 
Best pixel is the pixel that gives minimum difference between it and the pixel to embed. For Example, if pixel (i,j) to 
embed has a value 254, and corresponding pixels values are: 248, 230, 249, 252, 255,260, 270, and 262 (assume 
cover is divided into 8 blocks). Then the pixel with value 255 will be selected to embed 254. 

 
 TRANSFORM DOMAIN METHOD 

The transform domain Steganography technique is used for hiding a large amount of data and provides high 



 

  

IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 9, September 2015, Pg. 52-57  

Shubham Saraswat, IJRIT-55  

security, a good invisibility and no loss of secret message. The goal behind that is to hide information in frequency 
domain by altering magnitude of all of discrete cosine transform (DCT) coefficients of cover image. The 2-D 
DCT converts image blocks from spatial domain to frequency domain. The cover image is divided into non 
overlapping blocks of size 8×8 and applies DCT on each of blocks of cover image using forward DCT . 

 
 JPEG IMAGE STEGANOGRAPHY TECHNIQUE 

Originally it was thought that Steganography would not be possible to use with JPEG images, since they use lossy 
compression which results in parts of the image data being altered. One of the key characteristics of Steganography 
is the fact that information is hidden in the redundant bits of an object and since redundant bits are left out when 
using JPEG it was feared that the hidden message would be damaged. Even if one could somehow keep the 
message intact it would be difficult to embed the message without the changes being noticeable because of the 
harsh compression applied. still, properties of the compression algorithm have been exploited in order to develop a 
steganographic algorithm for JPEGs. 

 
One of these properties of JPEG is exploited to make the changes to the image unseen to the human eye. During the 
DCT transformation phase of the compression algorithm, rounding errors occur in the coefficient data that are not 
noticeable and understandable. Although this property is what classifies the algorithm as being lossy, this property 
can also be used to hide messages. It is neither feasible nor possible to embed information in an image that uses 
lossy compression, since the compression would destroy all information in the process. So, it is important to 
recognize that the JPEG compression algorithm is actually divided into lossy and lossless stages.The quantization 
and the DCT phase form part of the lossy stage, whereas the Huffman encoding used to further compress the data is 
lossless. 

 
Steganography can take place between these two stages.Using the same principles of LSB insertion the message 
can be embedded into the least significant bits of the coefficients before applying the Huffman encoding. By 
embedding the information at this stage, in the transform domain, it is extremely hard to detect, since it is not in the 
visual domain. 

 
  
  

 SPREAD SPECTRUM IMAGE STEGANOGRAPHY TECHNIQUE 
The Spread Spectrum Image Steganography (SSIS) of the present invention is a data hiding/secret communication 
steganographic system which uses digital imagery as a cover signal. Spread spectrum provides the ability to hide a 
significant quantity of information bits within digital images while avoiding detection by an observer. The message 
is recovered with lowest error probability due the use of error control coding. Spread spectrum image steganography 
payload is, at a minimum, an order of magnitude greater than of existing watermarking techniques. Furthermore,  
the original image is not needed to extract the hidden message. The proposed receiver need only possess a key in 
order to reveal the secret message. The existence of the hidden information is virtually undetectable by human or 
computer analysis. at last, SSIS provides resiliency to transmission noise, like which found in a wireless 
environment and low levels of compression. 

 
                        [V]  EVALUATION 

 
The most important requirement is that a Steganographic algorithm has to be imperceptible. Below criteria has been 
proposed for imperceptibility of an algorithm: 

 
1) Invisibility- The invisibility of a Steganographic algorithm is most important requirement. strength of 
Steganography lies in its ability to be unnoticed by human eye. The moment that one can see that an image has 
been tampered with, the algorithm is compromised [8]. 

 
2) Payload capacity- Watermarking, needs to embed only a small amount of copyright information, In other hand 
Steganography requires sufficient embedding capacity [9]. 

 
3) Robustness against statistical attacks – Statistical Steganalysis is the practice of detecting hidden information 
by applying statistical tests on image data. Many Steganographic algorithms leave a “signature” when  embedding 
information that can be easily detected through statistical analysis. 
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4) Robustness against image manipulation –While being transmitted the image may undergo changes by an 
active attacker in an attempt to remove hidden Information. Image manipulation, such as cropping or rotating, can 
be performed on the image. This may destroy the hidden message. It is required for Steganographic algorithms to 
be robust against malicious changes to the image. 

 
5) Independent of file format – The most powerful Steganographic algorithms thus possess the ability to embed 
information in any type of file. 

 
6) Unsuspicious files – This requirement includes all characteristics of a Steganographic algorithm that may 
result in images that are not used normally and may cause suspicion. Abnormal file size, for example, is one 
property of an image that can result in further investigation of the image by a warden. 

 
Table 1: Comparison of image Steganography techniques 

 
 
 

                       
 
 
 
 
 
 
 
 
 
 
 
 
 
 
    [VI]CONCLUSION 
 
Although only some of the main image steganographic techniques were discussed in this paper, there exists a 
large selection of approaches to hiding information in images. Different image file formats have different 
methods of hiding messages, that having different strong and weak points respectively. Whereas one technique 
lacks in payload capacity, while other lacks in robustness. For example, the patchwork approach has a very high 
level of robustness against most type of attacks, but it can hides only a very small amount of information. The 
Least significant bit (LSB) technique in both BMP and GIF makes up for this, but these both approaches result in 
suspicious files that increase the probability of detection when in the presence of a warden. for an agent to decide 
on which steganographic algorithm to use, firstly he has to decide on the type of application he want to use the 
algorithm for and if he is willing to compromise on some features to ensure the security of others. 
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