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Abstract—Over recent years the increase in the number of mobile workers, the number and types of mobile devices, 

and in the number of non-employees requiring access to corporate networks has dissolved the network perimeter. 

Access requests can come from anyone and anywhere, That is why organizations are turning to network access 

control (NAC) technologies. Network Access Control (NAC) is an approach to computer network security that 

attempts to unify endpoint security technology (such vulnerability assessment), user or system authentication and 

network security enforcement. When a computer connects to a computer network, it is not permitted to access 

anything unless it complies with a set standard. Once the standard is met, the computer is able to access network 

resources and the Internet, within the policies defined within the NAC system. In this project i Proposed a new NAC 

System with an impressive feature set including a captive portal for registration and remediation, 802.1X 

Authentication support, VLAN Assignment, centralized wired and wireless management, layer-2 isolation of 

problematic devices, integration with vulnerability scanners and firewalls. 
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I .INTRODUCTION 

Abbreviation of NAC is Network Access Control.  In some people's point of view NAC is a simple registration and 

authorization of a device which is connected to the computer network system but actually NAC can do more than 

that. It can also be used as a protection for a network system from security attacks. It can act as a Firewall (or) 

gatekeeper for a network infrastructure to control endpoint devices from accessing the network when they are not 
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comply with the corporate computer policy. NAC provides secure access to critical network infrastructure and 

services by applying comprehensive approach such as identify, control and react rapidly to any threats. Architectural 

design of NAC solutions is really important in order to proactively manage whether a guest, trusted user or a device 

can connect to a network and the privilege given to them once granted access to the network. However, the privilege 

is determined based on the policy defined by an organization for instance location, business role, device and user 

identity, health of the end system and time of day. In order to provide complete NAC solutions, there are few factors 

to be considered such as assessment technologies, agent-less or agent-based, proactive and reactive policy and pre-

connect and post-connect to ensure a solid endpoint security system. An effective NAC solution will be able to 

perform important functions including end system detection, authentication, authorization, assessment and 

remediation with minimum human intervention. Those functions are used as a basis for organizations when 

deploying NAC so that all the factors have been detailed out which could help much in outlining the implementation 

strategies.  

 

Network security consists of the provisions made in an underlying computer network infrastructure, 

policies adopted by the network administrator to protect the network and the network-accessible resources from 

unauthorized access and consistent and continuous monitoring and measurement of its effectiveness (or lack) 

combined together. 

The primary role of network access control is to decide on the validity of user’s identity accepted into the networks 

and authorization accessed to the particular resource so that users conforming to their established access polices 

achieve predefined services. 

II. LITERATURE REVIEW  

Works by Frias-Martinez et al. [7] have proved that existing NAC technologies implement a two phases one is pre-

connect phase where the status of a device is checked against a group of policies before being granted access to a 

network, and other is a post connect phase that examines whether the device complies with the policies that 

correspond to its role in the network. Instead of implementing NAC based on roles or identity, they have proposed a 

new NAC architecture based on behaviors in order to enhance current NAC technologies. During this, the policies 

automatically learn and update over time by the members of the network in order to adapt to behavioral changes of 

the devices. As an example, a behavior profile is similar to identity cards that can change over time. Since this 

approach is based on behavior learning, there are possibilities that new changes in device status will not be 

recognized by the NAC system. 

 Wang and Liang [8] have given a NAC approach related to Quality of Service support (QoS) leveraged on AAA 

architecture. Prior to the endpoint commits a QoS session, a new procedure namely QoS authentication and QoS 

authorization processes are defined in the proposed architecture. 

A network access control mechanism based on role and behavior has been reviewed by Song and You [9] 

due to the current Role-Based Access Control (RBAC) weaknesses which unable to assign permissions dynamically 

and cannot update access control policies automatically. Therefore, they has designed NAC mechanism based on 

role and behavior (RBNAC) which enhances role-based access control by establishing clusters of behavior to limit 
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permissions of user dynamically and incorporating an incremental learning algorithm to update the policies without 

manual intervention. RB-NAC consists of two main components which is role based models and clusters of 

behavior.  

Works by Bae et al. [10] have shown that NAC and management can be done in various windows 

environment by using ARP spoofing. Proper management of IP and MAC addresses will prevent unnecessary 

changes to the network equipment and network a11ddresses by unauthorized users in the network. In addition, when 

introducing new network resource equipment, the large amounts of network resources are not randomly delegated. It 

is usually managed by the network administrator which led to effective resource management and maintenance 

during network failure. The study suggests Network Blocking Algorithm as the solution and analyzes the policy 

based on control system or real time network blocking. It also discusses additional requirement needed for control 

methods and defined policies due to action changes in ARP protocol 

III. METHODOLOGY 

The proposed NAC architecture is be shown in Figure 1.  

 
As illustrated in Figure 1, 

Besides the authorized user, network has a probability to be accessed by unauthorized users. Usually, there is no 

problem with the authorized users since they have registered to access thenetwork infrastructure. However, it is 

importantto detectthe unauthorized user from accessing the network as they may have bad intention that could harm 

the entire network infrastructure.  This problem can be solved through our architecture. In our NAC system once the 

user attempt to connect to the network, the user will be prompted with the login page which requires valid 

credentials. Subsequently, the user will be redirected to the NAC server to check for the credential in the database. If 

the user is registered, NAC server will allow it to browse the internet with appropriate VLAN otherwise it will be 

blocked or it will be allow into the Guest VLAN and asked to consult the administrator.  

Along with the above security feature NAC assigns the VLAN. Decision made by NAC server as policy enforcer 

will reflect the Virtual Local Area Network (VLAN) Identifier (ID) defined in the managed switch. The assignment 

of VLANs to the device is done through SNMP Traps. The enforcement action such as redirected the devices into 

the designated VLAN ID either registration or isolation will be sent by NAC server to managed switch. In NAC the 

authentication and vulnerability assessment is done through RADIUS and Open-vas system. 
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A.Sequence diagram 

 

B.FreeRadius 
 

RADIUS, which stands for “Remote Authentication Dial In User Service”, is a network protocol - a system 

that defines rules and conventions for communication between network devices - for remote user authentication and 

accounting. Commonly used by Internet Service Providers (ISPs), cellular network providers, and corporate and 

educational networks, the RADIUS protocol serves three primary functions: 

 • Authenticates users or devices before  access to a network 

 • Authorizes those users or devices for specific network services  

• Accounts for and tracks the usage of those services 
 
 
 
B. OpenVas 
 

The Open Vulnerability Assessment System (OpenVAS) is a framework of several services and tools 

offering a comprehensive and powerful vulnerability scanning and vulnerability management solution. The actual 

security scanner is accompanied with a daily updated feed of Network Vulnerability Tests (NVTs), over 35,000 in 

total (as of April 2014).All OpenVAS products are Free Software. Most components are licensed under the GNU 

General Public License (GNU GPL). 

 

IV.RESULTS 

A.Captive Portal 

Captive portal as shown in Figure 3 will be displayed when user want to access the network. User will be 

asked to enter the credential created earlier in order to authenticate to NAC. If wrong credential provided, user will 

not be granted access to the network if he want to access the network click on to the Guest access. 
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B.Registered and Unregistered User 

Every time a new device attempt to connect to the network, it will be log in the report as depicted in Figure 

6. The information such as MAC address, Computer Name, Username, Status, IP address and operating system for 

registered and unregistered user will be displayed. Hence, it is easier for the network administrator to get the 

information of all the users connected to the network infrastructure. The report generated will help in conducting 

forensic investigation where the entire audit trail log can be retrieved from the NAC server in case of any misuse or 

violation occurs. In addition,NAC has a capability to identify any types of device operating system including 

window, ios, android and linux as the fingerprints database is well updated. 

 

 

 

 

 

Guest User Registration: 

 

 

 

 

 

Venerability Assessment: 
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V. CONCLUSION 

Security is a process which needs to be reviewed periodically since the security threats will not ended in 

parallel with the growth of ICT.  Rapid evolution of ICT especially on inventing new network device such as smart 

phones becomes a threat to organization network. Hence, there is a need to have proper control mechanism that at 

least can protect the network infrastructure from being compromised. Organization usually focuses more on 

perimeter security without knowing that internal threats are also important to be considered. Based on that reason, it 

is necessary to initiate an idea of securing network infrastructure as soon as the device attempts to establish 

connection. Therefore, Network Access Control technology is one of access control method that can be implemented 

at the endpoint to ensure every connection attempt and establish to enterprise network infrastructure will be 

inspected thoroughly.  
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