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Abstract: 

Software development is a highly complex and unpredictable activity associated with high risks. With more and 

more organizations investing substantial resources in software development, risk management becomes crucial. The 

present paper tries to ask these three questions: what are the most frequently used risk management approaches? 

What is the process of risk management? How to apply risk management in practice? An analysis of previous 

literatures identifies four types of risk management approach: risk-list, risk-action list, risk-strategy model, and risk-

strategy analysis. A continuous process is introduced based on the dynamic system theory. A framework for 

applying risk management approach in practice is also proposed from action research perspective. Finally, the 

relevant practical implications for software development project are discussed. This paper focuses on the basic 

concepts, processes, and techniques of software risk management and based upon that it presents software risk 

analysis and measurement based on priority and severity. We have planned to develop an application through which 

we have assumed 3 important people associated with the project that would be able to login securely in the 

application in order to identify & evaluate risks associated with the project. 
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1. Introduction 

To manage the risk in project we required risk management. In risk management prioritization method followed to 

find the greatest risk, priority means which risk should be remove first. But finding the overall risk in project and 

their probability is very complex task. The development and application of software exposes the community to 

various threats. First, the failure of a software project as a business undertaking results in money and time waste as 

well as a missed business opportunity. The risk of such  failure is called the software project risk (software 

development risk, IT project risk). Another threat pertains to the safety of the citizens and the environment. A failure 

of a software system may lead to an accident, which, in the worst case, can result in the loss of human life. This is 

the software safety risk. The last threat materializes when the system’s service is deteriorated or the system’s 

informational resources are compromised or adversely manipulated after the system’s integrity has been violated 

through some malicious activity of an attacker. This is the software security risk. This thesis focuses on the software 

project risk, which covers both the software development risk and the risk involved in transition of the solution to 

the customer’s business environment.  

1.1 Risk Analysis 

Risk analysis is a process which is use to identify the danger factor that may create the problem to achieving the 

goal. In software risk analysis we also reduce these factors from occurring by using preventing measures. Risk 

management aims at increasing a project’s chance of success by addressing explicitly the uncertainties of the future. 

It involves the assessment of possible pitfalls in the project course and the mitigation of their destructive potential. 
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1.2 Risk Impact 

A software risk indicates a particular aspect of a development task, process, or environment, which, if ignored, will 

increase the probability of project failure (Lyytinen, Mathiassen and Ropponen 1998).  In essence, there are two 

ways to define risk, one is in quantitative and the other one is in qualitative. The quantitative definition of risk 

comes from Boehm (1989): 

 

where RE refers to risk exposure, Prob(UO) is the probability of an unsatisfactory outcome, and Loss(UO) is the 

loss to the parties affected if the outcome is unsatisfactory. The software development projects involve several 

classes of participants (customer, developer, user and maintainer). Each of them has specific satisfaction criteria. 

This Risk Impact is very important in our research management. 

2. Software Risk Management 

There are many risks involved in creating high quality software on time and within budget.  However, in order for it 

to be worthwhile to take these risks, they must be compensated for by a perceived reward.  The greater the risk, the 

greater the reward must be to make it worthwhile to take the chance.  In software development, the possibility of 

reward is high, but so is the potential for disaster.  The need for software risk management is illustrated in Gilb’s 

risk principle.  “If you don’t actively attack the risks, they will actively attack you" [Gilb-88].  In order to 

successfully manage a software project and reap our rewards, we must learn to identify, analyze, and control these 

risks.  This paper focuses on the basic concepts, processes, and techniques of software risk management. 

2.1 Type of Risks. 

There are basically many type of risk which can lead to the disturbance of the project. This risk may lead to the 

failure of the project. So these are the various type of the risk which we have to avoid during our project 

management. 

A software project may encounter various types of risks: 

 • Technical risks include problems with languages, project size, project functionality, platforms, methods, 

standards, or processes.  These risks may result from excessive constraints, lack of experience, poorly defined 

parameters, or dependencies on organizations outside the direct control of the project team.  

• Management risks include lack of planning, lack of management experience and training, communications 

problems, organizational issues, lack of authority, and control problems.  

• Financial risks include cash flow, capital and budgetary issues, and return on investment constraints.  

• Contractual and legal risks include changing requirements, market-driven schedules, health & safety issues, 

government regulation, and product warranty issues.  

• Personnel risks include staffing lags, experience and training problems, ethical and moral issues, staff conflicts, 

and productivity issues.   

• Other resource risks include unavailability or late delivery of equipment & supplies, inadequate tools, inadequate 

facilities, distributed locations, unavailability of computer resources, and slow response times. 

3.  Risk Identifications 

There are various method by which we can identify the risk. Some of those risk identification methods are :- 

Voluntary Reporting: Another risk identification technique is voluntary reporting, where any individual who 

identifies a risk is encouraged and rewarded for bringing that risk to management’s attention.  This requires the 
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complete elimination of the “shoot the messenger” syndrome.  It avoids the temptation to assign risk reduction 

actions to the person who identified the risk.  Risks can also be identified through required reporting mechanisms 

such as status reports or project reviews.  

  Decomposition: As the product is being decomposed during the requirements and design phases, another 

opportunity exists for risk identifications.  Every TBD ("To Be Done/Determined") is a potential risk. As Old states, 

“The most important thing about planning is writing down what you don’t know , because what you don’t know is 

what you must find out”.Decomposition in the form of work breakdown structures during project planning can also 

help identify areas of uncertainty that may need to be recorded as risks. 

 Assumption Analysis: Process and product assumptions must be analysed.  For example, we might assume the 

hardware would be available by the system test date or three additional experienced C++ programmers will be hired 

by the time coding starts.  If these assumptions prove to be false, we could have major problems.    

Critical Path Analysis: As we perform critical path analysis for our project plan, we must remain on the alert to 

identify risks.  Any possibility of schedule slippage on the critical path must be considered a risk because it directly 

impacts our ability to meet schedule.  

Risk Taxonomies: Risk taxonomies are lists of problems that have occurred on other projects and can be used as 

checklists to help ensure all potential risks have been considered. 

4. Software Risk Management. 

The study suggests that risk management, like project management, is more than a processor methodology; it is also 

a real-time threat management capability that is developed within an organization, through learning, practice, and 

other mechanisms, over a long period of time. Risk management is not just about identifying and assessing risks, 

and putting in place mitigation and contingency strategies. It is also about being able to respond quickly and 

effectively to realize threats as they arise. These threats may or may not have been foreseen but they have the 

potential to significantly impact the project and its outcomes. This was graphically illustrated by one agency that 

was exposed to an extreme risk of security invasion through a website. The agency thoroughly planned and prepared 

for the threat, taking every reasonable mitigation action, including predefining contingency plans and responses in 

the event that a breach occurred. A security breach did occur, but in an unexpected way. To the informed observer 

(and the management hierarchy of the agency), this looked like a failure of risk management .However, this is an 

unreasonable conclusion because it is highly unlikely that every possible threat could have been foreseen and 

catered for. In this case, the breach was sealed off within minutes of it being identified, with no damage to the 

system 

.  
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5. Model for software risk management 

There are basically three models for software risk management. This approach is for software performance 

improvement. For a good risk management we have to move our software from this three stages. 

1.Initialing Stage 

In this the stakeholders assess the problem situation which is based on the concerns like user’s negative attitude, 

enrolment of various new technologies, lack of team understanding and skills and so on. We should not forget that 

the goal of the risk management is the success of the software development. After evaluating the problem situation, 

project manager and other stakeholders need to select a risk approach based on existing risk documents. If 

organization use risk-action list more often and have extensive documents, they can consider to utilize the previous 

method. This doesn’t mean that they have to follow the previous risk management approach. They can explore new 

approach based on the context and the project characteristics. 

2.Iterating stage 

In this stage, it is a continuous process including a repeating set of activities. The first iteration is to develop a risk 

framework. For instance, you select risk list approach. You need to identify the risk items in it, and also think about 

how to avoid, mitigate or transfer this risk items. The second iteration is to design the risk process.  This iteration 

can include reformulating risk items and introducing a first step in which the software development team should 

interpret the risk model in their particular context. The third iteration is to apply the risk approach based on the first 

two iterations and the lessons learned from first two iterations. The iteration step in this stage is to evaluate 

experience and then the risk approach was used again without any changes. The core of iterating stage is 

communication between stakeholders. Through the communication, software development team and project 

managers can get feedbacks from internal and external, in turn can improve and refine risk management approach. 

3.Closing stage 

Two situations can exit software risk management cycle. One is that software development project is finished. The 

other one is that software development project is stopped in the middle way. Both two situations can provide 

valuable experience to software risk management since organizational learning is a dual loop.  In this stage, we need 

to update the risk management documents either from successful experience or failed experience which can help 

organization better manage software risk management in the future. 

6. Risk Handling 

Take all the risk as a input and plan to develop for the risk chosen for action. The figure illustrates the specific 

questions that can be asked to help focus on the type of planning required.  We will use the following two risks to 

illustrate the types of actions that might be taken using each risk handling technique:  

• The subcontractor may not deliver the software at the required reliability level and as a result the reliability of the 

total system may not meet performance specifications.  

 • The interface with the new control device is not defined and as a result its driver may take more time to 

implement then scheduled.  
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7. Tracking the Risks. 

Results and impacts of the risk reduction implementation must be tracked.  The tracking step involves gathering 

data, compiling that data into information, and then reporting and analyzing that information.  This includes 

measuring known risks and monitoring triggers, as well as measuring the impacts of risk reduction activities.  

 The results of the tracking can be:  

• Identification of new risks that need to be added to the risk list. 

 • Validation of known risk resolutions so risks can be removed from the risk list because they are no longer a threat 

to project success.  

• Information that dictates additional planning requirements  

• Implementation of contingency plan many of the software metrics typically used to manage software projects can 

also be used to track risks.  

 For example, Gantt charts, earned value measures, and budget and resource metrics can help identify and track risks 

involving variances between plans and actual performance.  Requirements churn, defect identification rates, and 

defect backlogs can be used to track rework risks, risks to the quality of the delivered product, and even schedule 

risks. 

 

8. Conclusion 

As we all know that with the increase of technology, the complexity and the demand of better and faster software 

increase day by day. And to make a software faster and best, we have to do a risk management, because no software 

containing some risks can be best and nor it can run properly. When teams don't manage risk, they leave projects 

vulnerable to factors that can cause major rework, major cost or schedule over-runs, or complete project failure.  So 

by using a Software Risk Management Program every software manager or a team leader and lead their team in a 

better way so that the chances of the software risk will be least and the team can develop a better software. It can 

also help in the cost reduction and in the use of less resources.  Risk management is an ongoing process that is 

implemented as part of the initial project planning activities and utilized throughout all of the phases of the software 

development lifecycle.  Risk management requires a fear-free environment where risks can be identified and 
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discussed openly.  Based on a positive, proactive approach, risk management can greatly reduce or even eliminate 

the need for crisis management within our software projects. 

The proposed approach attempt to assessment of software risk with qualitative analysis based on their priority and 

severity. To achieve this approach we are trying to create an application threw developer can manage various 

software risk associated with the software projects. 
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