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Abstract: 

 
Username & Passwords are one of the most common causes of system break-ins, because the low entropy of passwords 

makes systems vulnerable to brute force guessing attacks (dictionary attacks). In today’s generation everyone used to  tie 

up with  digital world and to secure their account details and security concerns the companies have been  provided 

authentication and authorization to ensure security in efficient manner. One of the survey realized that 97% of common 

people are used to think like cloud is the best place to store their data, 64% business entrepreneurs are used to believe 

that cloud is the best way to store the data. But 100% of people they thinking about security. To address this problem, 

preserving the privacy of intermediate datasets becomes a challenging problem because adversaries may recover privacy-

sensitive information by analyzing multiple intermediate datasets. Encrypting ALL datasets in cloud is widely adopted in 

existing approaches to address this challenge. But we argue that encrypting all intermediate datasets are neither efficient 

nor cost-effective because it is very time consuming and costly for data-intensive applications to en/decrypt datasets 

frequently while performing any operation on them. In this paper, we propose a novel upper-bound privacy leakage 

constraint based approach to identify which intermediate datasets need to be encrypted and which do not, so that privacy-

preserving cost can be saved while the privacy requirements of data holders can still be satisfied. Evaluation results 

demonstrate that the privacy-preserving cost of intermediate datasets can be significantly reduced with our approach over 

existing ones where all datasets are encrypted 

 

Index Terms—Cloud Computing, Data sharing & Security,  

 

1 Introduction 

 
Cloud computing has generated significant interest in both academia and industry, but it’s still an evolving paradigm.  

Essentially, it aims to consolidate the economic utility model  with  the  evolutionary  development  of  many existing  

approaches  and  computing  technologies, including  distributed  services,  applications,  and  in- formation 

infrastructures consisting of pools of computers,  networks,  and  storage  resources.  Confusion exists  in  IT  

communities  about  how  a  cloud  differs from  existing  models  and  how  these  differences  af- fect its adoption. 

Some see a cloud as a novel technical revolution, while others consider it a natural evolution of technology, economy, 

and culture. 

 

Nevertheless,  cloud  computing  is  an  important paradigm,  with  the  potential  to  significantly  reduce costs  

through  optimization  and  increased  operat- ing and economic efficiencies. 

Cloud Computing refers to both the applications delivered as ser- vices over the Internet and the hardware and systems 

software in the data centres that provide those services. The services them- selves have long been referred to as 

Software as a Service (SaaS). The data centre hardware and software is what we will call a Cloud. When a Cloud is 
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made available in a pay-as-you-go man- ner to the general public, we call it a Public Cloud; the service being sold is 

Utility Computing. We use the term Private Cloud to refer to internal data centres of a business or other organization, 

not made available to the general public. Thus, Cloud Computing is the sum of SaaS and Utility Computing, but does 

not include Private Clouds. People can be users or providers of SaaS, or users or providers of Utility Computing. We 

focus on SaaS Providers (Cloud Users) and Cloud Providers, which have received less attention than SaaS Users. 

Figure 1 makes provider-user relation- ships clear. 

 

 

 
 

Figure 1:  Users and Providers of Cloud Computing. 

 

We focus on Cloud Computing effects on Cloud Providers and SaaS Providers/Cloud users.  The top level can be 

recursive, in that SaaS providers can also be a SaaS users via mishaps. 

. 

2. Related Work 

 
Homomorphic encryption schemes that are not semantically secure, like basic RSA, may also have stronger attacks on their 

onewayness. Boneh and Lipton proved that any algebraic privacy homomorphism over a ring Zn can be broken in sub-

exponential time under a (reasonable) num- ber theoretic assumption, if the scheme is deterministic or otherwise offers an 

equality oracle.  

Semantically secure schemes that allow both addition and multiplication include Boneh-Goh-Nissim (quadratic for- mulas) and 

“Polly Cracker” by Fellows and Koblitz (arbitrary circuits but with exponential cipher text- size blow-up). Sanders, Young and 

Yung  (SYY) use circuit-private additively homomorphic encryption to construct a circuit-private scheme that can handle NC1 

circuits. Ishai and Paskin do this for branching programs, which covers NC1 circuits (by Barrington and cipher texts in their 

scheme are much shorter – proportional to the length of the branching program rather than its size, though the computation is 

proportional to the size.   

 

3. Existing and Limitations 

 
Currently, encryption is exploited by most existing re- search  to  ensure  the  data  privacy  in  cloud  Although encryption 

works well for data privacy in these approaches,  it  is  necessary  to  encrypt  and  decrypt  data- sets frequently in many 

applications. Encryption is usual- ly  integrated  with  other  methods  to  achieve  cost  reduction, high data usability and 

privacy protection. Roy et al. investigated  the  data  privacy  problem  caused  by MapReduce and presented a system named 

Airavat which incorporates  mandatory  access  control  with  differential privacy.  Puttaswamy  et  al.  described  a  set  of  

tools called Silverline that identifies all functionally encryptable data and then encrypts them to protect privacy. Zhang et 

alproposed  a  system  named  Sedic  which  partitions MapReduce computing jobs in terms of the security labels of  data  they  

work  on  and  then  assigns  the  computation without sensitive data to a public cloud. The sensitivity of data  is  required  to  

be  labelled  in  advance  to  make  the above  approaches  available.  Ciriani et al.  proposed an approach that combines 
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encryption and data fragmentation  to  achieve  privacy  protection  for  distributed  data storage with encrypting only part of 

datasets. We follow this  line,  but  integrate  data  anonymization  and  encryption together to fulfil cost-effective privacy 

preserving. 

 

Limitations: 

 

1). Encrypting ALL datasets in cloud is widely adopted which causes towards cost effective. 

 

2). preserving the privacy of intermediate datasets becomes a challenging problem because adversaries may recover 

privacy-sensitive information by analyzing multiple intermediate datasets. 

 

a straightforward and effective approach, is widely adopted in current research . However, processing on encrypted 

datasets efficiently is quite a challenging task, because most existing applications only run on unencrypted datasets. 

 

4. Proposed System and Advantages: 

 
Here we are proposing a very new challenging task where we can accomplish the drawbacks of existing system In this paper, 

we propose a novel approach to identify which intermediate datasets need to be encrypted while others do not, in order to 

satisfy privacy requirements given by data holders. A tree structure is modelled from generation relationships of intermediate 

datasets to analyze privacy propagation of datasets. As quantifying joint privacy leakage of multiple datasets efficiently is 

challenging, we exploit an upper-bound constraint to confine privacy disclosure. Based on such a constraint, we model the 

problem of saving privacy-preserving cost as a con-strained optimization problem. This problem is then divided into a series of 

sub-problems by decomposing privacy leakage constraints. Finally, we design a practical heuristic algorithm accordingly to 

identify the datasets that need to be encrypted. Experimental results on real-world and extensive datasets demonstrate that 

privacy-preserving cost of intermediate datasets can be significantly reduced with our approach over existing ones where all 

datasets are encrypted. 

 

 

4.1 Modules Description: 

 

Modules are nothing but devising entire task into some blocks and developing each and every block individually, then 

finally integrating them as together. Here it is been divided into mainly 4 modules those are as follows. 

 

4.1.1  

   Data Storage Privacy Module. 

4.1.2  

   Privacy Preserving Module. 

4.1.3  

   Intermediate Dataset Module.       

4.1.4        Privacy UpperBound Module 

 

4.1.1 Data Storage Privacy Module. 

The privacy concerns caused by retaining intermediate datasets in cloud are important but they are paid little attention. A 

motivating scenario is illustrated where an on-line health service provider, e.g., Microsoft Health Vault has moved data storage 

into cloud for economical benefits. Original datasets are encrypted for confidentiality. Data users like governments or research 

centres access or process part of original datasets after anonymization. Intermediate datasets generated during data access or 

process are retained for data reuse and cost saving. We proposed an approach that combines encryption and data fragmentation 

to achieve privacy protection for distributed data storage with encrypting only part of datasets. 
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4.1.2.Privacy Preserving Module. 

Privacy-preserving techniques like generalization can with-stand most privacy attacks on one single dataset, while 

preserving privacy for multiple datasets is still a challeng- ing problem. Thus, for preserving privacy of multiple 

datasets, it is promising to anonymize all datasets first and then encrypt them before storing or sharing them in cloud. 

Privacy-preserving cost of intermediate datasets stems from frequent en/decryption with charged cloud services. 

4.1.3.Intermediate Dataset Module.       

An intermediate dataset is assumed to have been ano-nymized to satisfy certain privacy requirements. However, 

putting multiple datasets together may still invoke a high risk of revealing privacy-sensitive information, resulting in 

violating the privacy requirements. Data provenance is employed to manage intermediate datasets in our research. 

Provenance is com-monly defined as the origin, source or history of deriva-tion of some objects and data, which can 

be reckoned as the information upon how data was generated. Re-producibility of data provenance can help to 

regenerate a dataset from its nearest existing predecessor datasets rather than from scratch. 

4.1.4.Privacy UpperBound Module 

Privacy quantification of a single data-set is stated. We point out the challenge of privacy quantification of multiple 

datasets and then derive a privacy leakage upper-bound constraint correspondingly. We propose an upper-bound 

constraint based approach to select the necessary subset of intermediate datasets that needs to be encrypted for 

minimizing privacy-preserving cost.  The privacy leakage upper-bound constraint is decomposed layer by layer. 

 

Process Flow 
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5. Conclusion 

We predict Cloud Computing will grow, so developers should take it into account. Regardless whether a cloud 

provider sells services at a low level of abstraction like EC2 or a higher level like AppEngine, we believe that 

computing, storage and net- working must all focus on horizontal scalability of virtualized resources rather than on 

single node performance. A  tree  structure  has  been  modeled from the generation relationships of intermediate 

datasets to analyze privacy propagation among datasets. We have modeled the problem of saving privacy-preserving 

cost as a constrained optimization problem which is addressed by decomposing the privacy leakage  constraints.  A 

practical heuristic algorithm has been designed accordingly 

 

6. Future Work 

Privacy pre- serving  for  intermediate  datasets  is  one  of  important  yet challenging research issues, and needs 

intensive investigation. With the contributions of this paper, we are planning to further investigate privacy-aware 

efficient scheduling of intermediate datasets in cloud by taking privacy preserving as a metric together with other 

metrics such as storage and computation.  Optimized balanced scheduling  strategies are expected to be developed 

towards overall highly efficient privacy aware dataset scheduling. 

. 
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