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Abstract --  A computer simulation is a simulation, run on a single computer, or a network of computers, to 

reproduce the behavior of a system. Computer graphics are the main branch in which simulation test bed is 

studied and produced. The simulation uses an abstract model (a computer graphic model, or a computational 

model) to simulate the system. Computer simulations have become a utilitarian piece of mathematical 

modeling of many natural systems in physics (computational physics), astrophysics, chemistry and biology, 

human systems in economics, psychology, social science, and engineering. Simulation provides the user with a 

graphic which seems like real and this subject is under the limelight among various gaming companies. 

Simulation of a system is represented as the running of the system's model. It can be used to explore and gain 

new insights into new technology and to estimate the performance of systems too complex for analytical 

solutions. 

 

 Cyber security analysis tools are necessary to evaluate the security, reliability, and resilience of networked 

information systems against cyber attack. It is common practice in modern cyber security analysis to separately 

utilize real systems of Computers, routers, switches, firewalls, computer emulations (e.g., Virtual machines) and 

simulation models to analyze the interplay between cyber threats and safeguards. In contrast,  Laboratories have 

developed novel methods to combine these evaluation platforms into a hybrid testbed that combines real, 

emulated, and simulated components. The combination of realism, emulated, and simulated components enables 

the analysis of 

Security features and components of a networked information system. 

 

When performing cyber security analysis on a system of interest, it is critical to realistically represent the 

subject security components in high fidelity. In some experiments, the security component may Be the actual 

hardware and software with all the surrounding components represented in the simulation or with surrogate 

devices. Laboratories have developed a cyber tested that combines modeling and simulation capabilities with 

virtual machines and real devices to represent, in varying fidelity, secure Networked information system 

architectures and devices. Using this capability, secure networked information system architectures can be 

represented in our tested on a single, unified computing Platform. This provides an “experiment-in-a-box” 

capability. The result is rapidly-produced, large-scale, relatively low-cost, multifidelity representations of 

networked information systems. These representations enable analysts to quickly investigate cyber threats and 

test protection approaches and configurations.  
 

I. Introduction:  

Many systems used by organizations to support security, safety, and law enforcement depend on secure 

communication networks. Sophisticated applications used by authorities to effectively conduct their operation 

are becoming more reliant on networked information systems. Likewise, many business organizations also 

depend on networked information systems to conduct their operations, which, in cases, carry valuable 
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proprietary information. Given the high value of the information carried by these information systems they are 

often targeted for attack. To protect these information systems from cyber-attack, the latest and most advanced 

security methods are used. Also important to securing these information systems are analysis methods and tools 

that measure the effectiveness of selected security approaches. Thus, tools are necessary for organizations to 

analyze their information systems’ security, reliability, and resilience against cyber-attack. 

 

The most widely-used security analysis technique used by computer information system (CIS) specialists is 

based on evaluation of hardware destined for placement in the information system. Here, specialists build and 

configure CISs from physical equipment that they have purchased.  

 

The CIS is instrumented using network diagnostic equipment and connecting computers to the networks to 

generate appropriate traffic. While very accurate, this approach is problematic for two reasons. First, the 

equipment can be very expensive to acquire, configure, instrument, and maintain. Second, instrumentation and 

experimentation can be extremely challenging. It is difficult to correlate traffic events that move across the CIS 

and, as a result, difficult to roll up studies and generate system-level information. 

 

CIS specialists also use simulation extensively. There are numerous simulation tools in existence for studying 

CIS issues. Today’s simulation tools have extensive capabilities and high accuracy. The simulation tools have 

extensive probing capabilities that make it possible to correlate events and generate system-level information. 

Simulation tools have been used primarily to analyze data capacity performance and help CIS users accomplish 

expansion studies. Currently, few simulation tools have the necessary network device fidelity that would enable 

specialists to effectively evaluate various security implementations and analyze threats and vulnerabilities at 

scale. Most simulation tools accurately represent the data link and network transport layers, but do not 

sufficiently model application programs. 

 

To overcome the problems with security analysis using either an exclusive hardware CIS testbed or a simulation 

of a CIS, Sandia National Labs has developed a cyber security analysis capability using physical hardware, 

emulated machines, and simulation. Throughout this report the terms simulated nodes, emulated nodes, and real 

nodes are used. In this report, simulated refers to the nodes represented through simulation tools; in our case 

OPNET Modeler . Simulated nodes generally use unique and abstracted implementations of the protocols and 

software running on virtualized hardware. Emulated nodes use real software, for instance an actual Windows 

OS, but run on emulated or virtualized machines. Real nodes are the real software running on real hardware. In 

cases, we also use surrogate applications which represent the functionality of the software but not the exact 

software used in the target system 
 

 

II. Real, Emulation, And Simulation Testbed Description 

The hybrid testbed Sandia National Labs used to perform cyber security analysis experiments is comprised of 

real nodes such as a number of Cisco routers and Cisco PIX firewalls, emulated nodes using the ESX Virtual 

achine (VM) capabilities running various OS and applications, and network simulation using OPNET Modeler. 

In some cases, the emulated nodes operate with surrogate applications; meaning, if the real application was not 

available, a similar application would be operated in its place. The following sections describe the various parts 

of the hybrid testbed experiments and how they are combined to represent a CIS gateway of interest. Figure 1 

illustrates a demonstration use-case and identifies how components are represented in the experiment. 
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Figure 1: Hybrid Testbed Experiment with Real, Emulated, and Simulated Devices 

III. Simulated Network Used In Hybrid Testbed Experiment 

In many cases, having a standalone experiment network built with real devices on which to perform cyber 

security experiments is not possible due to reasons such as cost. Thus the capability to represent the network 

under study in the modelling and simulation domain is very attractive. A key aspect to our cyber security 

analysis capability is the availability of network device models. The OPNET Modeler network M&S tool meets 

this requirement. Network simulation tools such as OPNET Modeler are designed in part to allow analyst, 

engineers and researchers to understand how network algorithms perform under various traffic loads and device 

configurations. Analysts can implement and deploy these algorithms on networks of simulated devices, trace 

messages that the devices send between one another, and collect statistics on the resultant traffic including 

packet delays. Only recently has network M&S been identified as a tool to be used in cyber security analysis. A 

key advancement that enabled using network M&S tools in cyber security analysis has been the capability to 

interface real network data traffic with simulated data traffic. The means of interfacing real network traffic with 

simulation traffic recently became available with OPNET’s system-in-the-loop (SITL) capability. SITL uses the 

Winpcap library for Microsoft Windows machines and the libpcap library for UNIX-like machines to pass 

traffic packets from real or emulated nodes to or from simulated network devices. 

 

The limitations of using M&S for cyber security analysis must be recognized. When using network M&S in a 

hybrid testbed to perform cyber security analysis it must be understood that the modeled network components 

represent the behavior of real network devices in their configurations and capability to transport network traffic 

but accomplish this through different implementations of the network protocols. Device operating system (OS) 

and application vulnerabilities are not modelled with OPNET Modeler network modeling tools. Typically, 

vulnerabilities are implementation specific and vary with each version upgrade or patch installation. As a result, 

it is difficult to get accurate system-wide predictions from the models alone. 

 

Thus, a device model’s behavior may not represent a real device’s behavior when the vulnerability is exploited 

in the real device. In the case of vulnerability analysis, this difference limits the number of vulnerabilities that 

researchers might discover through the simulation models alone. As a result, the vulnerability researchers 

traditionally turn to implementations for their analysis at the cost of limited size and diversity of the networks 

they can analyze. 

 

However, the model device can represent the real device in its configuration of security features such as filter 

rules and access control lists (ACLs). Most devices provide a variety of configuration options that users can set, 

based on their own security versus convenience tradeoffs. Because convenience is often valued more than 

security, many systems are, in practice, configured insecurely. If configurations in a real device permit or deny 

an attack, it is expected that the model with the same configuration will permit or deny the same attack vector. 
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A key part of our hybrid testbed is the capability to interface real CIS devices and subsystems to simulated CIS 

devices and subsystems. The real part of the experiment could be a workstation connecting to a logically distant 

real server over an extensive simulated network or various traffic sources and sinks communicating over a 

network comprised of real and simulated parts. Combining real and simulated devices into a single experiment 

requires the SITL interface to translate data packets or datagrams between real and simulated domains. SITL 

employs translation functions to interface packets or datagrams between the two domains. Translation functions 

are necessary for cases where a datagram is created in one domain, either simulated or real, and interpreted in 

another domain. Packets created by specific protocol functions must have standard library translation functions 

available or translation functions must be developed. OPNET SITL currently supports a limited set of protocols. 

In addition to standard SITL translation functions, Sandia National Labs have developed a Border Gateway 

Protocol (BGP) translation function and a Transport Control Protocol (TCP) translation function In cases, where 

the simulated network is transporting the data from one real device to another, the translations are limited to the 

header portion of the data packets. The payload of the data packets can remain as a block of bits. Since the 

simulation may include filter rules in modeled routers and switches and ACLs in modeled firewalls, the data 

packet headers are read, interpreted, and acted upon in the same manner as a real device with the same 

configuration. 

 

IV. Emulated Devices And Networks Used In The Hybrid Testbed Experiment 

In order to represent authentic network enterprise services, virtual machines (VMs) are utilized as surrogate 

systems functioning as hosts and servers. In the system under test, physical hardware solutions are utilized to 

provide services such as DNS, email and proxies. By utilizing VMs, several key advantages are encountered. 

First, given modern hardware, it is possible to virtualize a significant portion of the experiment, thus enabling 

numerous services and devices to be consolidated 

In a single, portable computing system, resulting in a cost efficient alternative to using proprietary hardware 

solutions. For example, similar functionality of a BlueCoat® Proxy can be reached by implementing a Squid® 

proxy. This approach provides the ability to create authentic data traffic for several dozen systems without 

having to purchase several dozens of costly hardware platforms. Tradeoffs exist, however – primarily that the 

exact behavior and performance of the actual hardware is not reached. We believe the benefits outweigh this 

limitation since this analysis approach leads itself to providing an “Experiment-in-a-box” capability; meaning 

that through virtualization an entire experiment can be contained in a single computer (albeit a powerful 

machine). In addition, virtualization Allows the developer to migrate and instantiate numerous instances of an 

experiment, which permits distributed activities such as training and testing/evaluation. Programmatic 

duplication of the virtual infrastructure enables the environment to be easily duplicated numerous times. It can 

be challenging for an analyst to build an entire infrastructure to test a particular component. Using virtualization 

the analyst can create experiments of the entire dataflow of the system. Virtualization is also used to emulate 

Cisco routers in the hybrid testbed. The emulated Cisco router is based on Dynamips software (available both 

for Windows and Linux) that enables the use of real Cisco IOS to emulate actual routers. The functionality of 

the implemented Dynamips router depends on the Cisco IOS image used. Dynamips has undergone several 

upgrades that enables it to support most of the functions of a Cisco router and currently emulates the 7200, 

3700, 3600, and 2600 series of Cisco routers. The emulated routers, in comparison to the real Cisco router 

hardware, have a much lower packet forwarding rate. Nevertheless, for the sake of demonstration and many 

experiments, this shortcoming becomes irrelevant as the need to prove reachability can be easily configured and 

examined at low cost. Another advantage of using Dynamips, aside from emulating Cisco routers, is the 

possibility of manually assigning MAC address for security studies involving MAC and IP spoofing. 

Combining virtualization with simulation through system-in-theloop enables analyst to create experiments with 

varying fidelity. 

The approach provides for placing fidelity, with hardware for example, in only the components or areas of 

interest without having to incur the cost of exactly duplicating the entire system. 

 

 

V. Security Assessment Demonstration Experiment - Setup 

This research activity included identifying and assessing a secure network gateway, essentially an interface 

between trusted and untrusted networks, which provides security for a large installation. The IT architecture, a 

system of security gateways, are tasked to provide reliable and fault tolerant access to critical IT services in the 

event of single or multiple failures, including those resulting from cyber-attacks. The gateway consists of 
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network elements as well as Domain Name System (DNS) servers, Proxy servers, email relays, and an array of 

systems and services used to provide a complete and standalone IT capability. 

 

The research team initially reviewed requirements documents of the security gateways to be assessed. This 

provided the research team with an understanding of the gateway’s intended operation and the experiments to be 

performed. Additionally, the documents are a resource for the research team to create an experiment of real, 

emulated, and simulated devices. 

Experiments that assessed implementations of certain functions and devices are represented in the highest 

fidelity with real or emulated devices. Examples of real systems are actual operating systems implemented on 

VMs. Other components are represented as surrogates or simulated. 

In the demonstration system, the gateway’s network devices are represented in simulation. The simulated 

gateway network is comprised of OPNET Modeler high-fidelity models. Highfidelity models have similar 

behavior as the real devices they represent. The models have their own implementation of the same protocols 

and include similar configuration parameters as the real devices. In many cases, including the demonstration 

system, the configuration parameters were extensive for each device. In general, the level of detail necessary to 

accurately create a model of a gateway device is the same level of detail required to build and configure a real 

gateway device. Thus, the optimal way to create models of the real devices is via direct import of actual 

configuration files. This is especially true in cases where there is extensive use of access control lists (ACLs) 

such as with firewalls. The gateway used in our demonstration assessment is comprised of Cisco devices with 

extensive configuration files. 

 

Creation of the gateway network model was facilitated by use of the OPNET Modeler eXpress Data Import 

(XDI) tool [8]. XDI will translate a group of Cisco configuration fil model of the network including device 

mode However, in our experience, XDI is able on estimate of the final model because either connectivity 

information is not available or functionality may not be available in a model. cannot be done blindly because 

there are case device implementation may not be available in t be modeled in a different way. In our use-case,  

files did not completely specify the gateway fu gateway functionality intent is determined thro such as 

requirements spectifications. An astute examine each resulting model for accuracy an. This same astute 

developer must also be capabl the real device configuration objective and be objective is also configured in the 

model. In som mechanisms used in a real device must be repress in the model to result in similar behavior. 

Howe XDI generated model is an incredible time sav majority of the tedious, mistake-prone human done 

automatically. The astute network enginee all cases, start with an XDI import and then ma the network model. 

 

Our initial target was to create a model represent the gateway as possible. In other words, if a model was 

available in OPNET Modeler, it would experiment. All of the network devices, switches, and firewall, had 

models available represented in simulation as shown in Figure models of hosts are included on each network 

debugging purposes. The gateway services, such proxies, and mail servers are represented applications installed 

on VMs built with les into an initial el configuration. nly to create an Layer-2 switch specific device The XDI 

import es where the real the model or may the configuration functionality. 

 

 

VI. Conclusion And Further Study 

In this research we have developed an important and capable cyber security analysis and experiment 

environment (i.e., testbed) to help perform analysis of communication networks and networked information 

systems. Our developments resulted in a hybrid cyber analysis testbed comprised of simulated, emulated, and 

real components that leverages existing capabilities where possible. The hybrid testbed enables higher fidelity 

representations of key computing applications or network devices while still leveraging the scalability and cost 

advantages of simulation tools. The result is rapidly produced, large, yet relatively low-cost, multi-fidelity 

representations of networked information systems that enable analysts to quickly investigate threats, and to test 

different protection approaches and configurations. 

 

In our research, we identified a secure information system usecase that is comprised of LAN and WAN 

networks including routers, switches, and firewalls. Security mechanisms such as VPN tunnels, extensive access 

control lists (ACLs), network address translation (NAT), and extensive utilization of virtual LAN (VLAN) 

separation. Network device configuration files obtained from the use-case system are used to create a 

highfidelity model of the network that passes network traffic and performs like the real network. The use-case 

includes real computer systems. 
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