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Abstract 

 
Distributed system are gradually gaining more widespread use in day to day life and supports high level efficiency 

as compared to the centralized system where the authority of the operating system lies only in a single system. 

Whereas this authority is equally shared in the distributed systems. This paper we have covered some general issues 

regarding the distributed systems functionality that are central to the design of distributed operating  systems: 

communications primitives, naming and protection, resource management, fault tolerance, and system services.  

 

1. INTRODUCTION  
 
An operating system should control resource allocation and provide the user with a virtual computer that serves as a 

convenient environment. In the case of local computer networks, the construction of an operating system fufilling 

the requirements of the definition given above implies design and implementation problems not known in the area of 

operating systems for centralized computer systems. The partial answer of this question could be found on the basis  

of an informal definition of a distributed operating system as being an extension of the definition given above. A 

distributed operating system should control network resource allocation to allow their use in the most effective way, 

provide the user with a convenient virtual computer that serves as a high-level programming environment and hide 

the distribution of the resources.  
 

2. COMMUNICATION PRIMITIVES  
 
The computers forming a distributed system normally do not share primary memory, so communication via shared 

memory techniques such as semaphores are generally not applicable. Instead, message passing in one form or 

another is used. One widely discussed framework for message-passing systems is the ISO OSI reference model, 

which has seven layers, each performing a well-defined function [Zimmerman 1980]. The seven layers are: physical 

layer, data-link layer, network layer, transport layer, session layer, presentation layer, and application layer. Using 

this model it is possible to connect computers with widely different operating systems, character codes, and ways of 

viewing the world. Unfortunately, the overhead created by all these layers is very substantial. Nearly all the 

experimental distributed systems discussed in the literature so far have opted for a radically different, and much 

simpler model, so we will not mention the ISO model further in this paper.  

 

2.1. Message Passing  

 

The model that is favored by researchers in this area is the client-server model, in which a client process wanting 

some service (e.g., reading some data from a file) sends a message to the server and then waits for a reply message. 

In the most naked form, the system just provides two primitives: SEND and RECEIVE. The SEND primitive 

specifies the destination and provides a buffer; the RECEIVE primitive tells from whom a message is desired 

(including "anyone") and provides a buffer where the incoming message is to be stored. No initial setup is required, 

and no connection is established, hence no teardown is required.  
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Precisely what semantics these primitives ought to have has been a subject of much controversy  among researchers. 

Two of the fundamental decisions that must be made are unreliable vs. reliable and nonblocking vs. blocking 

primitives. At one extreme, SEND can put a message out onto the network and wish it good luck. No guarantee of 

delivery is provided, and no retransmissions are attempted by the system.  At the other extreme, the SEND can 

handle lost messages, retransmissions, and acknowledgements internally, so that when SEND terminates, the 

program is sure that the message has been received and acknowledged. The other choice is between nonblocking 

and blocking primitives. With nonblocking primitives, SEND returns control to the user program as soon as the 

message has been queued for subsequent transmission (or a copy made). If no copy is made, any changes the 

program makes to the data before or (heaven forbid) while it is being sent, are made at the program’s peril. When 

the message has been transmitted (or copied to a safe place for subsequent transmission), the program is interrupted 

to inform it that the buffer may be reused. The corresponding RECEIVE primitive signals a willingness to receive a  

message, and provides a buffer for it to be put into. When a message has arrived, the program is informed  by 

interrupt. The advantage of these nonblocking primitives is that they provide the maximum flexibility:  

programs can compute and perform message I/O in parallel any way they want to.  

 

Nonblocking primitives also have a disadvantage: they make programming tricky and difficult. Irreproducible, 

timing-dependent programs are painful to write and awful to debug. Consequently, many people advocate 

sacrificing some flexibility and efficiency by using blocking primitives. A blocking SEND does not return control to 

the user until the message has been sent (unreliable blocking primitive) or until the message has been sent and an 

acknowledgement received (reliable blocking primitive). Either way, the program may immediately modify the 

buffer without danger.  

 

Another design decision that is closely related to the ones above is whether or not to buffer messages. The simplest 

strategy is not to buffer. When a sender has a message for a receiver that has not (yet) executed a RECEIVE 

primitive, the sender is blocked until a RECEIVE has been done, at which time the message is copied from sender to 

receiver. This strategy is sometimes referred to as a rendezvous, and it provides for simple flow control. A more 

structured form of communication is achieved by distinguishing requests from replies. With this approach, one 

typically has three primitives: REQREP, GETREQUEST, and SENDREPLY. REQREP is used by clients to send 

requests and get replies. It combines a SEND to a server combined with a RECEIVE to get the server’s reply. 

GETREQUEST is done by servers to acquire messages containing work for them to do. When a server has carried 

the work out, it sends a reply with SENDREPLY.  

By thus restricting the message traffic, and by using reliable, blocking primitives, one can create some order in the 

chaos.  

 

2.2. Remote Procedure Call  

 

The next step forward in message-passing systems is the realization that the model of "client sends request and 

blocks until server sends reply" looks very similar to a traditional procedure call from the client to the server. This 

model has become known in the literature as remote procedure call and has been widely discussed [Birrell and 

Nelson 1984]. The idea is to make the semantics of intermachine communication as similar as possible to normal 

procedure calls because the latter is familiar, well understood, and has proved its worth over the years as a tool for 

dealing with abstraction. It can be viewed as a refinement of the reliable, blocking REQREP, GETREQUEST, 

SENDREP primitives, with a more user-friendly syntax.  

A nice way of organizing remote procedure call goes something like this. The client (calling program) makes a 

normal procedure call, say, p(x, y) on its machine, with the intention of invoking the remote procedure p on some 

other machine. A dummy or stub procedure p must be included in the caller’s address space, or at least be 

dynamically linked to it upon call. This procedure, which may well be automatically generated by the compiler, 

collects the parameters and packs them into a message in a standard format. It then sends the message to the remote 

machine using REQREP, and blocks waiting for an answer.  

 

At the remote machine, another stub procedure should be waiting for a message using GETREQUEST. When a 

message comes in, the parameters are unpacked by an input handling procedure, which then makes the local call p(x, 

y). The remote procedure p is thus in fact called locally, so its normal assumptions about where to find parameters, 

the state of the stack, etc., are identical to the case of a purely local call. The only procedures that know that the call 

is remote are the stubs, which build and send the message on the client side and disassemble and make the call on 

the server side. The result of the procedure call follows an analogous path in the reverse direction.  
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Although at first glance the remote procedure call model seems clean and simple, under the surface lurk several 

problems. One problem concerns parameter (and result) passing. In most programming languages, parameters can be 

passed by value or by reference. Passing value parameters over the network is easy; the stub just copies them into 

the message and off it goes. Passing reference parameters (pointers) over the network is not so easy. One needs a 

unique, system-wide pointer for each object so that it can be remotely accessed. For large objects, such as files, one 

can envision some kind of capability mechanism [Dennis and Van Horn 1966] being set up, with capabilities being 

used as pointers. For small objects, such as integers and booleans, the amount of overhead and mechanism needed to 

create a capability and send it in a protected way is so large that it is highly undesirable. Another problem that must 

be dealt with is how to represent parameters and results in messages. This representation is greatly complicated 

when different types of machines are involved in a communication.  

 

A floating-point number produced on one machine is unlikely to have the same value on a different machine, and 

even a negative integer will give problems between 1’s and 2’s complement machines.  

 

 

3. NAMING AND PROTECTION  

 
All operating systems support objects such as files, directories, segments, mailboxes, processes, services, servers, 

nodes, and I/O devices that need to be named in order to use them. When a process wants to access some object, it 

must present some kind of name to the operating system to describe which object it wants to access. In some 

instances these names are ASCII strings designed for human use, in others they are binary numbers used only 

internally. In all cases they have to be managed and protected from misuse.  

 

3.1. Naming as Mapping  

 

Naming can best be seen as a problem of mapping between two domains. For example, the directory system in 

UNIX provides a mapping between ASCII path names and i-node numbers. When an OPEN system call is made, the 

kernel converts the name of the file to be opened into its i-node number. Internal to the kernel, files are nearly 

always referred to by i-node number, not ASCII string. Just about all operating systems have something similar. 

Another example of naming is the mapping of virtual addresses onto physical addresses in a virtual memory system. 

The paging hardware takes a virtual address as input, and yields a physical address as output for use by the real 

memory.  

 

In some cases naming implies only a single level of mapping, but in other cases it can imply multiple levels. For 

example, to use some service, a process might first have to map the service name onto the name of a server process 

that is prepared to offer the service. As a second step, the server would then be mapped onto the number of the CPU 

on which it that process is running. The mapping need not always be unique, for example, if there are multiple 

processes prepared to offer the same service.  

 

3.2. Name Servers  

 

In centralized systems, the problem of naming can be effectively handled in a straightforward way. The system 

maintains a table or data base providing the necessary name-to-object mappings. The most straightforward 

generalization of this approach to distributed systems is the single name server model. This model entails having a 

server that accepts names in one domain and maps them onto names in another domain.  

 

4. RESOURCE MANAGEMENT  
 
Resource management in a distributed system differs from that in a centralized system in a fundamental way. 

Centralized systems always have tables that give complete and up-to-date status information about all the resources 

being managed; distributed systems do not. The problem of managing resources without having accurate global state 

information is very difficult. Relatively little work has been done in this area. In the following sections we will look 

at some work that has been done on distributed process management and scheduling.  
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4.1. Process Management  
 
One of the key resources to be managed in a distributed system is the set of available processors. If these machines 

are multiprogrammed (time-shared), with N process table slots per machine, each physical processor can be 

regarded as N virtual processors to be managed. One approach that has been proposed for keeping tabs on a 

collection of processors is to organize them in a logical hierarchy, independent of the physical structure of the 

network, as in MICROS [Wittie and van Tilborg 1980]. This approach organizes the machines like people in 

corporate, military, academic, and other real-world hierarchies. Some of the machines are workers and others are 

managers.  

 

For each group of k workers, one manager machine (the "department head") is assigned the task of keeping track of 

who is busy and who is idle. If the system is large, there will be an unwieldy number of department heads, so some 

machines will function as "deans," riding herd on k department heads. If there are many deans, they too can be 

organized hierarchically, with a "big cheese" keeping tabs on k deans. This hierarchy can be extended ad infinitum, 

with the number of levels needed growing logarithmically with the number of workers. Since each processor need 

only maintain communication with one superior and k subordinates, the information stream is manageable. An 

obvious question is "What happens when a department head, or worse yet, a big cheese, stops functioning 

(crashes)?" One answer is to promote one of the direct subordinates of the faulty manager to fill in for the boss. The 

choice of which one can either be made by the subordinates themselves, or in a more autocratic system, by the sick 

manager’s boss.  

 

To avoid having a single (vulnerable) manager at the top of the tree, One can truncate the tree at the top and have a 

committee as the ultimate authority. When a member of the ruling committee gives up the ghost, the remaining 

members promote someone one level down as replacement. While this scheme is not completely distributed, it is 

feasible, and in practice works well. In particular, the system is self-repairing, and can survive occasional crashes of 

both workers and managers without any long-term effects.  

 

5. Conclusion  
 
Thanks to a good structuring based on the object model of the centralized operating system which makes possible a 

choice of any level of abstraction to define a set of admissible operations on resources, the model could be treated as 

a basis for construction of simulation tools to carry out the performance study of distributed operating systems with 

different processes managing resources.  
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