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Abstract 

This paper discusses the issues of cyber crime and what is being done to prevent it. Cyber criminals take advantages 

of vulnerabilities by using viruses, bots, etc to cause damage and/or maybe steal information. There are ways that 

this can be minimized by being aware of what the problems are. There are many problems but common ones are 

discussed. Not can these problems be solved on an individual or organization level but also on a global level. This 

paper will look at what cyber crime is and three topics that discuss the problems with cyber crime and how to 

prevent it. 

The Lack of Attention in the Prevention of Cyber crime and How to Improve it In today’s world we use computers 

for everything; searching the internet, online shopping, accessing bank accounts, Email, and online gaming as some 

examples. Communication is faster and more reliable than in the past which has allowed more to be accomplished in 

a given day. The problem is just like anything else; vulnerability. There are individuals that hack into computers as 

well as the networks of businesses and government agencies. The problem is that sensitive data can be stolen and 

destroyed. There needs to be more focus on the security of computers and the internet. This paper will focus on the 

lack of efforts to prevent cyber crime as well as problems associated with it. 
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1. Introduction 

CYBERSECURITY..!!! 

The Internet allows users to gather, store, process, and transfer vast amounts of data, including proprietary and 

sensitive business, transactional, and personal data.Cybersecurity threats evolve as rapidly as the Internet expands, 

and the associated risks are becoming increasingly global. We should be aware of the threats and improve their 

security practices .There should be an appropriate security investments requires technical and public policyAs we 

now, That it is important to protect cybersecurity across all relevant sector. Computing devices are highly and 

increasingly interconnected, which means security Problem in a limited number of systems can be exploited to 

launch cyber attacks on other systems or we can say  poor cyber is  one on which Internet-connected computer 

negatively impacts other connected computers. 

CYBERCRIME..!! 

Cyber crime is the latest and perhaps the most complicated problem in the crime world of the country. In the context 

of national security, cyber crime may involve hacktivism or information warfare and related activities. 

We may also define it as  cyber crime is simply as criminal activity involving  illegal access, illegal interception, 

data interference , systems interference ,misuse of device, forgery and electronic fraud. The rising level of cyber 

crime is an indication of an enormous threat to national security. 

RISKS..!!! 

If there’s a transaction that involves a card with a magnetic strip and a swipe, there’s a transaction that involves a 

risk. And if there’s a computer system with software designed to allow access by multiple users (e.g vendors, or 

other providers) without security in mind, then there’s a major risk of being hacked for malicious or competitive 

purposes and Mobile devices, often containing sensitive data, are lost or stolen every day. 

With the free hacking tools and cheap electronic devices such as key loggers and RF Scanners, if you use e-mail or 

your company’s systems are connected to the Internet, you’re being scanned, probed, and attacked constantly. This 

is also for your vendors and supply chain partners, including payment processors. E-mail and the web are the two 

main attack vectors used by hackers to infiltrate corporate networks. 

 

What about cyber crisis planning/management? 

 

IT systems are vulnerable to a variety of disruptions from a variety of sources such as natural disasters, human 

error, and hacker attacks. planning refers to those interim measures needed to recover IT services following an 

emergency or system disruption. Interim measures may include the relocation of IT systems and operations to an 

alternate site, the recovery of IT functions using alternate equipment, or the performance of IT functions using 

manual methods to minimize the business impact. 

 

THE CYBER CRISIS PLANNING PROCESS COVERS THE FOLLOWING: 
 

� Identification and prioritization of critical business processes including the technology that supports them 

(servers, databases, applications) and technology owners. 
 

� Identification and agreement with respect to all responsibilities and emergency arrangements for 
business continuity planning and recovery with all affected parties throughout the organization. 

 
� Documentation of workarounds (electronic and manual) and rectification procedures and a linkage to 

any relevant reference material or documents. 
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� Appropriate education of staff in the execution of the agreed emergency procedures and 
processes. 

  
� Checklists and procedure guidelines to assist all parties to recover from a crisis or disaster.  

 
 

CYBER CRISIS MANAGEMENT PROCESS COVERS THE FOLLOWING: 
 

• Identify the Crisis at Hand – For example, is it a customer data breach, privacy breach, virus 
outbreak, targeted malicious code attack, denial of service attack, phishing attack, or third party 
data compromise?   

• Response Plan – Decide whether to protect or not including contacting the proper law enforcement 

authorities..  
• Recovery Plan – Restore affected systems to normal business operation.  
• Incident Learning – What can be learned from this incident? What can be improved so this 

type of incident does not again? 

 
 

2. Security Awareness and Training 

The human factor is the weakest link in any information security program. Communicating the importance of 

information security and promoting safe computing are key in securing a company against cyber crime. 

 
� Educate your employees and executives on the latest cyber security threats and what they can do to help 

protect critical information assets. 
 

� Do not click on links or attachments in e-mail from untrusted sources. 
  

� Do not send sensitive business files to personal email addresses. 
  

� Have suspicious activity reported to security personnel immediately. 
 

� Secure all mobile devices when traveling, and report lost or stolen items to the technical support for 
remote deactivation. 
 

 
� Educate employees about phishing attacks and how to report fraudulent activity. 
 

� Cyber crime is now serious, widespread, aggressive, growing, and increasingly sophisticated, and poses 

major implications for national and economic security. 
 

� Many industries and institutions and public- and private-sector organizations are at significant risk. 
 

� Relatively few organizations have recognized organized cyber criminal networks, rather than hackers, as 

their greatest potential cyber security threat; even fewer are prepared to address this threat. 
 

� Organizations tend to employ security-based, “wall-and-fortress” approaches to address the threat of cyber 

crime, but this is not enough to mitigate the risk. 
 

� Risk-based approaches—and approaches that focus on what is leaving the IT environment as well as on 

what is entering it—hold potentially greater value than traditional security-based, “wall-and-fortress” 

approaches. 
 

� Organizations should understand how they are viewed by cyber criminals in terms of attack vectors, 

systems of interest, and process vulnerabilities, so they can better protect themselves from attacks. 
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3. Prevention of Cybercrime 

1. Use Strong Passwords 

Use different user ID / password combinations for different accounts and avoid writing them down. Make 

the passwords more complicated by combining letters, numbers, special characters  and change them on a 

regular basis. 

2. Secure your computer 

o Activate your firewall 

Firewalls are the first line of cyber defense; they block connections to unknown or bogus sites and 

will keep out some types of viruses and hackers. 

o Use anti-virus/malware software 

Prevent viruses from infecting your computer by installing and regularly updating anti-virus 

software. 

o Block spyware attacks 

Prevent spyware from infiltrating your computer by installing and updating anti-spyware software. 

3. Secure your Mobile Devices 

Be aware that your mobile device is vulnerable to viruses and hackers.  Download applications from trusted 

sources. 

4. Protect your Data  

Use encryption for your most sensitive files such as tax returns or financial records, make regular back-ups 

of all your important data, and store it in another location. 

5. Secure your wireless network 

Wi-Fi (wireless) networks at home are vulnerable to intrusion if they are not properly secured. Review and 

modify default settings. Public Wi-Fi or  “Hot Spots”, are also vulnerable. Avoid conducting financial or 

corporate transactions on these networks. 

6. Protect your e-identity 

Be cautious when giving out personal information such as your name, address, phone number or financial 

information on the Internet. Make sure that websites are secure (e.g. when making online purchases) or that 

you’ve enabled privacy settings (e.g. when accessing/using social networking sites). 

7. Avoid being scammed 

Always think before you click on a link or file of unknown origin. Don’t feel pressured by any emails. Check 

the source of the message. When in doubt, verify the s ource. Never reply to emails that ask you to verify 

your information or confirm your user ID or password.   
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4. Conclusion 

As we  know cybersecurity is very necessary now a days, Because cybercrime is growing or we can say increase 

very easily.Every person(like business owner,licensor,) has face this problem and they must do something for this 

vulnerability.Every company should be aware or give training to their employees about the cybersecurity and 

cybercrime.insure against losses to greatest extent possible. We must do something to stop this otherwise we have to 

face problem Which cause worst case . 

 

Summary 

Data can be used and reused. The ability to reuse data to access on-line banking applications, authorize and activate 

credit cards, or access organization networks has enabled cyber criminals to create an extensive archive of data for 

ongoing illicit activities. 

 
Cyber crimes may pose the most potentially damaging threat to IT-related activities, transactions, and assets. We 

see this threat as under-recognized and under-rated among the risks that organizations face, and thus believe that 

many organizations are unprepared to detect, address, or protect themselves from these threats. 

 
A rapidly growing underground economy supports cyber crime activities. That economy includes organized crime, 

hackers for hire, disgruntled current and former employees, and other insiders and terrorists and their supporters. 

Cyber crimes include thievery, fraud, misdirection of communication, identity theft, intellectual property theft, 

corporate espionage, system sabotage, data destruction, money laundering, and terrorism, among others. 

 

We do not suggest that cyber security professionals consider a change in focus and additional duties lightly. 

However, we do suggest that organizations consider their exposures to cyber crime and their current detection, 

prevention, and mitigation capabilities. 

 


