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Abstract 

An information filtering scheme is an information organization designed in support of unstructured or else semi 

structured information. In today’s social networks filtering unwanted content is the fundamental issue. There 

have been numerous efforts done in industry as well as academia on expanding novel approaches towards 

recommender systems over the past years. Filtering was used to explain the procedure of accessing as well as 

retrieving information from distant databases, in which incoming information is the consequence of database 

searches. Hence a system is proposed to filter unwanted messages in social networks. Content-based filtering 

was extensively examined by developing machine learning methods in addition to blacklists. 
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1. INTRODUCTION: 

Social Networks are today one of the most popular interactive medium to communicate, share, and disseminate 

a considerable amount of human life information. Daily and continuous communications imply the exchange of 

several types of content, including free text, image, audio, and video data. According to Facebook statistics 1 

average user creates 90 pieces of content each month, whereas more than 30 billion pieces of content (web links, 

news stories, blog posts, notes, photo albums, etc.) are shared each month. The huge and dynamic character of 

these data creates the premise for the employment of web content mining strategies aimed to automatically 

discover useful information dormant within the data. They are instrumental to provide an active support in 

complex and sophisticated tasks involved in OSN management, such as for instance access control or 

information filtering. Information filtering has been greatly explored for what concerns textual documents. 

However, the aim of the majority of these proposals is mainly to provide users a classification mechanism to 

avoid they are overwhelmed by useless data. In OSNs, information filtering can also be used for a different, 

more sensitive, purpose. This is due to the fact that in OSNs there is the possibility of posting or commenting 

other posts on particular public/private areas, called in general walls. Information filtering can therefore be used 
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to give users the ability to automatically control the messages written on their own walls, by filtering out 

unwanted messages. Indeed, today OSNs provide very little support to prevent unwanted messages on user 

walls. For example, Facebook allows users to state who is allowed to insert messages in their walls (i.e., friends, 

friends of friends, or defined groups of friends). However, no content-based preferences are supported and 

therefore it is not possible to prevent undesired messages, such as political or vulgar ones, no matter of the user 

who posts them. Providing this service is not only a matter of using previously defined web content mining 

techniques for a different application, rather it requires to design ad hoc classification strategies. This is because 

wall messages are constituted by short text for which traditional classification methods have serious limitations 

since short texts do not provide sufficient word occurrences. Hence the aim of present work is to propose a 

system to filter unwanted messages and comments in social networks by using machine learning classification 

[1] and blacklist implementation.  

 

2. ARCHITECTURE 

 

Fig1: An overview of Filtered wall Design 

 

The path followed by message from writing to its final publication: 

 

1. User tries to post a comment or post a   message to his contacts. 

2. Then the system automatically performs machine learning classification and checks whether the message 

contains unwanted words. 

3. After performing classification, blacklist rules are applied to check whether receiver    is in his friends list or 

not. 

4. Depending on the   results of above two steps, a message can be published or sent to  the receiver. 
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3. AN OVERVIEW OF PROPOSED  SYSTEM 

The designing in support of services of online social networks is a structure of three-tier shown in fig1. Social 

Network Manager is the initial layer which endeavours to make available the basic functionalities of online 

social network. The second layer makes available the support for external applications of Social Network 

Applications. The content-based messages filtering are the core component in addition to the machine learning 

classification. Reliable with the architecture reference, the system is positioned in the second as well as third 

layers. Users interrelate with the system by a graphical user interface to set up and direct their filtering rules or 

blacklists. Blacklists can also be used to improve the process of filtering. The graphical user interfaces makes 

available users with a filtered wall, a wall where merely messages that are sanctioned according to their filtering 

rules or blacklists are available.  

3.1 TEXT CLASSIFICATION 

In this context, short text classification is performed. Then content based filtering[2] is performed to filter 

unwanted messages. Dp features[3] are heuristically assessed and also trial and error procedures are applied for 

messages.  

Then Following features are extracted: 

1. Correct words 

2. Bad words 

3. Capital words 

4. Punctuation characters 

5. Exclamation marks 

6. Question marks 

PROCESS 

• After  logging  in, user can forward or accept friend requests. 

• Now the user can send messages. Then the system perform short text classification before sending 

message. 

• If the message contains unwanted data it goes directly to admin otherwise goes to receiver successfully. 

• Also the system calculates capital words, quotations, exclamation, question marks, correct words and 

bad words from the message. 

3.2 BLACKLIST IMPLEMENTATION 

Blacklist rules allow users to state constraints on message creators. The system checks whether the receiver is 

friend or not to the user who  is sending the message. If   the receiver is   not present in Users friendlist. then the  

message will  directly  goes to the blacklist. 

PROCESS 

• When the user sends the message,  the system checks whether the receiver is present in user’s friend list 

or not. 

•  If the user’s friend list contains receiver name, then it sends the message. otherwise the message gets 

blocked and goes to blacklist directly. 
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3.3 ALGORITHM FOR PROPOSED SYSTEM 

 

Algorithm for proposed system 

• Existing User logins into the system by entering username and password. 

• After login he can forward or accept friend requests. 

• Also user can send messages or post comments. 

• Then short text classification and filtering methods are applied. 

• If the message contains unwanted data,then the message directly goes to admin. 

• If  the   message   doesn’t    contains  unwanted data, then blacklist rules are  applied.                           

• If the receiver is in users friend list, then message goes to receiver successfully else message directly goes 

to blacklist.  

• After  login  admin  will add or delete nwanted words to the database and maintain users. 

• Also admin will check unwanted messages and blacklist mails. 

 

4. RESULTS: 

Results can be attained by means of the component of the content-based requirement, by renowned information 

filtering techniques, on top of classification of initial stage was measured well sufficient in addition to sensibly 

associating with the attained ones.  In content-based system, users are supposed for functioning separately. 

Selection of data point based on the association connecting items substance and preferences of users in 

preference to a system of combined sorting out system which selects entities on basis of association among 

individuals by means of comparable inclinations. Snapshots in Fig 2 and Fig 3 shows how unwanted messages 

are filtered. Snapshots in Fig 4 and Fig 5 shows how blacklist is implemented. Snapshot in Fig 6 shows 

extracted features in messages. 

 

 

Fig 2 Message with bad word stupid 
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Fig 3 Message blocked 

 

 

Fig 4 Sending message to unknown people 

 

 

Fig 5 Blacklist implementation 

 

 

Fig 6 Extracted Features 
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5. CONCLUSION 

In this project, a system to filter undesired messages from OSN walls is presented. The system exploits a ML 

classifier to enforce customizable content-dependent FRs. Moreover, the flexibility of the system in terms of 

filtering options is enhanced through the management of BLs.This work is the first step of a wider project. The 

early encouraging results that have obtained on the classification procedure prompt to continue with other work 

that will aim to improve the quality of classification. In particular, future plans contemplate a deeper 

investigation on two interdependent tasks. The first concerns the extraction and/ or selection of contextual 

features that have been shown to have a high discriminative power. The second task involves the learning phase. 

Since the underlying domain is dynamically changing, the collection of preclassified data may not be 

representative in the longer term. The present batch learning strategy, based on the preliminary collection of the 

entire set of labelled data from experts, allowed an accurate experimental evaluation but needs to be evolved to 

include new operational requirements. In future work, it is possible to address this problem by investigating the 

use of online learning paradigms able to include label feedbacks from users. Additionally, planned to enhance 

this system with a more sophisticated approach to decide when a user should be inserted into a BL. It is possible 

to study strategies and techniques limiting the inferences that a user can do on the enforced filtering rules with 

the aim of bypassing the filtering system, such as for instance randomly notifying a message that should instead 

be blocked, or detecting modifications to profile attributes that have been made for the only purpose of defeating 

the filtering system. 
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