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Abstract 

 
Now a day’s online social networks (OSNs) became a part of life in recent years and become a portal for hundreds 

of millions of internet users. Attractive means for digital social interactions and information sharing are offered by 

these OSNs, but number of security and privacy issues is raised.  These OSNs allow users to restrict access to shared 

data; they currently do not provide any mechanism to enforce privacy concerns over data associated with different 

users. In this paper, we propose an approach to enable the protection of shared data associated with many users in 

OSNs and formulated an access control model to use the essence of multiparty authorization requirements, along 

with a multiparty policy specification scheme and a policy enforcement mechanism. We also discuss a proof-of-

concept prototype of our idea as part of an application in leading social network Facebook, targeting problems 

regarding privacy in comment, which is not there now in that and describe usability study and system evaluation of 

our idea. 
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1. Introduction 

Social network is a website on the Internet that brings people together in a central location to talk, share 
ideas and interests, or make new friends. This type of collaboration and sharing of data is often referred to 
as social media.  Most social network services are web-based and provide means for users to interact over 
the Internet, such as e-mail and instant messaging. Social network sites are varied and they incorporate new 
information and communication tools such as mobile connectivity, photo/video/sharing and blogging. 
Some of the widely used popular social networking sites are Facebook, Google+, YouTube, LinkedIn, 
Instagram, Pinterest, Tumbler and Twitter.  FACEMASH, the Facebook’s predecessor, opened on October 
28, 2003.Initially, the website was invented by a Harvard student, Mark zuckerberg, and three of his 
classmates –Andrew McCollum, Chris Hughes and Dustin moskovitzis. Facebook was found on February 
4, 2004, by Mark Zuckerberg with his college roommates and fellow Harvard University students Eduardo 
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Savarin, Andrew McCollum, Dustin Muscovite and Chris Hughes. Mark Elliot Zuckerberg (born May 14, 
1984) is an American computer programmer and Internet entrepreneur. He is best known as one of five co-
founders of the social networking website Facebook. As of April 2013, Zuckerberg is the chairman and 
chief executive of Facebook, Inc and his personal wealth, as of July 2014, is estimated to be $33.1 billion. 
Mark Zuckerberg receives a one-dollar salary as CEO of Facebook.  
 
The founders had initially limited the website's membership to Harvard students, but later expanded it to 
colleges in the Boston area, the Ivy League, and Stanford University. It gradually added support for 
students at various other universities and later to their high-school students. Facebook now allows anyone 
who claims to be at least 13 years old worldwide to become a registered user of the website, although proof 
is not required.Some of the advantages of Facebook are Sharing Of Information, Chatting, Mobile 
Facebook, Business Promotion and Entertainment. Present now Facebook had around 1million members by 
the end of its year.total no of monthly active Facebook users 1,310,000,000 users, total no.of mobile 
Facebook users 680,000,000. 
 

In this paper I want to focus more on problems faced in Facebook. Main problem is that the comments 
posted by friends are visible to everyone; there is no security for comments. To solve this problem only 
owner should be given permission to view the comments posted by others. Grouping is another problem in 
Facebook, comment posted to group by any mutual friend is viewed by the mutual friends. To solve the 
above problem comments should be posted to only select users. 

2. Literature Review 

Friends of Friends (fof) are a problem that’s why focusing on Ignore the unknown Persons into entering our 
Profile [5]. Grouping problem in Facebook that’s why focus on Allow the data to be shared in Private 
Access Control for only Selected Users to be viewed not to all [4]. Most frequently used social network 
Facebook user only accepts his/ her friends but all are in different domains, to share information on same 
domain need to accepts the profiles of unauthorized users trigger security and privacy issue our system 
provides multi access control to share relation, profile & information[1].  
 
Sharing the information like personal photos to another one there is a chance to share the same information 
by the third person. In order to overcome this problem we are generating a question tag below of the 
information to be shared with the other [9]. The friend of friend ontology based distributed identity 
management system for online social network where relationships are associated with a trust level which 
indicates the level of friendship between the users participating in a given relationship [10]. The social 
network is map of the individuals, and the ways how they are related to each other. A single person is the 
nodeof the network while edges, that link nodes and are called also "connections", "links" or 
"ties",correspond to relationships between people[3]. 

 

3. Methodology 

Multi Party Access control is used to prove if our proposed access control model is valid. To enable a 
collaborative authorization management of data sharing in OSNs, it is essential for multiparty access 
control policies to be in place to regulate access over shared data, representing authorization requirements 
from multiple associated users. Our policy specification scheme is built upon the proposed MPAC model. 
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Fig 3.1 Architecture diagram of Multi users information sharing 
 

Owner control: 

 

In Fig 3.1 Owner control is meant for posting the data and has right to allow (or) deny the data access. 
The owner can post the data either publicly (or) privately. 
 
Contributor control: 

 

Contributor control is one of the user in MPAC model who wait’s for data which is posted by owner.All 
accessors may be stakeholders. But all stakeholders may not be accessors. Contributor has some limitation 
to post the data with particular users. 
 
Stakeholder control: 

 

Stakeholder control is one of the user in MPAC model who is directly connected with owner(direct friend) 
i.e friend (or) family members.Stakeholders may be in the friend group(or) family group. 
 
Disseminator control: 

 

Disseminator control is also one of the user in the MPAC model,who is waiting for approval by owner. If 
the owner denies the access of the user,he/she will be called as disseminator. If the owner allows the access 
of this user. He will enter into stakeholder’s list. 
 
 
 

Flowchart&Algorthim 
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FIG.3.2 Procedural Flowchart 

 

Algorithm 
 
Begin 
Step 1: Request for processing access request 
Step 2: Select policy evolution as owner’s policy. 
Step 3: If Owner’s policy has only right to allow (or) deny the data access, the owner can post the data 
either public (or) private 
Step 4: Select policy evolution as contributor policy. 
Step 5: If contributor policy has all accessors may be stakeholders. But all stakeholders may not be 
accessors. 
Step 6: Select policy evolution as stakeholder policy. 
Step7: If stakeholders policy got directly connected with owner (direct friend) means friend (or) 
family.stakeholders may be in the friend (or)family group. 
Step8:Select policy evulation as disseminator policy. 
Step9:If  disseminator policy has nothing but waiting for approval by owner,if owner deny the acess the use 
will automatically called disseminator. 
End 

4. Results 

In this project the forms related to Facebook such as login, register, sending requests, approval/deny, 
relationship is created. To provide security for owner of the post, no one should view all the comments, 
only owner must view all comments. 
 

Screenshots: 
 
The below screenshot shows about owner sending a request to the user to accept or reject based on his/her 
opinion 
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Fig.5.1: Send a request approve/unapproved the request 
 

The below screenshot describes about owner acceptance of the request by new user that will be moved into 
friend’s list/family list. 
 
 

                                        
                                 

Fig.5.2 View Relationship 

 
The below screenshot shows public/private view 
 

 
 

 Fig.5.3 Sending posts in public/private view 

 
        . The below screenshot shows comments see to everyone there is no security for comments 
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Fig 5.4 Comments view to all members 
 

The below screenshot shows only owner has only permission to view the comments by posting of others. 
 

 

 
Fig 5.5 Restricted Comments 

5. Conclusion 

 We have proposed a novel solution for collaborative management of shared data in OSNs. A multiparty 
access control model was formulated, along with a multiparty policy specification scheme and 
corresponding policy evaluation mechanism. In addition, we have introduced an approach for representing 
and reasoning about our proposed model. It allows the data to be shared in private access control for only 
selected users to be viewed not to all (Groups).It limits the comments access to individual stakeholders by 
not allowing others to view comments posted by others. Future scope of the project is “timer concept” in 
facebook any post will be provided some time period after that time that post will be vanished from our 
profile. 
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6. Snippet 

Comments code: 
<% 
response.setContentType("text/xml"); 
response.setHeader("Cache-Control", "no-cache"); 
int imgid=Integer.parseInt(request.getParameter("imgid")); 
String cby=request.getParameter("cby"); 
String cto=request.getParameter("cto"); 
String msg=request.getParameter("msg"); 
try{ 
Connection con,con1,con2; 
con =  databasecon.getconnection(); 
con1 =  databasecon.getconnection(); 
con2 =  databasecon.getconnection(); 
System.out.println("conection successfull"+con); 
Statement st1=con1.createStatement(); 
Statement st2=con2.createStatement(); 
Statement st = con.createStatement(); 
int i=0; 
String name=null; 
ResultSet rs1=st1.executeQuery("select max(cid) from comments"); 
if(rs1.next()) 
{ 
 int cid=rs1.getInt(1); 
int cid1=cid+1; 
i=st2.executeUpdate("insert into comments         
values('"+cid1+"','"+imgid+"','"+cby+"','"+cto+"','"+msg+"')"); 
if(i==1) 
{ 
out.write("comment posted successfully"); 
 } 
else 
   { 
     out.write("comment not posted"); 
   } 
  } 
  else 
  System.out.println ("If condition fail.....");  
} 
catch(Exception e) 
{ 
   out.println (e.getMessage()); 
}%> 
Code Description: Only owner has permission to view all the comments .Other users can’t view the 
comments to restrict them. Only other users see their comment and reply them. Can’t see other 
comments to restrict them .only owner of the post to see all comments. 
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