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Abstract 
 

Internet commerce and online commodity exchanges suffer from distrust among sellers and buyers, who are often 

strangers to each other.The authors present a new P2P reputation system based on fuzzy logic inferences, which can 

better handle uncertainty, fuzziness, and incomplete information in peer trust reports. This system aggregates peer 

reputations with affordable message overhead. By testing the system using eBay transaction data in the public 

domain, the authors demonstrate the efficacy and robustness of two P2P reputation systems — FuzzyTrust and 

EigenTrust — at establishing trust among the peers in P2P applications.Interactions and recommendations are 

evaluated based on importance, recentness, and peer satisfaction parameters. Additionally, recommender’s 

trustworthiness and confidence about a recommendation are considered while evaluating recommendations. 

Simulation experiments on a file sharing application show that the proposed model can mitigate attacks on 16 

different malicious behavior models. In the experiments, good peers were able to form trust relationships in their 

proximity and isolate malicious peers. 
 

Index Terms—Cloud computing, digital forensic; trust management, reputation, security 

1 Introduction 

Cloud as a complex system based on virtualization is a target of a variety of attacks. The multitenancy model 

characterizing the Cloud often leads to security concerns. Many companies now offer e- auction platforms to facilitate 

such trans- actions, including eBay, Amazon, uBid, and Yahoo. A growing number of online commercial transactions 

occur in a peer- to-peer (P2P) environment, which does not require a central authority to mediate such  exchanges.  

Rather,  participating peers can sign in and out asynchronous- ly at will and perform their transactions point-to-point  

or  point-to-multipoint anonymously. Thus, a business or enter- prise must have an effective reputation system to help 

users locate trustworthy  partners     and     exchange     commodities securely with confidence.Interactions and 

feedbacks of peers provide information to measure trust among peers. Interactions with a peer provide certain 

information about the peer but feedbacks might contain deceptive information. This makes assessment of trust- 

worthiness a challenge. 

A  reputation  system’s  effectiveness depends on the  trust  model  adapted.  Most  existing  trust models are 

developed for general-purpose   P2P applications          that     emphasize     distributed file-sharing1 (see the “Related 

Work in P2P Reputation Systems” sidebar).  Little  work  has been   done   in establishing trust in e-commerce 
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applica- tions. Most notably, Daniel Manchala has assessed some trust metrics to quantify the trust among e-

transaction intermediaries. 

At the University of Southern Califor-nia (USC), we aimed to develop an effec- tive and efficient reputation system 

based on   a   fuzzy-logic approach,   leveraging fuzzy-logic’s ability to handle uncertain- ty, fuzziness, and incomplete 

information 

2 Workflows 

 
A workflow is a depiction of a sequence of operations, declared as work of a person, work of a simple or complex  

mechanism,  work  of  a  group of persons, work of an organization of staff, or machines. Workflow may be seen as 

any abstraction of real work, segregated in workshare, work split or whatever types of ordering.  For control 

purposes, workflow  may  be  a  view  on  real  work  under  a chosen aspect, thus   serving   as   a   virtual 

representation of actual work. The flow being described  often  refers  to  a document that is being transferred from 

one step to another . 

A  workflow  is  a  model  to  represent  real  work for   further   assessment,   e.g.,   for   describing   a reliably 

repeatable  sequence  of  operations.  More abstractly,  a  workflow  is  a  pattern  of  activity enabled  by  a 

systematic organization of resources, defined  roles  and  mass,  energy  and  information flows, into a work 

process that can be documented and   learned.   And   to   those   huge   companies, there    are    benefits    too.  

Firstly,  they  can  more effectively use the computing power and   storage ability.  Secondly,  they  can  build  

their  own  e- ecological environment on cloud easily. 
 

 
 

3 .Cloud Computing 
 

At Stanford University, Hector Garcia- Molina and colleagues proposed the Eigen- Trust  algorithm,5 which  

captures  peer reputation in the number of satisfactory transactions and then normalizes it over all participating 

peers. The algorithm aggre- gates the scores by a weighted sum of all raw reputation scores.  EigenTrust  is  fully  

distributed  using  a DHT-overlay  network.  The  system  also  assumes pre-trust peers and uses majority voting to 

check faulty reputation scores reported.. The main idea is to  use  the  existing  infrastructure  in  order  to bring all 

feasible services to the cloud and make it possible to access those services regardless of time and location.  Whether 

it’s called Cloud Computing or On-demand Computing, When    you    create    a  spreadsheet    with    the Google   

Docs   service,   major   components   of the   software   reside   on   unseen computers, whereabouts unknown, 

possibly scattered across continents. The shift from locally installed programs to cloud computing is just getting 

under way in earnest. Shrink- wrap   software   still dominates   the   market   and   is   not   about   to disappear,  

but  the  focus  of  innovation indeed seems to be ascending into the clouds. Some substantial fraction  of   

computing   activity   is migrating   away   from   the   desktop   and   the corporate server room. The change will 

affect all levels of the computational   ecosystem,   from casual user  to  software  developer,  IT manager, even  

hardware manufacturer. 

 
4 Related Works 
 

 
Weisong Shi and colleagues at Wayne State University proposed the TrustWare system 

(http://mist.cs.wayne.edu/trustware. html),6 a trusted middleware for P2P appli- cations. Their approach  consists  of  

two models: the Multiple CUrrency Based Eco- nomic model (M-CUBE) and the PErsonal- ized  Trust  model  

(PET). The M-CUBE model provides a general and flexible sub- strate to support high-level P2P resource- 

management    services. PET    derives    peer trustworthiness from long-term reputation evaluation and short-term 

risk evaluation. At University of Maryland, SeungjoonLee   and colleagues  proposed  the  NICE scheme  for  trust 

inference in P2P net- works.(www.cs.umd.edu/projects/nice/). adaptively. To this end, we first analyzed the eBay 

auction-based  transaction  trace  data  to  sort  out client  behavioral  characteristics.  Then  we  built FuzzyTrust,  a  

prototype  P2P  reputation  system that helps establish mutual trust among strangers in P2P transaction 

applications.Software   as   a Service, or the Internet as Platform,   the   common element is   a   shift   in   the   



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 9, September 2014, Pg. 683-686 

D.Srinivas Rao, IJRIT  685 

 

geography   of computation. 

 

5 Proposed System 

 
In    the    proposed    system,    we    introduce    a Self-Organizing Trust model (SORT) that aims to decrease 

malicious activity in a P2P system by establishing trust relations among peers in their proximity. No a priori 

information or a trusted peer is used to leverage trust establishment. Peers do not try to collect trust information from 

all peers. Each peer develops its own local view of trust about the peers interacted in the past. In this way, good peers 

form dynamic trust groups in their proximity and can isolate malicious peers. Since peers generally tend to 

interact with a small set of peers forming trust relations in proximity of peers helps to mitigate attacks in a P2P 

system. 
 

 
ADVANTAGES OF PROPOSED SYSTEM: 

 
Recommendation-based attacks were contained except when malicious peers are in large numbers, e.g., 50 percent of 

all peers. Experiments on SORT show that good peers   can   defend   themselves against malicious peers metrics let a 

peer assess trustworthiness of other peers based on local information.  Service  and recommendation contexts enable 

better measurement of trustworthiness in providing services and giving recommendations. 
 

 

 
 

6 Conclusions 
 

For the future, we suggest extending the work on P2P reputation  systems  by considering  peer  anonymity and   

secure   storage   of   global   reputa-   tions.9. Evaluating various P2P systems over dis- tributed file sharing and P2P 

grid computing is another  direction for  future  research. For  the FuzzyTrust system, we could  consider  additional  

e- commerce  data  traces other than eBay’s,  such  as that from Amazon  or Yahoo  transaction  records.  We  might  

also  further evaluate   system   performance   via   more   real-life experiments. It would be useful to see the 

FuzzyTrust prototype  converted  as  a  pro-  duction  system  in real-life P2P applications. 

A trust model for P2P networks is presented, in which a peer can develop a trust network in its proximity. A peer can 

isolate malicious peers around  itself as it develops trust relationships with good peers. Two context   of   trust,   

service   and   recommendation contexts, are defined to measure capabilities of peers in providing  services  and  

giving  recommendations. Interactions   and  recommendations   are  considered with  satisfaction,  weight,  and  
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fading  effect parameters. A recommendation contains the recommender’s  own experience,  information from its 

acquaintances, and level of confidence in the recommendation.  These para- meters provided  us a better assessment of 

trustworthiness. 
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