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Abstract 

 
The  cloud  storage  provides  users  to easily  store  their  data  and  enjoy  the  good  quality cloud  applications 

need not install in local hardware and software system. So benefits are clear, such a service is also gives 

users’ physical control of their outsourced data, which provides control over security problems towards the 

correctness of  the storage data in  the cloud. In order to do this new problem and further achieve a secure and 

dependable  cloud  storage  services,  we propose in this paper a flexible distributed storage integrity  auditing 

mechanism, using  the homomorphism token  and  distributed erasure-coded data. We are also proposing allows 

users to audit  the  cloud  storage  with  very  lightweight communication  and  computation  cost.  The auditing 

result  not  only  ensures  strong  cloud storage  correctness  guarantee.Delegating log management to the cloud 

appears to be a viable cost saving measure. In this paper, we identify the challenges for a secure cloud-based log 

management service and propose a framework for doing the same. 

 
Index Terms—Data integrity, dependable distributed storage, error localization, data dynamics, Cloud Computing. 

 
 

1 Introduction 
 

Since log files contain record of most system events includ-ing user activities, they become an important target for 

mali- cious attackers. An attacker, breaking into a system, typically would try not to leave traces of his or her 

activities behind. Consequently, the first thing an attacker often does is to damage log files or interrupt the logging 

services. Furthermore, the sensitive information contained in log files often directly contributes to confidentiality 

breaches. An example of this is when logs contain database transaction data. Frequently, log information can be 

helpful to an attacker in gaining.The emerging paradigm of cloud computing promises a low cost opportunity for 

organizations to store and manage log records in a proper manner. Organizations can outsource the long-term 

storage requirements of log files to the cloud. The challenges of storing and maintaining the log records become a 

concern of the cloud provider. 
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In light of the above observations, it is very important that logging be provided in a secure manner and that the log 

records are adequately protected for a predetermined amount of time (maybe even indefinitely). Traditional logging 

proto- cols that are based on syslog  have not been designed with such security features in mind. Security extensions 

that have been proposed, such as reliable delivery of syslog , forward integrity for audit logs, syslog-ng , and 

syslog-sign , often provide either partial protection, or do not protect the log records from end point attacks. In 

addition, log management requires substantial storage and processing capabilities. The log service must be able to 

store data in an organized manner and provide a fast and useful retrieval facility. Last, but not least, log records may 

often need to be made available to outside auditors who are not related to the organization. Deploying a secure 

logging infrastructure to meet all these challenges entails significant infrastructural support and capital expenses that 

many organizations may find overwhelming. 

 

2. Existing System 
 

log collection, transmission, storage, and retrieval. The ma- jor contributions of this paper are as follows. We 

propose an architecture for the various components of the system and develop cryptographic protocols to address 

integrity and confidentiality issues with storing, maintaining, and querying log records at the honest but curious 

cloud provider and in transit. We also develop protocols so that log records can be transmitted and retrieved in an 

anonymous manner over an existing anonymizing infrastructure such as Tor [16]. This successfully prevents the 

cloud provider or any other observer from correlating requests for log data with the requester or generator. Finally, 

we develop a proof-of-concept prototype to demonstrate the feasibility of our approach and discuss some early 

experiences with it. To the best of our knowledge, ours is the first work to provide a complete solution to the cloud- 

based secure log management problem. 

 
The remainder of this paper is organized as follows. Section II identifies the security properties that must be ensured 

in a cloud-based log management system. Section III discusses some of the existing secure logging protocols in light 

of these properties. In Section IV, we present the architecture for our cloud-based secure logging facility and 

describe the services provided by each component. The threat model is discussed in V. Section VI presents the main 

cryptographic techniques used to protect the log records in transit and at the cloud provider. We reason why our 

protocol guarantees the desirable security properties. Section VII describes the protocols used to anonymously store 

and retrieve the log files from the cloud. We present a brief discussion of the implementation in Section VIII and 

some performance study that we have undertaken. We conclude this paper with a discussion of our future work in 

Section IX. 
 

 
Tamper Resistance: A secure log must be tamper resis- tant in such a way that no one other than the creator of the 

log can introduce valid entries. In addition, once those entries are created they cannot be manipulated without 

detection. No one can prevent an attacker who has compromised the logging system from altering what that system 

will put in future log entries. One cannot also prevent an attacker from deleting any log entries that have not already 

been pushed to another system. The goal of a secure audit log in this case is to make sure that the attacker cannot 

alter existing log entries (i.e., the precompromise log entries) and that any attempts to delete or alter existing entries 

(truncation attack [10]) will be detected. 
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4 Related Works 
 

Much work has been done in studying characteristics of centralized schedulers. An interesting model and 

simulation results can be found in [1] by Agrawal, Carey and Livny. Less has been done in the area of distributed 

schedulers. The work that has been done has been mostly theoretical, but some interesting simulation models 

have been developed and simulated at the University of Wisconsin. In [6] Carey and Livny describes a 

distributed DBMS model, an extension to their centralized model. 

 

Different simulation parameters are examined through simulations. Several papers about concurrency control 

have also been written by Thomasian et. al. [7, 12].A number of approaches have been proposed for logging 

information  in  computing  systems.  Most  of  these approaches are based on syslog which is the de facto 

standard for network wide logging protocol (see RFC 3164 [5]). The syslog protocol uses UDP to transfer log 

information to the log server. Thus, there is no reliable delivery of log messages. Moreover, syslog does not 

protect log records during transit or at the end-points. 

 
5. Proposed System 

 
log records from attacks that try to correlate a number of anonymized records. Our objective, on the other hand, is 

precisely this. Moreover, privacy breaches that can occur from scenarios such as the user erroneously typing the 

userid  in  a  password field  (as  discussed earlier)  or  identifying information available in  fields  that  are  not 

anonymized, are also not addressed in this paper. The Anonymouse log file anonymizer [12] performs a similar 

anonymization of identifying informa- tion by substitution with default values or more coarse values. However, the 

problem with this paper is that if the original values are needed in investigation, they cannot be restored. Neither 

syslog-pseudo nor anonymouse log file anonymizer protects log records from confidentiality and integrity viola- 

tions and other end-point attacks. 
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Fig. 1. System architecture for cloud-based secure logging. 
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In addition to simulate and compare schedulers, one of the main goals in the development of the DBsim simula- tor 

was that it should be useful as a framework for simulation of schedulers and easy to extend with new schedulers. The 

DBsim architecture is object oriented, all the major components are implemented as classes in C++. The program 

consists of a collection of cooperating objects, the most important are the event controller (the main loop), transac- 

tion manager (TM), scheduler, data manager (DM) and the book keeper. Extending the simulator with new scheduler 

strategies is easy, e.g., if someone wants to test out a new scheduler, it can be implemented as a subtype of the generic 

base scheduler class defined in DBsim. The generic scheduler has defined the necessary methods to cooperate with 

the transaction and data managers. 

 

The simulation is event driven, and each transaction can be thought of as a thread. In the main loop an event from the 

event queue is picked and executed. Events in the queue consists of an event type and the time for the event to be 

executed. If the event is a TM-event, the TM is called, and if the event is a DM-event, the DM is called. Possible 

reasons for events could be a transaction requesting an operation, or the data manager has finished a read or write 

operation on disk. 

 

6 Conclusions 
 

Current implementation of the logging client is loosely coupled with the operating system based logging. In the 

future, we plan to refine the log client implementation so that it is tightly integrated with the OS to replace current 

log process. In addition, to address privacy concerns current implementation allows access to log records that are 

indirectly identified by upload-tag values. 

We plan to investigate practical homomorphic encryption schemes that will allow encryption of log records in 

such a way that the logging cloud can execute some queries on the encrypted logs without breaching confidentiality 

or privacy. This will greatly reduce the com- munication overhead between a log monitor and the logging cloud 

needed to answer queries on logs.his was one of our requirements and why we evaluated the performance over Tor. 

It  remains to be seen whether the other anonymizing protocols can be so adapted and, if so, how they perform 

compared to Tor. This is part of our future work. 
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