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Abstract 

 
We present the fundamentals for a toolkit for scalable and dependable service platforms and architectures that 

enable flexible and dynamic provisioning of cloud services. The innovations behind the toolkit are aimed at 

optimizing the whole service life cycle, including service construction, deployment, and operation, on a basis of 

aspects such as trust.In order to address this new problem and further achieve a secure and dependable cloud 

storage service, we propose in this paper a flexible distributed storage integrity auditing mechanism, utilizing the 

homomorphic token and distributed erasure-coded data. The proposed design allows users to audit the cloud 

storage with very lightweight communication and computation cost. The auditing result not only ensures strong 

cloud storage correctness guarantee, but also simultaneously achieves fast data error localization, i.e., the 

identification of misbehaving server. Considering the cloud data are dynamic in nature, the proposed design 

further supports secure and efficient dynamic operations on outsourced data, including block modification, 

deletion, and append. Analysis shows the proposed scheme is highly efficient and resilient against Byzantine 

failure, malicious data modification attack, and even server colluding attacks. 

 
Index Terms—Data integrity, dependable distributed storage, Proxy based framework, SPL, Virtual machine 

 

1 Introduction 

 
Contemporary cloud computing solutions, both research projects and commercial products, have mainly focused on 

providing functionalities at levels close to the infrastructure, e.g., improved performance for virtualization of 

compute, stor- age, and network resources, as well as necessary fundamental functionality such as virtual machine 

(VM) migrations and server consolidation. In the cases when higher-level concerns are considered, existing 

solutions tend to focus on functional aspects only. Furthermore, existing Platform as a Service (PaaS) environments 

are typically offered through proprietary APIs and limited to a single infrastructure provider. 

The   term   cloud   computing   can   be   defined   as   “a   system   that   is   concerned   with   the   integration, 

virtualization, standardization, and management of  services and resources”. The benefits of  cloud computing 

include minimized capital expenditure, utilization and efficiency improvement, high computing power, location and 
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device independence and finally very high scalability  [1].  

 

Cloud computing brings a scenario in the field of IT that gives a model where a user who wants to gain access to 

the software without licensing it, platform to run this software and the infrastructure can access these services on 

pay-per-use basis.Moving data into the cloud offers great convenienceto users since they don’t have to care about 

the com- plexities of direct hardware management. The pioneer of Cloud Computing vendors, Amazon Simple 

Stor- age Service (S3) and Amazon Elastic Compute Cloud (EC2) [2] are both well known example 

 
 
 

2. Existing System 
 

Many existing cloud data services provide similar access control models, in which individual and organizational 

privacy, a key requirement for digital identity management, is unprotected. Also, with cloud computing initiatives, 

the  scope of  insider threats, a  major source of  data theft and  privacy breaches, is  no  longer limited to  the 

organizational perimeter. Multicloud environments exacerbate these issues because proxies can access data (which 

the environment might dynamically move or partition across different clouds) on behalf of clients. Revealing 

sensitive information in identity attributes to proxies that grant them authorization to access the data on behalf of 

clients is not an attractive solution. Thus, assuring the private and consistent management of information relevant 

to ABAC becomes more complex in multicloud systems. 

 

Cloud storage correctness assurance, which makes the system design even more challenging. Last but not the 

least, the deployment of Cloud Computing is powered by data centers running in a simultaneous, cooperated and 

distributed manner [3]. It is more advantages for individual users to store their data redundantly across multiple 

physical servers so as to reduce the data integrity and availability threats. Thus, distributed proto- cols for 

storage correctness assurance will be of most importance in achieving robust and secure cloud storage systems. 

However, such important area remains to be fully explored in the literature. 

 
Recently, the importance of ensuring the remote data integrity has been highlighted by the following research 

works under different system and security models . These techniques, while can be useful to ensure the storage 

correctness without having users possessing local data, are all focusing on single server scenario. They may be 

useful for quality-of-service testing , but does not guarantee the data availability in case of server failures. 

Although direct applying these tech- niques to distributed storage (multiple servers) could be straightforward, the 

resulted storage verification over- head would be linear to the number of servers. As an complementary 

approach, researchers have also pro- posed distributed protocols for ensuring stor- age correctness across 

multiple servers or peers. How- ever, while providing efficient cross server storage verifi- cation and data 

availability insurance, these schemes are all focusing on static or archival data. As a result, their capabilities of 

handling dynamic data remains unclear, which inevitably limits their full applicability in cloud storage scenarios.
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4 Related Works 
 

cloud servers via CSP to access or retrieve his data. In some cases, the user may need to perform block level 

operations on his data. The most general forms of these operations we are considering are block update, delete, 

insert and append. Note that in this paper, we put more focus on the support of file-oriented cloud applications 

other than non-file application data, such as social networking data. In other words, the cloud data we are 

considering is not expected to be rapidly changing in a relative short period. 

 

As users no longer possess their data locally, it is of critical importance to ensure users that their data are being 

correctly stored and maintained. That is, users should be equipped with security means so that they can make 

continuous correctness assurance (to enforce cloud storage service-level agreement) of their stored data even 

without the existence of local copies. In case that users do not necessarily have the time, feasibility or resources to 

monitor their data online, they can delegate the data auditing tasks to an optional trusted TPA of their respective 

choices. However, to securely introduce such a TPA, any possible leakage of user’s outsourced data towards TPA 

through the auditing protocol should be prohibited. 
 
 
 

5. Proposed System 
 

Our proposed framework for generic cloud collaboration allows clients and cloud applications to simultaneously 

use  services from  and  route  data  among  multiple clouds.  This  framework supports universal and  dynamic 

collaboration in a multicloud system. It lets clients simultaneously use services from multiple clouds without prior 

business agreements among cloud providers, and without adopting common standards and specifications. As more 

organizations adopt cloud computing, cloud service providers (CSPs) are developing new technologies to enhance 

the cloud’s capabilities. Cloud mashups are a recent trend; mashups combine services from multiple clouds into a 

single service or application, possibly with on-premises (client-side) data and services. This service composition 

lets CSPs offer new functionalities to clients at lower development costs. 

 

In our model, we assume that the point-to-point com- munication channels between each cloud server and the user 

is  authenticated and  reliable,  which  can  be  achieved  in  practice  with  little  overhead.  These  authentication 

handshakes are omitted in the following presentation. 

 
 
 
 
 

Number of Modules 

After careful analysis the system has been identified to have the following modules: 
 
 

1.           Collaboration Framework For Multicloud System Module. 

2.           Client/Users Module. 

3.           Cloud Service Provider Module. 
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6. Conclusions 
 

 

We present the fundamentals of an on-going effort to develop the OPTIMIS Toolkit that supports the construction 

of multiple coexisting cloud architectures that makup the next generation cloud service ecosystem. With this 

toolkit, our goal is to provide a holistic solution to cloud service provisioning. 

 

The focus of the toolkit is on cloud infrastructure and service optimization throughout the service life cycle: con- 

struction, deployment, and operation of services. In the OP- TIMIS Toolkit all management actions will be 

harmonized by overarching policies that consider trust and risk assess- ment to comply with economical and 

ecological objectives without compromising operational efficiencies. Assessing risk of economical and ecological 

parameters is a unique, albeit challenging, goal. Governance processes and policies will be defined to harmonize 

management activities throughout the service life cycle. 
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