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Abstract 

 

In  Wireless  Sensor  Network,  dynamic  cluster  based routing  protocol  is  mostly  used.  It  is  a network  of  

battery operated,  tiny,  mostly  homogeneous  sensor  nodes  having  limited memory, processing power with 

wide applicability in the area of military,  weather  forecasting  etc.  As  it  is  battery  operated,  it requires 

energy awareness in all layers of the networking protocol stack to prolong the life time of the network. Protocol 

designed for such  sensor  network must  efficiently use  limited  bandwidth and energy of  the  sensor 

node.while its security relies on the hardness of the discrete logarithm problem. We show the feasibility of the 

SET-IBS and SET-IBOOS protocols with respect to  the  security requirements and security analysis against 

various  attacks.  The  calculations and  simulations are  provided  to  illustrate the  efficiency of  the  proposed 

protocols. The results show that, the proposed protocols have better performance than the existing secure protocols 

for CWSNs, in terms of security overhead and energy consumption.called SET-IBS and SET-IBOOS, by using 

the  Identity-Based  digital  Signature  (IBS)  scheme  and  the  Identity-Based  Online/Offline  digital  Signature 

(IBOOS) scheme, respectively. In SET-IBS, security relies on the hardness of the Diffie-Hellman problem in the 

pairing domain 
 

 
Index Ter ms—Wireless Sensor Network, cluster-reelection,web mining, mathematical programming 

 
 

1 Introduction 
 

Wireless  sensor  networks  (WSNs)  consist  of  hundreds  or even  thousands  of  small  devices  each  with 

sensing, processing,   and   communication  capabilities   to   monitor   the real-world   environment.   They   are 

envisioned   to   play   an important role in a wide variety of areas ranging from critical military   surveillance 

applications  to  forest  fire  monitoring and  building  security  monitoring  in  the  near  future  [12].  In these 

networks, a large number of sensor nodes are deployed to monitor a vast field, where the operational conditions are 

most  often  harsh  or  even  hostile.  However,  the  nodes  in WSNs  have  severe  resource  constraints  due  to 

their  lack  of processing power,  limited  memory  and  energy.  Since  these networks  are  usually  deployed  in 

remote  places  and  left unattended,  they  should  be  equipped  with  security mechanisms  to  defend  against 

attacks such as node capture, physical tampering, eavesdropping, denial of service. 
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No 

 
A primary cause of poor website design is that the web developers’ understanding of how a website should be 

structured can be considerably different from those of the users . Such differences result in cases where users cannot 

easily locate the desired information in a website. This problem is difficult to avoid because when creating a website, 

web developers may not have a clear under- standing of users’ preferences and can only organize pages based on 

their own judgments. However, the measure of website effectiveness should be the satisfaction of the users rather 

than that of the developers. Thus, Webpages should be organized in a way that generally matches the user’s model of 

how pages should be organized .to facilitate a particular user by dynamically reconstituting pages based on his 

profile and traversal paths, often referred as personalization, and to modify the site structure to ease the navigation 

for all users, often referred as transformation. 

 

 

2 SENSOR NETWORK PROTOCOLS 
 

A. Proactive Protocol It has a report time (TR) and attributes to be sensed (A) .Each cluster member has a time slot 

to send the data  to  cluster head. Each node in  this  network periodically switch on their sensor and  transmitter 

to sense the environment and transmit the data of interest. 

B.  Reactive Protocol In this scheme the nodes react immediately to sudden changes  in  the  value  of  a  sensed 

attribute   beyond   a pre-determined threshold value and are well suited for time critical applications as used in 

TEEN .Count time (Tc):- It is the maximum period up to which there can be no transmission of an attribute for  not 

reaching the  hard  threshold or  not exceeding the soft threshold. It is generally set the multiple of the frame time 

Tf. The frame time is the sum of the Time period of all the cluster member nodes in the TDMA schedule. 

 
3. QUERY CLASSIFICATION 

 

 
Cluster Head (CH) / Backup CH selection and 

Change time 

 

 
New Cluster member selection  /  Continued with 

revious members  and  Backu   CH 

 
 

CH broadcasts  attributes (At),Hard threshold(Ht) and Soft 

Threshold(St),TDMA schedule 

 

 
Nodes sense 

 

 
 

Is Time 

exceeds CT 

Yes             
Transmit data to 

CH 

 

 
 
 

Is SV > 

Ht 

Yes 
 

Is it first 

sensed 

No                
Is SV > Ht 

and >= St 

 
 

Yes 
Yes 

 
Store the SV   and transmit to CH 
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4 Related Works 
 

 
Web personalization is the process of “tailoring” webpages to the needs of specific users using the information of 

the  users’  navigational  behavior  and  profile  data  .  Perkowitz  and  Etzioni  describe  an  approach  that 

automatically synthesizes index pages which contain links to pages pertaining to particular topics based on the 

co-occurrence frequency of  pages in  user traversals, to  facilitate user navigation. The  methods proposed by 

Mobasher et al. and Yan et al.  create clusters of users profiles from weblogs and then dynami- cally generate links 

for users who are classified into different categories based on their access patterns. 
 

There  are  several  remarkable  differences  between  web  transformation  and  personalization approaches.  First, 

transformation approaches create or modify the structure of a website used for all users, while personalization 

approaches dynamically reconstitute pages for individual users. Hence, there is no predefined/built-in web structure 

for personalization approaches. Second, in order to under- stand the preference of individual users, personalization 

approaches need to collect information associated with these users (known as user profiles). This computationally 

intensive and time-consuming process is  not required for transformation approaches. Third, transformation ap- 

proaches make use of aggregate usage data from weblog files and do not require tracking the past usage for each user 

while dynamic pages are typically generated based on the users’ traversal path 

 

5. Proposed System 

 
In this Proposed System, Secure and e cient data transmission is thus especially necessary and is demanded in many 

such practical WSNs. So, we propose two Secure and Efficient data Transmission (SET) protocols for CWSNs, 

called SET-IBS and SET-IBOOS, by using the Identity-Based digital Signature (IBS) scheme and the Identity-Based 

Online/Of  ine digital Signature (IBOOS) scheme, respectively. 

It has been proposed in order to reduce the computation and storage costs to authenticate the encrypted sensed data, 

by applying digital signatures to message packets, which are e cient in communication and applying the key 

management for security. 

In the proposed protocols pairing parameters are distributed and preloaded in all sensor nodes by the BS initially. 
 

 
 
 

In this module, Secure and E cient data Transmission (SET) protocol for CWSNs. The SET-IBOOS 

protocol is designed with the same purpose and scenarios for CWSNs with higher e ciency. The proposed 

SET-IBOOS operates similarly to the previous SETIBS, which has a protocol initialization prior to the network 

deployment and operates in rounds during communication. We   rst introduce the protocol initialization, then 

describe the key management of the protocol by using the IBOOS scheme, and the protocol operations afterwards. 

In this module, security is based on the DLP in the multiplicative group. The corresponding private pairing 

parameters are preloaded in the sensor nodes during the protocol initialization. The IBOOS scheme in the 

proposed  SET-IBOOS consists of  following four  operations, extraction,  o ine   signing,  online  signing and 

veri cations 

 

 
In this module, used for secure access and data transmission to nearby sensor nodes, by authenticating with each 

other. Here, “limited” means the probability of neighborhood authentication, where only the nodes with the shared 
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pairwise key can authenticate each other. 

In this module, indicates whether a security protocol is able to scale without compromising the security 

requirements. Here, “comparative low” means that, compared with SET-IBS and SET-IBOOS, in the secure data 

transmission with a symmetric key management, the larger network scale increases, the more orphan nodes appear 

in the network. 

 

6 Security Requirements in WSNs 
 
 

A  WSN  is  a  special  type  of  network.  It  shares  some commonalities with  a  typical  computer  network,  but 

also exhibits many characteristics which are  unique to  it. The security services in  a  WSN should protect the 

information communicated over the network and the resources from attacks and  misbehavior of nodes. The 

most  important security requirements in WSN are listed below: Data  confidentiality:  The  security  mechanism 

should ensure that no  message in the network is understood by anyone except intended recipient. In a  WSN 

Availability: This requirements ensures that the services of a WSN should be available always even in presence 

of   an internal or external attacks such as a denial of service attack (DoS).   Different  approaches  have   been 

proposed   by researchers   to    achieve   this    goal.    While   some    mechanisms make    use    of    additional 

communication among  nodes, others propose  use  of  a  central  access  control  system  to  ensure successful 

delivery of every message to its recipient. 

 

7 Conclusions 

 
Wireless sensor networks are used in a variety of applications which require continuous monitoring and detection 

of distributed  events.  They  can  be  used  in  industrial,  medical, consumer and military applications. Sensor 

nodes are operated and constrained by battery lifetime which cannot be recharged or replaced. Therefore, energy 

efficiency is the most important design   factor   in   wireless   sensor   networks.Ex-APTEEN  saves energy   by 

reducing repeated cluster formation .Overloading condition of queries is avoided by using the queue in every 

node. The concept will be evaluated by implementing the idea with the help of ns-2 simulator in our future work. 

 

7. References 

 
1.       Pingdom, “Internet 2009 in Numbers,” http://royal.pingdom. com/2010/01/22/internet-2009-in-numbers/, 

2010. 
 

2. J. Pekarik, et al., “RFCMOS Technology from 0.25 !m to 65nm: The State of the Art, CICC 2004 

 
3.    D. Dhyani, W.K. Ng, and S.S. Bhowmick, “A Survey of Web Metrics,” ACM Computing Surveys, vol. 34, 

no. 4, pp. 469-503, 2002. 

4.  J. Palmer, “Web Site Usability, Design, and Performance Metrics,” Information Systems Research, vol. 

13, no. 2, pp. 151-167, 2002. 
 

 
5.  T. Nakayama, H. Kato, and Y. Yamane, “Discovering the Gap between Web Site Designers’ Expectations and 

Users’ Behavior,” Computer Networks, vol. 33, pp. 811-822, 2000. 


